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3353 Peachtree Road NE 
Suite 600, North Tower 

Atlanta, GA 30326 
404-446-2560 | www.nerc.com

February 15, 2012 

VIA ELECTRONIC FILING 

Ms. Kimberly D. Bose 
Secretary 
Federal Energy Regulatory Commission 
888 First Street, NE 
Washington, D.C. 20426 

Re: NERC Spreadsheet Notice of Penalty 
FERC Docket No. NP12-12-000 

On January 31, 2012, the North American Electric Reliability Corporation (NERC) submitted a 
Spreadsheet Notice of Penalty regarding violations for 18 Registered Entities.  By this filing, NERC 
submits an errata to correct the record with the following information. 

NERC corrects two typographical errors that were made to the public version of the spreadsheet.  
Accordingly, NERC submits a replacement version and provides the public versions in their entirety for 
convenience. 

Accordingly, NERC respectfully requests that the Commission accept this supplemental filing and issue 
an order accepting the Notice of Penalty as compliant with its rules, regulations and orders. 

Respectfully submitted, 

/s/ Rebecca J. Michael 
Rebecca J. Michael 
Attorney for North American Electric Reliability 
Corporation 

Enclosures: Corrected Spreadsheets and Public Version of Filing 
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3353 Peachtree Road NE 
Suite 600, North Tower 

Atlanta, GA 30326 
404-446-2560 | www.nerc.com 

 
January 31, 2012 
 
Ms. Kimberly D. Bose 
Secretary 
Federal Energy Regulatory Commission 
888 First Street, N.E. 
Washington, D.C.  20426 
 
 
Re: NERC Spreadsheet Notice of Penalty 

FERC Docket No. NP12-__-000 
 
Dear Ms. Bose: 
 
The North American Electric Reliability Corporation (NERC) hereby provides the attached Spreadsheet 
Notice of Penalty1 (Spreadsheet NOP) in Attachment A regarding 18 Registered Entities2 listed therein,3 
in accordance with the Federal Energy Regulatory Commission’s (Commission or FERC) rules, 
regulations and orders, as well as NERC Rules of Procedure including Appendix 4C (NERC Compliance 
Monitoring and Enforcement Program (CMEP)).4

 
 

The Spreadsheet NOP resolves 51 violations5

 

 of 18 Reliability Standards.  In order to be a candidate for 
inclusion in the Spreadsheet NOP, the violations are those that had a minimal or moderate impact on 
the reliability of the bulk power system (BPS).  In all cases, the NOP sets forth whether the violations 
have been mitigated, certified by the respective Registered Entities as mitigated, and verified by the 
Regional Entity as having been mitigated.   

                                                 
1 Rules Concerning Certification of the Electric Reliability Organization; and Procedures for the Establishment, Approval, 
and Enforcement of Electric Reliability Standards (Order No. 672), III FERC Stats. & Regs. ¶ 31,204 (2006); Notice of New 
Docket Prefix “NP” for Notices of Penalty Filed by the North American Electric Reliability Corporation, Docket No. RM05-
30-000 (February 7, 2008). See also 18 C.F.R. Part 39 (2011). Mandatory Reliability Standards for the Bulk-Power System, 
FERC Stats. & Regs. ¶ 31,242 (2007) (Order No. 693), reh’g denied, 120 FERC ¶ 61,053 (2007) (Order No. 693-A).  See 18 
C.F.R § 39.7(c)(2).  See also Notice of No Further Review and Guidance Order, 132 FERC ¶ 61,182 (2010). 
2 Corresponding NERC Registry ID Numbers for each Registered Entity are identified in Attachment A. 
3 Attachment A is an excel spreadsheet.   
4 See 18 C.F.R § 39.7(c)(2). 
5 For purposes of this document, each violation at issue is described as a “violation,” regardless of its procedural posture and 
whether it was a possible, alleged or confirmed violation. 
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The violations at issue in the Spreadsheet NOP are being filed with the Commission because the 
Regional Entities have respectively entered into settlement agreements with, or have issued Notices of 
Confirmed Violations (NOCVs) to, the Registered Entities identified in Attachment A and have resolved 
all outstanding issues arising from preliminary and non-public assessments resulting in the Regional 
Entities’ determination and findings of the enforceable violation of the Reliability Standards identified 
in Attachment A.  As designated in the attached spreadsheet, some of the Registered Entities have 
admitted to the violations, while the others have indicated that they neither admit nor deny the 
violations and have agreed to the proposed penalty as stated in Attachment A or did not dispute the 
violations and proposed penalty amount stated in Attachment A, in addition to other remedies and 
mitigation actions to mitigate the instant violations and ensure future compliance with the Reliability 
Standards.  Accordingly, all of the violations, identified as NERC Violation Tracking Identification 
Numbers in Attachment A, are being filed in accordance with the NERC Rules of Procedure and the 
CMEP.   
 
NERC notes that violation FRCC201100422 was originally processed as an FFT in the November 30, 
2011 informational filing.  Based upon additional information received regarding the underlying 
violation, and in consideration that there was manual local load shedding albeit controlled and limited 
to prevent further issues, NERC has determined that the violation is more appropriately processed as 
an NOP.  Accordingly, it is included in the instant filing. 
 
As discussed below, this Spreadsheet NOP resolves 51 violations.  NERC respectfully requests that the 
Commission accept this Spreadsheet NOP. 
 
Statement of Findings Underlying the Alleged Violations 
 
The descriptions of the violations and related risk assessments are set forth in Attachment A.  
 
This filing contains the basis for approval in accordance with Section 39.7 of the Commission’s 
regulations, 18 C.F.R. § 39.7 (2011).  Each Reliability Standard at issue in this Notice of Penalty is set 
forth in Attachment A. 
 
Text of the Reliability Standards at issue in the Spreadsheet NOP may be found on NERC’s web site at 
http://www.nerc.com/page.php?cid=2|20.  For each respective violation, the Reliability Standard 
Requirement at issue and the applicable Violation Risk Factor are set forth in Attachment A.  
 
Unless otherwise detailed within the Spreadsheet NOP, the Registered Entities were cooperative 
throughout the compliance enforcement process; there was no evidence of any attempt to conceal a 
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violation or evidence of intent to do so.  In accordance with the Guidance Order issued by FERC 
concerning treatment of repeat violations and violations of corporate affiliates, the violation history for 
the Registered Entities and affiliated entities who share a common corporate compliance program is 
detailed in Attachment A when that history includes violations of the same or similar Standard.  
Additional mitigating, aggravating, or extenuating circumstances beyond those listed above are 
detailed in Attachment A. 
 
Status of Mitigation6

 
 

The mitigation activities are described in Attachment A for each respective violation.  Information also 
is provided regarding the dates of Registered Entity certification and the Regional Entity verification of 
such completion where applicable.   
 
Statement Describing the Proposed Penalty, Sanction or Enforcement Action Imposed7

 
 

Basis for Determination 
 
Taking into consideration the Commission’s direction in Order No. 693, the NERC Sanction Guidelines 
and the Commission’s July 3, 2008 Guidance Order, the October 26, 2009 Guidance Order and the 
August 27, 2010 Guidance Order,8

 

 the violations in the Spreadsheet were approved by NERC 
Enforcement staff under delegated authority from the NERC Board of Trustees Compliance Committee.  
Such considerations include the Regional Entities’ imposition of financial penalties as reflected in 
Attachment A, based upon its findings and determinations, the NERC Enforcement staff’s review of the 
applicable requirements of the Commission-approved Reliability Standards, and the underlying facts 
and circumstances of the violations at issue. 

Pursuant to Order No. 693, the penalties will be effective upon expiration of the 30-day period 
following the filing of this Notice of Penalty with FERC, or, if FERC decides to review any specific 
penalty, upon final determination by FERC. 
 
  

                                                 
6 See 18 C.F.R § 39.7(d)(7). 
7 See 18 C.F.R § 39.7(d)(4). 
8 North American Electric Reliability Corporation, “Guidance Order on Reliability Notices of Penalty,” 124 FERC ¶ 61,015 
(2008); North American Electric Reliability Corporation, “Further Guidance Order on Reliability Notices of Penalty,” 129 
FERC ¶ 61,069 (2009); North American Electric Reliability Corporation, 132 FERC ¶ 61,182 (2010). 
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Attachment A-1

January 31, 2012 Public Spreadsheet Notice of Penalty Spreadsheet

(NON-CIP Violations)

Region Registered Entity NCR_ID NERC Violation ID # Notice of 
Confirmed 

Violation or 
Settlement 
Agreement

Description of the Violation Reliability 
Standard

Req. Violation 
Risk Factor

Violation 
Severity 

Level

Risk Assessment Violation Start 
Date

Violation End 
Date

Florida Reliability 
Coordinating 
Council, Inc. 
(FRCC)

JEA NCR00040 FRCC201100422 Settlement 
Agreement

 On March 8, 2011, JEA submitted a Self-Report to FRCC that as a Transmission Operator, it was in violation of TOP-004-2 R1 because during a one-day 
event on January 13, 2011, a failed static wire resulted in the outage of two 138 kV transmission lines.  These outages led to what appeared to be MVA 
limit conditions on a 230/138 kV autotransformer.  Although the System Operating Limit (SOL) was exceeded because the autotransformer had been rated 
conservatively, there was no Interconnection Reliability Operating Limit (IROL) exceedance.  The system operator initiated a load shed of the entity's local 
load (approximately 135 MW) for approximately one hour to resolve what appeared to be a transformer overload.  There was no instability, uncontrolled 
separation, or cascading outages that did occur or would have resulted from the loss of the transformer.  Tests performed after the event indicated that the 
autotransformer in question had been rated conservatively and was not overloaded, had not been damaged and was not at risk of failure.  Moreover, 
because the entity had an existing rating methodology under FAC-008 and followed it pursuant to FAC-009, FRCC concluded that there were no other 
related violations.

TOP-004-2 R1 High High The violation posed a minimal risk and did not pose a serious or substantial risk to the reliability of the bulk power system 
(BPS) because although the outage of the two 138 kV circuits, led to indicated MVA limit conditions on the Hartley 230/138 
kV autotransformer, even if the transformer had tripped, the result would have been limited to loss of local entity internal 
load.  In fact, the manual load shed performed to correct the exceedance affected only local load.  There would not be any 
instability, uncontrolled separation, or cascading outages resulting from the loss of the Hartley 230/138 kV autotransformer 
because the transformer would have only affected loss of local entity internal load.  Also, although there appeared to be an 
overload on the autotransformer, due primarily to cold weather, the autotransformer was never actually overloaded because it 
had been rated conservatively.  This was confirmed by subsequent review of industry standards, dissolved gas analysis and 
electrical testing of the autotransformer which showed the transformer was actually under rated. 

1/13/2011 (start 
date of event)

1/13/2011 (end 
date of event)

ReliabilityFirst 
Corporation 
(ReliabilityFirst )

Allegheny Energy 
Supply Company, 
L.L.C. [GO, 
GOP] (AE 
Supply)

NCR02600 RFC2011001050 Settlement 
Agreement

On June 16, 2011, AE Supply submitted a Self-Report to ReliabilityFirst  reporting a violation of VAR-002-1.1a.  AE Supply initially self-reported six occasions on which 
it failed to notify its Transmission Operator (TOP) of an unexpected change in the status of a generator reactive power resource, however, after further investigation, AE 
Supply discovered three additional occasions when it did not notify its TOP of an unexpected change in the status of a generator reactive power resource.  The changes in 
status involved placing the Automatic Voltage Regulator (AVR) into manual mode for each occasion.

For six of the nine occasions, AE Supply exceeded the 30-minute notification requirement by a range of six minutes to 104 hours and 52 minutes.  The remaining three 
occasions involved instances in which the change in status lasted fewer than 30 minutes and AE Supply did not inform its TOP of the change.

ReliabilityFirst  determined that AE Supply, as a Generator Operator (GOP), failed to notify its TOP within 30 minutes of a change in the status of a generator reactive 
power resource on nine separate occasions.

VAR-002-1.1a R3 Medium High This violation posed a moderate risk to the reliability of the bulk power system (BPS) because generators provide reactive and voltage 
control necessary to ensure voltage levels, reactive flows, and reactive resources are maintained within applicable Facility Ratings to 
protect equipment and the reliable operation of the BPS.  This violation did not pose a serious or substantial risk to the reliability of the 
BPS because during each of the nine occasions, AE Supply manually controlled voltage, and maintained the generator voltage or reactive 
power output as directed by the TOP.

5/27/2010 (Date of 
the first occasion on 
which AE Supply 
exceeded the 30-
minute
notification 
requirement 
contained within 
the Standard)

6/6/2011 (Date 
of the last 
occasion on 
which AE Supply 
exceeded the 30-
minute
notification 
requirement 
contained within 
the Standard)

ReliabilityFirst 
Corporation 
(ReliabilityFirst)

Big Sandy Peaker 
Plant, LLC 
(BSPP)

NCR00690 RFC201100944 Settlement 
Agreement

On May 26, 2011, BSPP, as a Generator Owner (GO), self-reported noncompliance with FAC-008-1 R1 prior to a scheduled compliance audit. 

In May, 2007, BSPP identified its gas turbine generators as the most limiting equipment, but did not conduct a review of the associated electrical systems.  On April 22, 
2008, BSPP documented its Facility Ratings Methodology; however, ReliabilityFirst  determined in a July 2011 Compliance Audit that this 2008 Methodology did not 
address terminal equipment, as required by the Standard.  As a result, ReliabilityFirst determined that from June 18, 2007, when BSPP was required to comply with the 
Standard, through April 22, 2008, BSPP did not have a documented Methodology that included terminal equipment pursuant to R1 of the Standard. 

During the July 2011 Compliance Audit, ReliabilityFirst  also determined that BSPP's most recent April 19, 2011 Methodology document did properly address terminal 
equipment.  Thus, from April 22, 2008, when BSPP first documented its Methodology, through April 19, 2011, the date the latest Methodology came into effect, BSPP 
failed to have a Methodology that included terminal equipment, as required by R1.2.1 of the Standard.

FAC-008-1 R1 Medium Severe This violation posed a minimal risk to the bulk power system (BPS).  This violation did not pose a serious or substantial risk to the 
reliability of the BPS because the risk was mitigated by two factors.  First, although prior to April 22, 2008, BSPP did not have a 
documented Methodology, BSPP had identified its gas turbine generators as the most limiting piece of equipment in its facility.  Since 
documenting its Methodology on April 22, 2008 and revising it on April 19, 2011, BSPP confirmed that it correctly listed the gas turbine 
generators as the most limiting piece of equipment.  Second, the rating for the gas turbine generators remains unchanged from the one 
produced by the 2008 Methodology. 

6/18/2007 (when 
BSPP became 
subject to 
compliance with 
FAC-008-1 R1)

4/19/2011 (when 
BSPP revised its 
Methodology to 
include terminal 
equipment)
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Attachment A-2

January 31, 2012 Public Spreadsheet Notice of Penalty Spreadsheet

PRIVILEGED/CONFIDENTIAL INFORMATION HAS BEEN REMOVED FROM THIS PUBLIC VERSION (CIP)

Region Registered Entity NCR_ID NERC Violation ID #

Notice of 
Confirmed 

Violation or 
Settlement 
Agreement

Description of the Violation Reliability Standard Req.
Violation 

Risk 
Factor

Violation 
Severity 

Level
Risk Assessment

Violation Start 
Date

Violation End 
Date

Midwest Reliability 
Organization (MRO)

Unidentified 
Registered Entity 1 
(MRO_URE1)

NCRXXXXX MRO201100260 Notice of 
Confirmed 
Violation

MRO conducted a CIP Spot Check of MRO_URE1.  MRO determined that MRO_URE1 did not provide sufficient evidence reflecting the use of appropriate test procedures to ensure that new Cyber 
Assets (CAs) and significant changes to CAs within the Electronic Security Perimeter (ESP) do not adversely affect existing cyber security controls.

Specifically, MRO_URE1 periodically utilized an intermediate anti-virus server to download anti-virus signature and security patch updates for the CAs within the ESP.  MRO_URE1 failed to test the 
server each time it was reintroduced into the ESP, because it did not consider the anti-virus server to be a "new" CA each time it reconnected to the ESP, and therefore did not have evidence 
demonstrating that appropriate test procedures had been followed.  MRO_URE1 indicated that this violation was due to an insufficient understanding among responsible MRO_URE1 personnel of the 
criteria for defining and classifying non-critical CAs residing within the ESP.

CIP-007-1 R1 Medium Severe This violation posed a minimal risk to the reliability of the bulk power system (BPS).  This 
violation did not pose a serious or substantial risk to the reliability of the bulk power system 
because: (1) although the introduction of new CAs or the modification of existing CAs without 
verification that cyber security controls are functioning properly can put many or all Critical 
Cyber Assets in a given ESP at risk and jeopardize the proper functioning of existing CAs, the 
intermediate anti-virus server utilized by MRO_URE1 was configured as a hardened, single-
purpose device, thus reducing the risk of compromise by malware or other exploits; (2) 
MRO_URE1 tested anti-malware signatures and security patch updates in a development 
environment prior to introduction to the ESP; and (3) the intermediate anti-virus server was not 
connected simultaneously to the ESP and the MRO_URE1 corporate network.

The date 
MRO_URE1 was 
required to 
comply with the 
Reliability 
Standard.

Mitigation Plan 
completion

ReliabilityFirst 
Corporation 

(ReliabilityFirst )

Unidentified 
Registered Entity 1 
(RFC_URE1)

NCRXXXXX RFC201000305 Settlement 
Agreement

RFC_URE1 submitted a Self-Report to ReliabilityFirst  identifying a possible violation of CIP-004-1 R2.  ReliabilityFirst  determined that RFC_URE1 did not ensure that individuals with cyber or 
unescorted physical access to Critical Cyber Assets (CCAs) received training within 90 calendar days of receiving authorization or annual training, pursuant to CIP-004-1 R2.  Six months later, 
RFC_URE1 provided additional information to supplement the information contained in the first Self-Report and identified another possible violation of the Standard. 

First, RFC_URE1 did not train 39 individuals within 90 days of granting them access to CCAs, as required by CIP-004-1 R2.1.3.  Specifically, RFC_URE1 did not provide the requisite CIP training to 33 
of the 39 individuals within 90 days of authorization.  Out of the 33 individuals not trained within 90 days: 3 were RFC_URE1 employees with cyber access to CCAs; 12 were RFC_URE1 employees 
with unescorted physical access to CCAs; two were contractors with cyber access to CCAs; and 16 were contractors with authorized unescorted physical access.  In addition, RFC_URE1 did not provide 
any CIP training to six of the 39 individuals with access to CCAs.  One of the six individuals was an RFC_URE1 employee with cyber access to CCAs, three of the six were RFC_URE1 employees with 
unescorted physical access to CCAs, and two of the six individuals were contractors with unescorted physical access to CCAs. 

Second, RFC_URE1 did not administer annual CIP training sessions for 183 individuals as required by CIP-004-1 R2.3.  Of the 183 individuals: 61 of these individuals were RFC_URE1 employees with 
cyber access to CCAs; eight were RFC_URE1 employees with both cyber and unescorted physical access to CCAs; 66 were employees with only unescorted physical access to CCAs; and 48 were 
contractors with unescorted physical access to CCAs.  RFC_URE1 identified the cause of this violation as failure to integrate its list of individuals with access to CCAs with its rosters of those individuals 
requiring CIP training. 

CIP-004-1 R2; 
R2.1.3
; R2.3.

Lower Lower This violation posed a moderate risk to the reliability of the bulk power system (BPS) because 
of the nature of the violation, offset by the mitigating factors.  This violation did not pose a 
serious or substantial risk to the reliability of the BPS because the risk was mitigated by the 
following factors.  All individuals involved in the violation of CIP-004-1 R2 had successfully 
completed personnel risk assessments (PRAs) that revealed no criminal history or other identity 
issues that would have prevented them from receiving CIP qualifications prior to RFC_URE1 
granting the individuals at issue access to Critical Cyber Assets (CCAs).  Further, all 
individuals involved in the violation received either CIP training or corporate cyber awareness 
training in advance of RFC_URE1 granting them access to CCAs.  While six of those 
individuals had not received any of the required CIP training, they did receive corporate cyber 
awareness training.  RFC_URE1’s corporate cyber awareness training, while not a substitute 
for formal CIP training, includes basic information on cyber risks.  Additionally, of the 183 
individuals who did not receive annual training pursuant to CIP-004-1 R2.3, 54 of the 
individuals with cyber access had read-only access and could not effect a change in the Energy 
Management System.  The remaining 15 individuals with cyber access had all completed initial 
CIP training, but did not undergo timely annual training.  The remaining 122 individuals with 
physical access who had not received annual training pursuant to CIP-004-1 R2.3 all had 
previously completed either CIP training or RFC_URE1’s corporate cyber awareness training.  
Of the total employees and contractors with access to RFC_URE1 CCAs, less than 5% were 
involved in the violation of CIP-004-1 R2.1.  The violation of CIP-004-1 R2.3 involved less 
than 5% of the total training sessions RFC_URE1 has administered in a 34-month period.

Effective date of 
the Standard

Mitigation Plan 
completion

ReliabilityFirst 
Corporation 
(ReliabilityFirst )

Unidentified 
Registered Entity 1 
(RFC_URE1)

NCRXXXXX RFC201000662 Settlement 
Agreement

RFC_URE1 submitted a Self-Report to ReliabilityFirst  identifying a possible violation of CIP-004-1 R3.  ReliabilityFirst determined that RFC_URE1 violated CIP-004-1 R3 when it did not perform 
initial personnel risk assessments (PRAs) or updated PRAs for a total of 109 individuals with cyber or unescorted physical access to Critical Cyber Assets (CCAs).  RFC_URE1 discovered that 109 
individuals did not undergo an initial PRA or receive an updated PRA, as required by CIP-004-1 R3 and CIP-004-1 R3.2.  Specifically, RFC_URE1 determined that 107 individuals did not have an initial 
PRA within 30 days from the date RFC_URE1 granted them access to CCAs, as required by CIP-004-1 R3.  Out of the 107 individuals: 52 were RFC_URE1 employees with cyber access to CCAs; 38 
were RFC_URE1 employees with unescorted physical access to CCAs; and 17 were contractors with physical access to CCAs.  Of the 52 individuals with cyber access, none had cyber access to CCAs 
located at the system control center.  Three of the individuals with physical access had access to CCAs located at the system control center.  Additionally, RFC_URE1 did not perform an updated PRA for 
two RFC_URE1 employees within seven years of their previous PRAs as required by CIP-004-1 R3.2.  RFC_URE1 previously granted these two employees unescorted physical access to CCAs.  
RFC_URE1 identified the cause of this violation as insufficient monitoring of the process for updating PRAs and incomplete PRA document maintenance.  RFC_URE1 noted that it granted 100 of the 109 
individuals at issue access to CCAs prior to CIP-004-1 R2’s mandatory compliance date and identified this as a contributing factor to this violation.

CIP-004-1 R3; 
R3.2

Medium High This violation posed a moderate risk to the reliability of the bulk power system (BPS) because 
of the nature of the violation, offset by the mitigating factors.  This violation did not pose a 
serious or substantial risk to the reliability of the BPS because the risk was mitigated by the 
following factors.  The 52 individuals with cyber access and missing PRAs had read-only 
access and could not effect a change to the Energy Management System.  Additionally, the 
location to which 57 of the individuals had unescorted physical access is staffed and monitored 
24 hours a day, seven days a week.  In addition, the location has procedural controls for 
monitoring physical access at all access points that uniquely identifies the individuals involved 
and records when the individuals accessed the location.

Effective date of 
the Standard

Mitigation Plan 
completion
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Attachment A-2

January 31, 2012 Public Spreadsheet Notice of Penalty Spreadsheet

PRIVILEGED/CONFIDENTIAL INFORMATION HAS BEEN REMOVED FROM THIS PUBLIC VERSION (CIP)

Region Registered Entity NCR_ID NERC Violation ID #

Notice of 
Confirmed 

Violation or 
Settlement 
Agreement

Description of the Violation Reliability Standard Req.
Violation 

Risk 
Factor

Violation 
Severity 

Level
Risk Assessment

Violation Start 
Date

Violation End 
Date

ReliabilityFirst 
Corporation 
(ReliabilityFirst )

Unidentified 
Registered Entity 2 
(RFC_URE2)

NCRXXXXX RFC201000646 Settlement 
Agreement

RFC_URE2 submitted a Self-Report to ReliabilityFirst identifying a possible violation of CIP-004-1 R4.  During a quarterly review, RFC_URE2 determined that unescorted physical access to its system 
given to some personnel was not documented, in violation of the Standard.  The group consisted of 64 individuals - 60 employees and 4 contractors.

RFC_URE2 conducted quarterly reviews; however, this quarterly review was the first during which RFC_URE2 compared its paper-based CCA access list to its CIP access database system.  RFC_URE2 
could not locate evidence for the 64 individuals through its paper-based process or in its CIP access database system access list to demonstrate that RFC_URE2 previously authorized physical access to the 
64 individuals at issue. ReliabilityFirst determined that RFC_URE2 violated CIP-004-1 R4 for failing to maintain its CCA access list for 64 individuals.

CIP-004-1 R4 Lower Lower ReliabilityFirst determined that this violation posed a moderate and did not pose a serious or 
substantial risk to the reliability of the bulk power system (BPS) because the is a collection of 
Critical Cyber Assets (CCAs) with the ability to monitor the parent company's power plants 
allowing for limited control over power levels.  At no time did any unqualified, unauthorized 
individuals have the ability to use the system to monitor or control any of the parent company's 
power plants.  Of the 64 individuals at issue in this violation, 54 had no logical access to the 
system.  The remaining ten individuals were qualified for logical access to the system.   
RFC_URE2 granted these ten individuals authorized cyber access to the system prior to the 
violation.  All 64  individuals that had unescorted physical access completed CIP training prior 
to the violation.  Additionally, RFC_URE2 conducted personnel risk assessments (PRAs) for 
63 of the 64 of the individuals prior to the violation.  None of the PRAs revealed any criminal 
history or other identity issues that would have prevented the employees’ CIP qualification.  
The PRA for the employee who did not have one performed prior to the violation revealed no 
criminal history or other identity issues that would have prevented the employee’s CIP 
qualification.

When Standard 
became 
mandatory and 
enforceable

When RFC_URE2 
either revoked 
physical access or 
properly granted 
unescorted 
physical access 
rights to its CCAs 
for each of the 64 
individuals at issue

ReliabilityFirst 
Corporation 
(ReliabilityFirst )

Unidentified 
Registered Entity 2 
(RFC_URE2)

NCRXXXXX RFC2011001073 Settlement 
Agreement

RFC_URE2 submitted a Self-Report to ReliabilityFirst in its response to a Request for Information issued by ReliabilityFirst in relation to a violation of CIP-004-1 R4.  RFC_URE2 could not provide 
evidence that it conducted a Personnel Risk Assessment (PRA) for one employee within thirty days of that employee having physical access to Critical Cyber Assets (CCAs). 

ReliabilityFirst determined that RFC_URE2 violated CIP-004-1 R3 when it could not provide evidence it conducted a PRA for an employee within thirty days of that employee having physical access to 
CCAs.

CIP-004-1 R3 Medium High ReliabilityFirst determined that this violation posed a moderate and did not pose a serious or 
substantial risk to the reliability of the bulk power system (BPS) because the system is a 
collection of Critical Cyber Assets (CCAs) with the ability to monitor the parent company's 
power plants allowing for limited control over power levels.  Further, RFC_URE2 did not 
report this alleged violation as part of its initial self report.  Rather, RFC_URE2 discovered the 
violation several months later while compiling responses to a formal Request for Information 
from ReliabilityFirst concerning the self reported violation of CIP-004.   At no time did any 
unqualified, unauthorized individuals have the ability to use the system to monitor or control 
any of the parent company's power plants.  The employee completed CIP training prior to the 
violation.  Further, RFC_URE2 removed the employee’s physical access rights.  Also, when 
RFC_URE2 conducted a PRA for the employee, it revealed no criminal history or other 
identity issues that would have prevented the employee’s CIP qualification.  Finally, 
RFC_URE2 examined the access logs and determined that although the employee had 
unescorted physical access rights, the employee did not actually access any RFC_URE2 
physical security perimeters during the duration of the violation.                     

When Standard 
became 
mandatory and 
enforceable

When RFC_URE2 
removed the 
employee's 
physical access 
rights to CCAs

ReliabilityFirst 
Corporation 
(ReliabilityFirst )

Unidentified 
Registered Entity 3 
(RFC_URE3) 

RFC_URE3a, 
RFC_URE3b and 
RFC_URE3c are 
subsidiaries of a 
single parent 
company, 
collectively known 
as the RFC_UREs

NCRXXXXX RFC201000440 Settlement 
Agreement

   The RFC_UREs submitted Self-Reports to ReliabilityFirst identifying possible violations of CIP-004-1 R4.  During an internal audit, the RFC_UREs discovered that they failed to review their access 
lists of personnel who have authorized cyber or authorized unescorted physical access to Critical Cyber Assets (CCAs) quarterly, in violation of CIP-004-1 R4.1.
   The RFC_UREs failed to revoke authorized cyber or authorized unescorted physical access to CCAs for 23 individuals in a timely manner, a violation of CIP-004-1 R.4.2.  As a result, the RFC_UREs 
failed to timely update the access lists within seven calendar days to reflect these access right changes, a violation of CIP-004-1 R4.1.
   Specifically, RFC_URE3a failed to revoke the access of five individuals who no longer required such access within seven calendar days.  The CCAs at issue at RFC_URE3a were transmission assets.
   

CIP-004-1 R4; 
R4.1;
R4.2

Lower High   ReliabilityFirst determined that this violation posed a moderate risk and not a serious or 
substantial risk to the reliability of the bulk power system (BPS) because all physical access 
locations are controlled areas requiring card key access and are staffed or monitored using 
alarm systems and video at all times.  All individuals at issue in the violations received the 
requisite personnel risk assessments and NERC CIP training.  In addition, all RFC_URE3a 
individuals were transferred within the RFC_UREs and were employees in good standing at the 
time.  Lastly, for all individuals whose access was not timely revoked, there were no attempts 
to access CCAs prior to the revocation of access.

Date access 
should have been 
revoked in first 
instance

Date access was 
revoked and 
interim process for 
access review 
implemented

ReliabilityFirst 
Corporation 
(ReliabilityFirst )

Unidentified 
Registered Entity 3 
(RFC_URE3)

RFC_URE3a, 
RFC_URE3b and 
RFC_URE3c are 
subsidiaries of a 
single parent 
company, 
collectively known 
as the RFC_UREs

NCRXXXXX RFC201000441 Settlement 
Agreement

   The RFC_UREs submitted Self-Reports to ReliabilityFirst identifying possible violations of CIP-004-1 R4.  During an internal audit, the RFC_UREs discovered that they failed to review their access 
lists of personnel who have authorized cyber or authorized unescorted physical access to Critical Cyber Assets (CCAs) quarterly, in violation of CIP-004-1 R4.1.
   The RFC_UREs failed to revoke authorized cyber or authorized unescorted physical access to CCAs for 23 individuals in a timely manner, a violation of CIP-004-1 R.4.2.  As a result, the RFC_UREs 
failed to timely update the access lists within seven calendar days to reflect these access right changes, a violation of CIP-004-1 R4.1.
   Specifically, RFC_URE3b failed to revoke the access of seven individuals who no longer required such access within seven calendar days.  The CCAs at issue at RFC_URE3b were transmission assets.
   

CIP-004-1 R4; 
R4.1;
R4.2

Lower High   ReliabilityFirst determined that this violation posed a moderate risk and not a serious or 
substantial risk to the reliability of the bulk power system (BPS) because all physical access 
locations are controlled areas requiring card key access and are staffed or monitored using 
alarm systems and video at all times.  All individuals at issue in the violations received the 
requisite personnel risk assessments and NERC CIP training.  In addition, only one of the 
RFC_URE3b individuals was terminated (not for cause); all remaining individuals were 
transferred within the RFC_UREs and were employees in good standing at the time.  The 
terminated individual’s employee badge key card used for physical access was confiscated and 
disabled along with the employee’s computer network logins upon termination.  Lastly, for all 
individuals whose access was not timely revoked, there were no attempts to access CCAs prior 
to the revocation of access.

Date access 
should have been 
revoked

Date access was 
revoked and 
interim process for 
access review 
implemented

January 31, 2012 Page  3

Document Accession #: 20120215-5145      Filed Date: 02/15/2012



Attachment A-2

January 31, 2012 Public Spreadsheet Notice of Penalty Spreadsheet
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Region Registered Entity NCR_ID NERC Violation ID #

Notice of 
Confirmed 

Violation or 
Settlement 
Agreement

Description of the Violation Reliability Standard Req.
Violation 

Risk 
Factor

Violation 
Severity 

Level
Risk Assessment

Violation Start 
Date

Violation End 
Date

ReliabilityFirst 
Corporation 
(ReliabilityFirst )

Unidentified 
Registered Entity 3 
(RFC_URE3)

RFC_URE3a, 
RFC_URE3b and 
RFC_URE3c are 
subsidiaries of a 
single parent 
company, 
collectively known 
as the RFC_UREs

NCRXXXXX RFC201000442 Settlement 
Agreement

   The RFC_UREs submitted Self-Reports to ReliabilityFirst identifying possible violations of CIP-004-1 R4.  During an internal audit, the RFC_UREs discovered that they failed to review their access 
lists of personnel who have authorized cyber or authorized unescorted physical access to Critical Cyber Assets (CCAs) quarterly, in violation of CIP-004-1 R4.1.
   The RFC_UREs failed to revoke authorized cyber or authorized unescorted physical access to CCAs for 23 individuals in a timely manner, a violation of CIP-004-1 R.4.2.  As a result, the RFC_UREs 
failed to timely update the access lists within seven calendar days to reflect these access right changes, a violation of CIP-004-1 R4.1.
   Specifically, RFC_URE3c failed to revoke the access of eleven individuals who no longer required such access within seven calendar days.  The CCAs at issue at RFC_URE3c were generation assets.

CIP-004-1 R4; 
R4.1;
R4.2

Lower High   ReliabilityFirst determined that this violation posed a moderate risk and not a serious or 
substantial risk to the reliability of the bulk power system (BPS) because all physical access 
locations are controlled areas requiring card key access and are staffed or monitored using 
alarm systems and video at all times.  All individuals at issue in the violations received the 
requisite personnel risk assessments and NERC CIP training.  In addition, all RFC_URE3c 
individuals were transferred within the Exelon Companies and were employees in good 
standing at the time.  Lastly, for all individuals whose access was not timely revoked, there 
were no attempts to access CCAs prior to the revocation of access.

Date access 
should have been 
revoked

Date access was 
revoked and 
interim process for 
access review 
implemented

Texas Reliability 
Entity, Inc. (Texas RE)

Unidentified 
Registered Entity 1 
(Texas RE_URE1)

NCRXXXXX TRE201000136 Settlement 
Agreement

Six months after the mandatory compliance enforcement date, Texas RE_URE1 determined that it did not make its cyber security policy readily available to contractors with access to, or responsibility 
for, Critical Cyber Assets (CCAs) in another reliability region.  As a result of an extended investigation, Texas RE_URE1 determined that the same issue existed in the Texas RE region and self-reported a 
violation of CIP-003-1 R1.  The cyber security policy was not made available to contractors, which make up 6.7 percent of employees.  None of the contractors were actually responsible for CCAs.  The 
policy was readily available to the remaining 93.3 percent of permanent employees.

CIP-003-1 R1; 
R1.2

Lower Severe This violation posed a minimal risk to the reliability of the bulk power system (BPS).  The 
violation did not pose a serious or substantial risk to the BPS because Texas RE_URE1 failed 
to make the cyber security policy available to only a small percentage (6.7%) of employees (all 
the contractors).  The policy was readily available to permanent employees.  Second, there 
were no compromises, or attempts to compromise, the Electronic Security Perimeter or 
Physical Security Perimeter of a CCA during the period of the violation.  Further, there were 
no disruptions or attempts to disrupt the operation of a CCA during the period of the violation.

The date the 
requirement 
became 
enforceable for 
the entity

Mitigation Plan 
completion

Western Electricity 
Coordinating Council 
(WECC) 

Unidentified 
Registered Entity 1 
(WECC_URE1)

NCRXXXXX WECC201002604 Settlement 
Agreement 

WECC_URE1 self-reported a violation of regional standard BAL-004-WECC-01 R4.4.  WECC_URE1 stated that it failed to synchronize its Time Error to the nearest 0.001 seconds of the System Time 
Error by comparing its reading to the reading broadcast by the Interconnection Time Monitor. WECC_URE1 failed to inform its Energy Management System (EMS) personnel of the requirement to 
obtain this daily time error value.  Also, WECC_URE1 failed to synchronize its time error daily value with the value issued by the WECC Reliability Coordinator (WECC RC).  In response to a WECC 
information request, WECC_URE1 stated that the lapse was due to internal communication error and the notification was misplaced. WECC_URE1's support staff became aware of the issue and 
immediately implemented the daily synchronization.  Based on the record, WECC determined that WECC_URE1 failed to synchronize its time error, in violation of this Standard. 

BAL-004-WECC-01 R4.4 Lower Severe This violation posed a minimal risk and did not pose a serious or substantial risk to the 
reliability of the bulk power system (BPS) because although WECC_URE1 failed to 
synchronize its daily Time Error with the WECC RC, it did compute its hourly Primary 
Inadvertent Interchange value, which is used to calculate the Automatic Time Error Correction 
and maintain the reliability of the BPS.  Also, because the hourly time error was synchronized, 
WECC_URE1's failure to synchronize daily the Time Error value did not affect the scheduled 
flow of energy needed in real time to support demand, and therefore posed a minimal risk to 
the reliability of the BPS. 

The date 
WECC_URE1 
was required to 
comply with this 
Standard

When 
WECC_URE1 
began performing 
the required daily 
Time Error checks

Western Electricity 
Coordinating Council 
(WECC) 

Unidentified 
Registered Entity 1 
(WECC_URE1)

NCRXXXXX WECC201102807 Settlement 
Agreement 

WECC_URE1 submitted a Self-Report for noncompliance with CIP-004-1 R2, stating that in preparation of its Audit, it discovered some discrepancies in its training records.  WECC_URE1 failed to 
ensure that all personnel having access to Critical Cyber Assets (CCAs), including contractors and vendors, are trained prior to being granted such access, except in specified circumstances such as an 
emergency.  Also, WECC_URE1 failed to maintain documentation that training is conducted at least annually, and did not keep a record of the date training was completed and a record of attendance.  
WECC determined that one individual did not receive training prior to receiving access to the CCAs and four employees did not receive annual training.  Based on the record, WECC determined that 
WECC_URE1 violated CIP-004-1 R2.1 for failure to ensure that all individuals with access to the CCAs are trained prior to being granted such access, and violated CIP-004-1 R2.3 for failure to maintain 
documentation that training was completed at least annually. 

CIP-004-1 R2.1/
R2.3

Lower Severe This violation posed a minimal risk and did not pose a serious or substantial risk to the 
reliability of the bulk power system (BPS) because although WECC_URE1 failed to ensure 
proper training and maintain documentation related to employee training, the individuals in 
scope had current Personnel Risk Assessments (PRAs) and their electronic access was read-
only.  Also, the individuals had access to six Physical Security Perimeters (PSPs) and one 
Electronic Security Perimeter (ESP) which contain CCAs, but the PSPs and the ESP have 
logging and monitoring systems in place.  Therefore, WECC determined that this violation had 
a minimal impact on the reliability of the BPS. 

When 
WECC_URE1 
failed to 
implement its  
annual training 
program

When 
WECC_URE1 
completed its 
Mitigation Plan 
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Region Registered Entity NCR_ID NERC Violation ID #

Notice of 
Confirmed 

Violation or 
Settlement 
Agreement

Description of the Violation Reliability Standard Req.
Violation 

Risk 
Factor

Violation 
Severity 

Level
Risk Assessment

Violation Start 
Date

Violation End 
Date

Western Electricity 
Coordinating Council 
(WECC) 

Unidentified 
Registered Entity 1 
(WECC_URE1)

NCRXXXXX WECC20100599 Settlement 
Agreement 

WECC notified WECC_URE1 that WECC was initiating the semi-annual Self-Certification process.  WECC_URE1 submitted a Self-Certification. WECC_URE1 self-reported a violation of CIP-006-1 
R1, stating that it failed to ensure Cyber Assets used in the Access Control and Monitoring (ACM) of the Physical Security Perimeters (PSPs) were afforded all the protections specified in CIP-006-1 
R1.8.  WECC performed an on-site Audit, which included compliance with CIP-006-1 R1.8, and determined that WECC_URE1 failed to ensure that Cyber Assets used in the ACM of the PSPs were 
afforded the protective measures specified in CIP-005 R3 (WECC_URE1 has five switches which are electronic access points to seven physical ACM controllers, these switches were not  configured to 
send syslogs to the WECC_URE1's syslog server; therefore, alerts generated from these controllers were not able to appropriately notify designated personnel), CIP-007 R3 (WECC_URE1 failed to 
document an assessment for applicability of security patches within 30 days of the patch being made available for three physical ACM devices and WECC_URE1 failed to document an assessment of 
security patches for sixteen Cyber Assets (switches) located in the Electronic Security Perimeters (ESPs) and for five devices used in the access control and monitoring of the ESPs), and CIP-009 R4 and 
R5 (WECC_URE1 failed to include the backup and restore procedures for seven physical ACM control panels in its Recovery Plan, which are used to store access control authentication data for the card 
readers and WECC_URE1 failed to follow its documented procedure of documenting annual testing of information essential to recovery that is stored on backup media; specifically, testing was done but 
documentation was not completed to demonstrate compliance), in violation of CIP-006-1 R1.8.

CIP-006-1 
(the violation involves 
later versions of this 
standard--CIP-006-2 
R2.2 and CIP-006-3 
R2.2)

R1.8 Lower Severe This violation posed a moderate risk and did not pose a serious or substantial risk to the 
reliability of the bulk power system (BPS) because there were several compensating measures 
in place to mitigate the risk. First, WECC_URE1 stated that only personnel with current 
training and Personnel Risk Assessments (PRAs) had access to the devices in question.  Also, 
WECC_URE1's server was equipped with anti-virus and malware protection tools, and was 
also located within a Physical Security Perimeter (PSP) and secured by a firewall.  The seven 
controllers associated with noncompliance with CIP-009 R4 were located in physically secured 
rooms. 

The date 
WECC_URE1 
was required to 
comply with this 
Standard

When 
WECC_URE1 
mitigated its 
violation

Western Electricity 
Coordinating Council 
(WECC) 

Unidentified 
Registered Entity 1 
(WECC_URE1)

NCRXXXXX WECC201102609 Settlement 
Agreement 

WECC_URE1 submitted a Self-Certification stating that it failed to document the assessment of thirteen security patches and security upgrades for applicability within 30 calendar days of availability of 
the patches or upgrades.  Based on the record, WECC determined that WECC_URE1 failed to assess security patches for 21 Cyber Assets, which resulted in WECC_URE1's failure to make sufficient 
records of its security patch management program, in violation of CIP-007-1 R3.1. 

CIP-007-1 R3.1 Lower Severe This violation posed a moderate risk and did not pose a serious or substantial risk to the 
reliability of the bulk power system (BPS) because the risk was mitigated by the fact that the 
devices in scope are located in a Physical Security Perimeter (PSP) and Electronic Security 
Perimeter (ESP) and thus afforded the protections specified in CIP-005 and CIP-006, 
including automated security status monitoring. 

The date 
WECC_URE1 
was required to 
comply with this 
Standard

When 
WECC_URE1 
completed its 
Mitigation Plan

Western Electricity 
Coordinating Council 
(WECC) 

Unidentified 
Registered Entity 1 
(WECC_URE1)

NCRXXXXX WECC201102606 Settlement 
Agreement 

WECC_URE1 submitted a Self-Report for a violation of CIP-007-1 R6.  WECC_URE1 stated that it failed to implement monitoring and logging for two new Cyber Assets and failed to document the 
process for monitoring and logging for eight existing Cyber Assets located in its Generation Management System (GMS) Electronic Security Perimeter (ESP).  WECC determined that WECC_URE1 
failed to implement and document the organizational process and technical and procedural mechanisms for monitoring of security events on all Cyber Assets within the ESP, in violation of CIP-007-1 R6. 

CIP-007-1 R6 Lower Severe This violation posed a minimal risk and did not pose a serious or substantial risk to the 
reliability of the bulk power system (BPS) because the risk was mitigated by the fact that the 
devices in scope were not classified as Critical Cyber Assets (CCAs).  Also, the Cyber Assets 
were afforded the physical protection required by CIP-006 and did not have remote access. 

The date 
WECC_URE1 
was required to 
comply with this 
Standard

When 
WECC_URE1 
completed its 
Mitigation Plan

Western Electricity 
Coordinating Council 
(WECC) 

Unidentified 
Registered Entity 1 
(WECC_URE1)

NCRXXXXX WECC20112613 Settlement 
Agreement 

WECC_URE1 submitted a Self-Certification stating that it failed to perform annually an  assessment on its system for the time period.  WECC_URE1 last performed an assessment in the fall of the prior 
year and again in the winter of the next year.  WECC_URE1's system contains 12 Cyber Assets.  Based on the record, WECC determined that WECC_URE1 failed to perform an annual assessment on 12 
Cyber Assets, in violation of CIP-007-3 R8. 

CIP-007-3 R8 Lower Severe This violation posed a minimal risk and did not pose a serious or substantial risk to the 
reliability of the bulk power system (BPS) because the risk was mitigated by the fact that the 
devices in scope were located in a Physical Security Perimeter (PSP) and an Electronic 
Security Perimeter (ESP) and thus were afforded the protections listed in CIP-005 and CIP-
006.  In addition, all individuals with access to the devices had completed training and 
Personnel Risk Assessments (PRAs), thus minimizing the risk to the BPS. 

When 
WECC_URE1 
failed to perform 
annual assessment

When 
WECC_URE1 
completed its 
Mitigation Plan
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Confirmed 
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Description of the Violation Reliability Standard Req.
Violation 

Risk 
Factor

Violation 
Severity 

Level
Risk Assessment

Violation Start 
Date

Violation End 
Date

Western Electricity 
Coordinating Council 
(WECC) 

Unidentified 
Registered Entity 1 
(WECC_URE1)

NCRXXXXX WECC200901475 Settlement 
Agreement 

WECC_URE1 submitted five Self-Reports for noncompliance with this Standard in the period for approximately six months.  Based on the record, WECC determined that the first Self-Report identified 
the initial instance of noncompliance and the subsequent Self-Reports expanded the scope of the initial Self-Report.  In its first Self-Report, WECC_URE1 stated that after upgrading its e-tagging 
applications, it experienced intermittent database deadlocks that interfered with normal operations.  WECC_URE1 failed to respond to numerous e-tag requests requiring WECC_URE1's approval from 
the Interchange Authority to transition Arranged Interchanges to Confirmed Interchanges, and as a result the e-tags expired.  WECC reviewed all five reports and determined that WECC_URE1 failed to 
respond to more than 50 e-tag requests identified in each Self-Report.

INT-006-2 R1 Lower Severe This violation posed a minimal risk and did not pose a serious or substantial risk to the 
reliability of the bulk power system (BPS) because although WECC_URE1 failed to respond 
to 63 e-tags, it responded to the majority of requests from Interchange Authorities within the 
requisite timeframe during the violation period.  Also, WECC_URE1 has the ability to process 
expired tags through direct contact with the appropriate entities.  Finally, WECC determined 
that when the more than 50 expired e-tags are considered in the context of the total number of e-
tags coordinated by WECC_URE1, the risk to the BPS from non-compliance is reduced.  

When 
WECC_URE1 
failed to respond 
before tags 
expired

When 
WECC_URE1 
completed its 
Mitigation Plan

Western Electricity 
Coordinating 
Council (WECC)

Unidentified 
Registered Entity 
2 
(WECC_URE2)

NCRXXXXX WECC201002246 Settlement 
Agreement

WECC performed an on-site audit of WECC_URE2's compliance with the Reliability Standards (Audit).  During the Audit, WECC found that for 20 minutes, on a single day, 
WECC_URE2 operated in an Automatic Generation Control (AGC) mode other than the Automatic Time Error Correction (ATEC) and failed to notify all other Balancing Authorities 
(BAs) of its operating mode.  

Specifically, the WECC Audit team (Audit Team) determined that WECC_URE2 operated with its ATEC out of service from 12:44 to 13:04 when it switched to its Tie Line Bias 
(TLB) AGC mode.  WECC_URE2 dispatcher logs reflect that at 12:40 pm the dispatcher changed WECC_URE2’s AGC mode from ATEC to its TLB AGC because the ATEC was 
sending incorrect values to one of WECC_URE2’s neighboring BAs.  The dispatcher logs further reflect that at 13:04, the ATEC problem was resolved.  WECC_URE2 could not 
provide evidence that it notified other BAs when it operated its AGC in a mode other than ATEC from 12:44 through 13:04.  

WECC determined that WECC_URE2 was in violation of BAL-004-WECC-01 R2 for failing to notify its BAs when it operated its AGC system in a mode other than ATEC.

BAL-004-WECC-01 R2 Lower Lower WECC determined that this violation posed a minimal and not a serious or 
substantial risk to the reliability of the bulk power system (BPS) due to the limited 
duration (20 minutes) WECC_URE2 was operating in an AGC mode other than 
ATEC.  In addition, WECC_URE2 created an alarm for the AGC so that when the 
AGC system is functioning in any mode except ATEC mode, an alarm is generated 
to send WECC a message immediately.  WECC RC's messaging system, in turn, 
automatically retransmits the message to its subscribers which include the region's 
BAs.  This alarm will prevent future instances of failing to notify the BA.

Date 
WECC_URE2 
operated its 
AGC in a mode 
other than 
ATEC without 
notifying its 
BAs

Date 
WECC_URE2 
operated its 
AGC in a mode 
other than 
ATEC without 
notifying its 
BAs

Western Electricity 
Coordinating 
Council (WECC)

Unidentified 
Registered Entity 
2 
(WECC_URE2)

NCRXXXXX WECC201002391 Settlement 
Agreement

WECC performed an on-site audit of WECC_URE2's compliance with the Reliability Standards (Audit).  As a part of the Audit, the WECC Audit team (Audit Team) requested from 
WECC_URE2 documentation of its cyber security policy, in compliance with CIP-003-1 R1.  According to the Audit Team, WECC_URE2 provided three different versions of its 
cyber security policy.  After reviewing all three versions of WECC_URE2's cyber security policy, the Audit Team concluded that WECC_URE2's first two versions of WECC_URE2's 
cyber security policy violated the Standard because they addressed CIP-002 through CIP-009 in a general manner, as opposed to a more specific directive tailored to how the entity's 
management intend that the organization will go about addressing each requirement individually.  WECC determined that WECC_URE2 was in violation of CIP-003-1 R1 because its 
cyber security policy did not sufficiently address the requirements of CIP-002 through CIP-009.  Specifically, WECC_URE2's cyber security policy addressed the requirements of CIP-
002 through CIP-009 too broadly and should have addressed those requirements in more detail in compliance with the Standard.

CIP-003-1 R1 Medium Severe WECC determined that this violation posed a minimal and not a serious or 
substantial risk to the reliability of the bulk power system (BPS).  Although an 
insufficient cyber security policy would have resulted in WECC_URE2 personnel not 
having proper direction and guidance in the proper handling of Critical Cyber Assets 
(CCAs), causing a lack of understanding or the unavailability of CCAs, 
WECC_URE2 did have some documentation of a cyber security policy that 
addressed the requirements of CIP-002 through CIP-009, though not in specific 
detail.  In addition, WECC_URE2 developed a detailed cyber security policy prior to 
the Audit to address the requirements of the Standard. 

When the 
Standard 
became 
mandatory and 
enforceable for 
WECC_URE2

Mitigation Plan 
completion

Western Electricity 
Coordinating 
Council (WECC)

Unidentified 
Registered Entity 
2 
(WECC_URE2)

NCRXXXXX WECC201002393 Settlement 
Agreement

WECC performed an on-site audit of WECC_URE2's compliance with the Reliability Standards (Audit), including CIP-003-1 R6.   As a part of the Audit, the WECC Audit team 
(Audit Team) requested from WECC_URE2 documentation that it had a change control and configuration management program, in compliance with CIP-003-1 R6.  WECC_URE2 
provided three procedure documents.  Upon review of these documents, WECC determined that these documents did not include processes for configuration management and thus, 
WECC_URE2 was in violation of the Standard.

CIP-003-1 R6 Lower Lower WECC determined that this violation posed a moderate and not a serious or 
substantial risk to the reliability of the bulk power system (BPS).  Configuration 
management is essential to controlling system changes.  It is possible that if a change 
to the system is improperly configured due to the lack of configuration management, 
the improperly configured change can negatively impact other parts of the system.  
However, the CCAs in question were located inside Electronic Security Perimeters 
and Physical Security Perimeters and afforded some of the protections of CIP-005-1 
R1 and CIP-006- R1.

When the 
Standard 
became 
mandatory and 
enforceable for 
WECC_URE2

Date 
WECC_URE2 
documented a 
process for 
configuration 
management
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Date

Violation End 
Date

Western Electricity 
Coordinating 
Council (WECC)

Unidentified 
Registered Entity 
2 
(WECC_URE2)

NCRXXXXX WECC201002296 Settlement 
Agreement

WECC_URE2 self-reported potential noncompliance with CIP-004-1 R2.3.  4.5 months later, a WECC subject matter expert (SME) held a conference call with WECC_URE2 to 
discuss the violation.  On the call the WECC SME confirmed the information contained in WECC_URE2's Self-Report that WECC_URE2 identified an employee who had exceeded 
his annual training date requirement.  Subsequently, WECC_URE2 conducted an internal review and identified three additional employees who had exceeded their training renewal 
dates.  These individuals were due for training 40 days before the discovery date.  WECC_URE2 stated in its Self-Report that the personnel identified as having exceeded their 
training dates had been trained within fourteen months, their access rights to Critical Cyber Assets (CCAs) were immediately revoked and, once the personnel had been properly 
trained, their access to CCAs were reinstated.  WECC determined that WECC_URE2 was in violation of CIP-004-1 R2.3 because it failed to maintain an annual cyber security 
training program and allowed the training of four of its employees with access to CCAs to lapse.

CIP-004-1 R2; 
R2.3

Lower High WECC determined that this violation posed a minimal and not a serious or 
substantial risk to the reliability of the bulk power system (BPS) because the 
violation was limited to only four individuals, and those few individuals only missed 
their training dates by two months.  Although this lack in proper training could have 
led to mismanagement of CCAs and reduced reliability to the BPS, this risk was 
mitigated by the fact these individuals had previous training and previous authorized 
access to the CCAs.   

When the 
Standard 
became 
mandatory and 
enforceable for 
WECC_URE2

When 
WECC_URE2 
revoked access 
to CCAs for the 
affected 
personnel

Western Electricity 
Coordinating 
Council (WECC)

Unidentified 
Registered Entity 
2 
(WECC_URE2)

NCRXXXXX WECC201002394 Settlement 
Agreement

WECC performed an on-site audit of WECC_URE2's compliance with the Reliability Standards (Audit).  During the Audit, WECC found that WECC_URE2 maintained a list of all 
personnel with unescorted physical cyber access to Critical Cyber Assets (CCAs) and reviewed the access on a quarterly basis; however, the quarterly reviews did not include its 
personnel's specific electronic access rights to CCAs.  WECC determined that WECC_URE2 was in violation of the Standard for not including electronic access rights in its quarterly 
reviews of personnel who have unescorted access to CCAs. 

CIP-004-1 R4 Lower Moderate WECC determined that this violation posed a minimal and not a serious or 
substantial risk to the reliability of the bulk power system (BPS).  Although it was 
possible that because WECC_URE2 did not review electronic access right in its 
quarterly reviews of personnel with unescorted access to CCAs, unauthorized 
personnel could have gained electronic access to CCAs and acted maliciously, 
WECC_URE2 did have compensating measures in place.  WECC_URE2 did 
perform quarterly reviews of its personnel assigned to particular job functions, and 
WECC_URE2's electronic access rights were tied to specific job functions.  While 
this review of job functions was not a sufficient review to make it compliant with CIP-
004-1 R4, it functioned as an indirect review of specific electronic access rights.

When the 
Standard 
became 
mandatory and 
enforceable for 
WECC_URE2

When 
WECC_URE2 
mitigated the 
violation

Western Electricity 
Coordinating 
Council (WECC)

Unidentified 
Registered Entity 
2 
(WECC_URE2)

NCRXXXXX WECC201002399 Settlement 
Agreement

WECC_URE2 self-reported a potential violation CIP-005-1 R1.5.  In its Self-Report, WECC_URE2 stated that it had test procedures in place to test security patches, cumulative 
service packs, vendor releases, and version upgrades of operating systems, applications, database platforms or other third-party software or firmware before placing software or 
firmware into production on Cyber Assets.  WECC_URE2 also stated in the Self-Report that, based on a misinterpretation of CIP-007-1 R1, WECC_URE2 did not specifically test 
software and firmware to determine if it would have adverse affects on existing cyber security controls.  In addition, WECC_URE2 self-reported that it has a patch management 
program in place to evaluate, test, and install applicable security patches for all Cyber Assets inside its Electronic Security Perimeter, but the program is focused on operating system 
and major application patches, and minor or peripheral applications were not addressed consistently.  Seven months after self-reporting, WECC_URE2 submitted additional evidence 
identifying specifically the Cyber Assets that were not afforded the protections in CIP-007-1 R1 and R3.  WECC determined that WECC_URE2 was in violation of the Standard 
because it did not afford its Cyber Assets used in the access control and monitoring of its Electronic Security Perimeter the protections in CIP-007-1 R1 and R3.  Specifically, 
WECC_URE2 was in violation of CIP-005-1 R1.5 because it did not test its Cyber Assets to ensure that new Cyber Assets and significant changes to Cyber Assets would not 
adversely affect existing cyber security controls.  Additionally, WECC_URE2 did not evaluate, test and install applicable security patches for all Cyber Assets as prescribed by CIP-
007-1 R3.

CIP-005-1 R1; 
R1.5

Lower Moderate WECC determined that this violation posed a moderate and not a serious or 
substantial risk to the bulk power system (BPS).  The purpose of this Standard is to 
identify and protect the Electronic Security Perimeter by protecting all access points 
on the perimeter.  Failure to ensure that Cyber Assets used in the access control 
and/or monitoring (ACM) of the Electronic Security Perimeter have the appropriate 
protective measures as specified in CIP-007-1 R1 and R3 may allow unauthorized 
internal and or external access to these Cyber Assets, which could then allow for 
successful cyber attacks against Critical Cyber Assets essential for operation of the 
BPS thereby negatively impacting the operation of the BPS.  In this instance, 
WECC_URE2 failed to ensure that new and changes to Cyber Assets would not have 
a negative impact on the existing cyber controls and also failed to evaluate, test, and 
install security patches for all Cyber Assets.  However, the Cyber Assets were 
afforded all the remaining protection required by CIP-005-1 R1.

When the 
Standard 
became 
mandatory and 
enforceable for 
WECC_URE2

Mitigation Plan 
completion
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Region Registered Entity NCR_ID NERC Violation ID #

Notice of 
Confirmed 

Violation or 
Settlement 
Agreement

Description of the Violation Reliability Standard Req.
Violation 

Risk 
Factor

Violation 
Severity 

Level
Risk Assessment

Violation Start 
Date

Violation End 
Date

Western Electricity 
Coordinating 
Council (WECC)

Unidentified 
Registered Entity 
2 
(WECC_URE2)

NCRXXXXX WECC201002397 Settlement 
Agreement

WECC_URE2 self-reported a potential violation CIP-006-1 R1.  In its Self-Report, WECC_URE2 stated that it has not created or implemented cyber security test procedures for its 
physical access control that are performed in a manner that reflects its production environment.  In addition, because these tests have not been performed, they have not been 
documented.  WECC_URE2 further self-reported that it was in violation of CIP-006-2 R2.2 because its physical access control systems run on one type of operating systems and 
WECC_URE2's program for security patch management has not been formally documented and does not appear to comply strictly with what is called for in requirement CIP-006-2 
R2.2.  Seven months after self-reporting, WECC_URE2 submitted additional evidence identifying specifically the Cyber Assets what were not afforded the protections in CIP-007-1 
R1 and R3.  WECC determined that WECC_URE2 was in violation of CIP-006-1 R1.8 because it did not afford its Critical Cyber Assets used in the access control and monitoring of 
its Physical Security Perimeters the protections in CIP-007-1 R1 and R3.  Specifically, WECC_URE2 was in violation of CIP-006-1 R1.8 because it did not test its Critical Cyber 
Assets to ensure that new Cyber Assets and significant changes to Cyber Assets would not adversely affect existing cyber security controls.  Additionally, WECC_URE2 did not 
evaluate, test, and install applicable security patches for all Cyber Assets as prescribed by CIP-007-1 R3.  WECC_URE2 also did not did not implement the protective measures 
specified in CIP-006-2 R2. 

CIP-006-1 (WECC has 
determined that 
WECC_URE2 violated 
CIP-006-1 R1.8 from 
when the Standard 
became enforceable for 
WECC_URE2, until 
when CIP-006-1 R1.8 
was replaced by CIP-
006-2 R2.2. 
Furthermore, 
WECC_URE2 violated 
CIP-006-2 R2.2 until 
when CIP-006-2 R2.2 
was replaced by CIP-
006-3 R2.2.)

R1; 
R1.8

Lower Moderate WECC determined that this violation posed a moderate and not a serious or 
substantial risk to the reliability of the bulk power system (BPS).  The purpose of 
this Standard is to identify and protect the Electronic Security Perimeter by 
protecting all access points on the perimeter.  Failure to ensure that Cyber Assets 
used in the access control and/or monitoring (ACM) of the Electronic Security 
Perimeter have the appropriate protective measures as specified in CIP-007-1 R1 and 
R3 may allow unauthorized internal and or external access to these Cyber Assets, 
which could then allow for successful cyber attacks against Critical Cyber Assets 
essential for operation of the BPS thereby negatively impacting the operation of the 
BPS.  In this instance, WECC_URE2 failed to ensure that new and changes to Cyber 
Assets would not have a negative impact on the existing cyber controls and also 
failed to evaluate, test and install security patches for all Cyber Assets.  However, the 
Cyber Assets were afforded all the remaining protection required by CIP-006-1 R1.

When the 
Standard 
became 
mandatory and 
enforceable for 
WECC_URE2

Mitigation Plan 
completion

Western Electricity 
Coordinating 
Council (WECC)

Unidentified 
Registered Entity 
2 
(WECC_URE2)

NCRXXXXX WECC201002294 Settlement 
Agreement

WECC_URE2 self-reported a violation of CIP-007-1 R1.  In its Self-Report, WECC_URE2 indicated that, although it has a procedure in place to test security patches, cumulative 
service packs, vendor releases, and version upgrades of operating systems, applications, database platforms before placing software and firmware into production on Critical Cyber 
Assets, it does not specifically test the software and firmware to determine if significant changes would have adverse effects on cyber security controls.  41 days later, a WECC subject 
matter expert (SME) held a conference call with WECC_URE2 to confirm the facts contained in WECC_URE2's Self-Report.  On the conference call, the WECC SME further 
clarified that, although WECC_URE2 had existing procedures to test significant changes to ensure there were no existing adverse impacts on functional changes, WECC_URE2 was 
not testing for significant changes in security controls, as required by the Standard.  WECC determined that WECC_URE2 was in violation of ClP-007-1 R1 because it did not have 
test procedures to ensure that significant changes to existing Cyber Assets within its Electronic Security Perimeter do not adversely affect existing cyber security controls.

ClP-007-1 R1 Medium High WECC determined that this violation posed a minimal and not a serious or 
substantial risk to the reliability of the bulk power system (BPS) because 
WECC_URE2 had substantial testing in place.  Although, WECC_URE2 did not test 
the potential adverse impacts on cyber security controls of significant changes to 
existing Cyber Assets, WECC_URE2 had existing test procedures in place to test the 
potential adverse impacts of functional changes.

When the 
Standard 
became 
mandatory and 
enforceable for 
WECC_URE2

Mitigation Plan 
completion

Western Electricity 
Coordinating 
Council (WECC)

Unidentified 
Registered Entity 
2 
(WECC_URE2)

NCRXXXXX WECC201002295 Settlement 
Agreement

WECC_URE2 self-reported a violation of CIP-007-1 R3.  In its Self-Report, WECC_URE2 explained that it has a patch management program in place to evaluate, test and install 
applicable security patches for all Cyber Assets which reside its Electronic Security Perimeter.  WECC_URE2 further explained that the program was focused only on operating 
systems and major application patches, but minor, as well as peripheral applications, were not addressed consistently.  A WECC subject matter expert (SME) found that although 
WECC_URE2 had a security patch management program, the program did not track, evaluate, or test applicable ancillary cyber security software.  WECC determined that 
WECC_URE2 is in violation of CIP-007-1 R3 because it failed to establish and document a security patch management program for tracking, evaluating, and testing all of its 
applicable cyber security software patches for all Cyber Assets within its Electronic Security Perimeter.

ClP-007-1 R3 Lower Lower WECC determined that this violation posed a minimal and not a serious or 
substantial risk to the reliability of the bulk power system (BPS) because 
WECC_URE2 did establish and document a security patch management program.  
Although the program did not include ancillary cyber security software, and as a 
result a security weakness could affect all Cyber Assets within the Electronic 
Security Perimeter if ancillary software is not properly patched, the risk was minimal 
because WECC_URE2 did have a security patch management program and the 
Cyber Assets were being afforded the protections in the program.

When the 
Standard 
became 
mandatory and 
enforceable for 
WECC_URE2

Mitigation plan 
completion

Western Electricity 
Coordinating 
Council (WECC)

Unidentified 
Registered Entity 
2 
(WECC_URE2)

NCRXXXXX WECC201002396 Settlement 
Agreement

WECC performed an on-site audit of WECC_URE2's compliance with the Reliability Standards (Audit).  The WECC Audit team (Audit Team) reviewed the documents 
WECC_URE2 presented as evidence of a Cyber Security Incident response plan and found that the first version of the plan did not include roles and responsibilities or a 
communication plan as required by CIP-008-1 R1.2.  Furthermore, the Cyber Security Incident response plan was updated two more times, and neither of these versions included 
roles and responsibilities or a communication plan.  In addition, the Audit Team noted that version two of CIP-008 requires a Cyber Security Incident response plan to be updated 
within 30 days of any changes to the plan.  WECC_URE2's Cyber Security Incident response plan was not updated to reflect the requirement in version two of CIP-008.  WECC 
determined that WECC_URE2 was in violation of CIP-008-1 R1.2 for not including personnel roles and responsibilities or a communication plan in its Cyber Security Incident 
response plan.  Additionally, WECC determined that WECC_URE2 was in violation of CIP-008-2 R1 for not updating its Cyber Security Incident response plan within 30 days. 

ClP-008-1 R1 Lower High WECC determined that this violation posed a minimal and not a serious or 
substantial risk to the reliability of the bulk power system (BPS) because 
WECC_URE2's Cyber Security Incident response plan did identify personnel to be 
contacted if a Cyber Security Incident did occur. 

When the 
Standard 
became 
mandatory and 
enforceable for 
WECC_URE2

Mitigation Plan 
completion
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Region Registered Entity NCR_ID NERC Violation ID #

Notice of 
Confirmed 
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Settlement 
Agreement

Description of the Violation Reliability Standard Req.
Violation 

Risk 
Factor

Violation 
Severity 

Level
Risk Assessment

Violation Start 
Date

Violation End 
Date

Western Electricity 
Coordinating 
Council (WECC)

Unidentified 
Registered Entity 
2 
(WECC_URE2)

NCRXXXXX WECC201002392 Settlement 
Agreement

WECC performed an on-site audit of WECC_URE2's compliance with the Reliability Standards (Audit).  To demonstrate its compliance with CIP-003-2 R5, WECC_URE2 provided 
the WECC Audit team (Audit Team) its Critical Cyber Asset access control program in two documents.  The Audit Team found that WECC_URE2's first document did not include 
the annual verifications required by R5.1.2, R5.2, and R5.3.  WECC determined that WECC_URE2 was in violation of CIP-003-2 R5 for not documenting the annual reviews and 
verifications as required by CIP-003-2 R5.1.2, R5.2 and R5.3.

CIP-003-2 R5 Lower Moderate WECC determined that this violation posed a minimal and not a serious or 
substantial risk to the reliability of the bulk power system (BPS) because 
WECC_URE2 originally documented the annual reviews and verifications required 
by CIP-003-1 R5.1.2, R5.2 and R5.3 in its access control procedure document.  
Furthermore, WECC_URE2 did conduct the actually annual reviews and 
verifications required by CIP-003-2 R5.1.2, R5.2 and R5.3 but simply did not 
document the reviews and verifications for 2010.

When 
WECC_URE2 
revised its 
program 
document and 
did not  include 
the required 
annual reviews 
and 
verifications

Mitigation Plan 
completion

Western Electricity 
Coordinating 
Council (WECC)

Unidentified 
Registered Entity 
2 
(WECC_URE2)

NCRXXXXX WECC201002395 Settlement 
Agreement

WECC performed an on-site audit of WECC_URE2's compliance with the Reliability Standards (Audit).  The WECC Audit team (Audit Team) requested from WECC_URE2 
evidence that it was reviewing, at least annually, its user accounts to verify that access privileges are in accordance with CIP-004-1 R4.  At the Audit, WECC_URE2 produced a 
spreadsheet which demonstrated that WECC_URE2 knew the specific electronic access rights of its personnel; however, this spreadsheet was created at the Audit and did not 
demonstrate that WECC_URE2 was annually reviewing the electronic access rights of its personnel in accordance with CIP-004-1 R4, as required by CIP-007-1 R5.  WECC 
determined that WECC_URE2 was in violation of CIP-007-1 R5.1.3 for failing to review its user accounts annually to verify they are in accordance with CIP-004-1 R4. 

CIP-007-1 R5; 
R5.1.
3

Medium Severe WECC determined that this violation posed a minimal and not a serious or 
substantial risk to the reliability of the bulk power system (BPS) because 
WECC_URE2 was able to produce a spreadsheet demonstrating that it knew what 
the electronic access rights of its personnel were even though WECC_URE2 did not 
review the electronic access rights of its personnel.  Although this could have resulted 
in personnel gaining unauthorized access to WECC_URE2's Electronic Security 
Perimeters and those unauthorized personnel could possibly present a threat to the 
reliability of the BPS, this particular violation has a minimal risk because 
WECC_URE2 knew the electronic access rights of its personnel.

When the 
Standard 
became 
mandatory and 
enforceable for 
WECC_URE2

Mitigation Plan 
completion

January 31, 2012 Page  9

Document Accession #: 20120215-5145      Filed Date: 02/15/2012



Attachment A-2

January 31, 2012 Public Spreadsheet Notice of Penalty Spreadsheet

PRIVILEGED/CONFIDENTIAL INFORMATION HAS BEEN REMOVED FROM THIS PUBLIC VERSION (CIP)

Total Penalty or 
Sanction ($)

Method of 
Discovery

Description of Mitigation Activity
Mitigation  
Completion 

Date

Date 
Regional 

Entity 
Verified 

Completion 
of Mitigation 

"Admits" 
"Neither Admits 

nor Denies" 
"Agrees and 

Stipulates to the 
Facts" or "Does 

Not Contest"

Factors Affecting the Penalty and Other Considerations

$4,000 Spot Check MRO_URE1 submitted a Mitigation Plan to address the violation of CIP-007-1 R1.  In accordance 
with the Mitigation Plan, MRO_URE1: (1) ceased the practice of updating anti-virus signatures using 
a temporary intermediate
anti-virus server; (2) revised the EMS anti-virus signature update process and procedure to eliminate 
the need to introduce a temporary intermediate anti-virus server into the ESP; and (3) reviewed and 
confirmed all energy management system (EMS) cyber assets are properly identified and protected. 

12/31/2010 9/29/2011 Admits MRO considered MRO_URE1's Internal Compliance Program, which 
was in place at the time of the violation, to be a mitigating factor when 
determining the penalty amount. 

$25,000 (for 
RFC201000305;
RFC201000662;
RFC201000306;
RFC201100774;
RFC201100775; and
RFC201100999)

Self-Report RFC_URE1 separated CIP training from corporate cyber awareness training in order to create a 
clearer delineation between courses.  RFC_URE1 updated its database, which now prevents 
RFC_URE1 personnel from granting access to CCAs unless a current CIP training date is provided.  

RFC_URE1 also took direct control over administering CIP training for contractors.  Prior to this 
mitigating action, RFC_URE1 believed its contractors provide RFC_URE1-approved CCA training 
to their (non-RFC_URE1) employees.  Additionally, RFC_URE1 improved its process by 
developing training lists which will integrate RFC_URE1’s Energy Management System cyber access 
with its physical access lists.  The integration of these two lists allows RFC_URE1 to determine 
which individuals require CIP training and by what deadline.  The integration of these two lists 
allows RFC_URE1 to determine which individuals require CIP training and by what deadline.

5/6/2011 6/9/2011 Agrees/ 
Stipulates 

In assessing the penalty, ReliabilityFirst favorably considered certain 
aspects of RFC_URE1’s compliance program. 

ReliabilityFirst  also favorably considered that RFC_URE1 now has a 
single work flow system to grant or remove access to CCAs, as well as 
manage employee or contractor transfers and separations in order to 
improve compliance with the Standard.  The system also validates CIP 
training and PRA dates for individuals requesting access to CCAs prior 
to submitting the access requests to managers for final approval. 

$25,000 (for 
RFC201000305;
RFC201000662;
RFC201000306;
RFC201100774;
RFC201100775; and
RFC201100999)

Self-Report Internal maintenance of PRAs was centralized over one year before the mandatory compliance date 
of the Standard.  At that point, the corporate Human Resources group began collection and storage of 
all PRAs in an internal electronic database.  With this centralization, the risk of misplaced PRAs has 
been reduced.  As discussed in the last column, a system to improve compliance with the Standard is 
implemented.  As all access to CCAs is now centralized, the reporting capabilities that will result 
from the implementation of this project allows RFC_URE1 to receive alerts of impending expirations 
of PRAs.  Additionally, current PRA dates are automatically available though the integration with 
other systems.  This provides RFC_URE1 with a more comprehensive, proactive approach to the 
management of PRAs and ensures that future lapses do not occur.

5/6/2011 6/9/2011 Agrees/ 
Stipulates 

In assessing the penalty, ReliabilityFirst favorably considered certain 
aspects of RFC_URE1’s compliance program.

ReliabilityFirst  also favorably considered that RFC_URE1 now has a 
single work flow system to grant or remove access to CCAs, as well as 
manage employee or contractor transfers and separations in order to 
improve compliance with the Standard.  The system also validates CIP 
training and PRA dates for individuals requesting access to CCAs prior 
to submitting the access requests to managers for final approval. 
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$25,000 (for 
RFC201000305;
RFC201000662;
RFC201000306;
RFC201100774;
RFC201100775; and
RFC201100999)

Self-Report RFC_URE1 implemented a project to reinforce the timeliness of initiating the personnel change 
process.  In this program, RFC_URE1 implemented a system of checklists to provide consistent steps 
for transfers and terminations of employees with access to CCAs.  This system helps ensure 
RFC_URE1 removes access to CCAs within the proper time period.  Additionally, RFC_URE1 
implemented targeted training with management level individuals to help ensure those involved in 
terminations and transfers are properly trained regarding the relevant requirements and time frames 
pursuant to CIP-004-1 R4.

5/6/2011 6/9/2011 Agrees/ 
Stipulates 

In assessing the penalty, ReliabilityFirst favorably considered certain 
aspects of RFC_URE1’s compliance program. 

ReliabilityFirst  also favorably considered that RFC_URE1 now has a 
single work flow system to grant or remove access to CCAs, as well as 
manage employee or contractor transfers and separations in order to 
improve compliance with the Standard.  The system also validates CIP 
training and PRA dates for individuals requesting access to CCAs prior 
to submitting the access requests to managers for final approval. 

$25,000 (for 
RFC201000305;
RFC201000662;
RFC201000306;
RFC201100774;
RFC201100775; and
RFC201100999)

Self-Report RFC_URE1's corporate entity removed the three CCAs as RFC_URE1 CCAs from its network.  
Since the devices are no longer CCAs, they are no longer subject to mandatory compliance with CIP-
007-2 R4.

11/17/2010 1/11/2012 Agrees/ 
Stipulates 

In assessing the penalty, ReliabilityFirst favorably considered certain 
aspects of RFC_URE1’s compliance program.

ReliabilityFirst  also favorably considered that RFC_URE1 now has a 
single work flow system to grant or remove access to CCAs, as well as 
manage employee or contractor transfers and separations in order to 
improve compliance with the Standard.  The system also validates CIP 
training and personnel risk assessment dates for individuals requesting 
access to CCAs prior to submitting the access requests to managers for 
final approval. 

$25,000 (for 
RFC201000305;
RFC201000662;
RFC201000306;
RFC201100774;
RFC201100775; and
RFC201100999)

Self-Report RFC_URE1's corporate entity removed the three CCAs as RFC_URE1 CCAs from its network.  
RFC_URE1 also executed password changes for 90 of the 91 passwords and permanently disabled 
the remaining account.  RFC_URE1 also updated and instituted procedures to improve process 
controls related to password changes.

11/17/2010 8/3/2011 Agrees/ 
Stipulates 

In assessing the penalty, ReliabilityFirst favorably considered certain 
aspects of RFC_URE1’s compliance program.

ReliabilityFirst  also favorably considered that RFC_URE1 now has a 
single work flow system to grant or remove access to CCAs, as well as 
manage employee or contractor transfers and separations in order to 
improve compliance with the Standard.  The system also validates CIP 
training and personnel risk assessment dates for individuals requesting 
access to CCAs prior to submitting the access requests to managers for 
final approval. 

$25,000 (for 
RFC201000305;
RFC201000662;
RFC201000306;
RFC201100774;
RFC201100775; and
RFC201100999)

Self-Report RFC_URE1 implemented an automated log storage process that automatically stores any local event 
log files for the device on an existing CIP log server and subsequently scans each event for potential 
incidents.  Additionally, RFC_URE1 set logs for a minimum retention period of 90 days.  Last, the 
entity's corporate office completed an extent of condition evaluation to identify possible similar 
deficiencies for its affiliate CCAs.

12/15/2011 1/31/2012 Agrees/ 
Stipulates 

In assessing the penalty, ReliabilityFirst favorably considered certain 
aspects of RFC_URE1’s compliance program.

ReliabilityFirst  also favorably considered that RFC_URE1 now has a 
single work flow system to grant or remove access to CCAs, as well as 
manage employee or contractor transfers and separations in order to 
improve compliance with the Standard.  The system also validates CIP 
training and personnel risk assessment dates for individuals requesting 
access to CCAs prior to submitting the access requests to managers for 
final approval. 
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$7,500 (for 
RFC201000646 and 
RFC2011001073)

Self-Report RFC_URE2 states that upon discovery, it either removed the individuals’ physical access to the 
CCAs or granted unescorted physical access to the individuals through its CIP access database 
system.  RFC_URE2 completed its total conversion from the paper-based system for granting 
physical access to the CIP access database system.  RFC_URE2 will also use automated systems to 
collect and document the access rights granted to CCAs.

5/6/2011 11/7/2011 Agrees/ 
Stipulates

ReliabilityFirst favorably considered certain aspects of RFC_URE2’s 
compliance program. 

ReliabilityFirst also gave Self-Reporting credit for RFC_URE2.

$7,500 (for 
RFC201000646 and 
RFC2011001073)

Self-Report RFC_URE2 did not submit a separate Mitigation Plan for this violation. ReliabilityFirst determined 
that the Mitigation Plan for RFC201000646, contained the mitigating activities necessary to resolve 
the violation of CIP-004-1 R3.  RFC_URE2 states that upon discovery, it either removed the 
individuals’ physical access to the CCAs or granted unescorted physical access to the individuals 
through its CIP access database system.  As part of this process, RFC_URE2 removed the physical 
access rights of the employee at issue.

5/6/2011 11/7/2011 Agrees/ 
Stipulates

ReliabilityFirst favorably considered certain aspects of RFC_URE2’s 
compliance program. 

ReliabilityFirst also gave Self-Reporting credit for RFC_URE2.

$15,000 (for 
RFC201000440, 
RFC201000441, and 
RFC201000442)

Self-Report    In the Mitigation Plan, RFC_UREs memorialized the actions they took to address CIP-004-1 R4, 
including inter alia, an extensive root cause investigation across the RFC_UREs.  A full review of all 
CIP-004 policies and procedures and subsequent changes to add rigor to the program was performed.  
Revisions to training for all authorizers and performers responsible for assuring CIP-004 compliance 
were added, including the addition of an annual requirement.  A task force for routine assessments of 
some of the key tools used to implement the program was also created.

2/29/2012 
(Approved 
Date)

TBD Neither Admits 
nor Denies

   ReliabilityFirst considered certain aspects of the RFC_UREs’ 
compliance program as mitigating factors.  
   In addition, ReliabilityFirst also considered the quick response by the 
RFC_UREs to the identification of the incidents, the implementation of 
immediate remediation actions including interim processes consisting of 
significant manual controls and levels of cross-checks, the dedication of 
a cross-functional team to a full investigation of the entire CIP-004 
program and the subsequent development and implementation of a 
comprehensive mitigation plan.

$15,000 (for 
RFC201000440, 
RFC201000441, and 
RFC201000442)

Self-Report    In the Mitigation Plan, RFC_UREs memorialized the actions they took to address CIP-004-1 R4, 
including inter alia, an extensive root cause investigation across the RFC_UREs.  A full review of all 
CIP-004 policies and procedures and subsequent changes to add rigor to the program was performed.  
Revisions to training for all authorizers and performers responsible for assuring CIP-004 compliance 
were added, including the addition of an annual requirement.  A task force for routine assessments of 
some of the key tools used to implement the program was also created.

2/29/2012 
(Approved 
Date)

TBD Neither Admits 
nor Denies

   ReliabilityFirst considered certain aspects of the RFC_UREs’ 
compliance program as mitigating factors.  
   In addition, ReliabilityFirst also considered the quick response by the 
RFC_UREs to the identification of the incidents, the implementation of 
immediate remediation actions including interim processes consisting of 
significant manual controls and levels of cross-checks, the dedication of 
a cross-functional team to a full investigation of the entire CIP-004 
program and the subsequent development and implementation of a 
comprehensive mitigation plan.
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Factors Affecting the Penalty and Other Considerations

$15,000 (for 
RFC201000440, 
RFC201000441, and 
RFC201000442)

Self-Report    In the Mitigation Plan, RFC_UREs memorialized the actions they took to address CIP-004-1 R4, 
including inter alia, an extensive root cause investigation across the RFC_UREs.  A full review of all 
CIP-004 policies and procedures and subsequent changes to add rigor to the program was performed.  
Revisions to training for all authorizers and performers responsible for assuring CIP-004 compliance 
were added, including the addition of an annual requirement.  A task force for routine assessments of 
some of the key tools used to implement the program was also created.

2/29/2012 
(Approved 
Date)

TBD Neither Admits 
nor Denies

   ReliabilityFirst considered certain aspects of the RFC_UREs’ 
compliance program as mitigating factors. 
   In addition, ReliabilityFirst also considered the quick response by the 
RFC_UREs to the identification of the incidents, the implementation of 
immediate remediation actions including interim processes consisting of 
significant manual controls and levels of cross-checks, the dedication of 
a cross-functional team to a full investigation of the entire CIP-004 
program and the subsequent development and implementation of a 
comprehensive mitigation plan.

$9,000 Self-Report Texas RE_URE1 submitted a Mitigation Plan to address the violation of CIP-003-1 R1.  In 
accordance with the Mitigation Plan, Texas RE_URE1 conducted two main activities.  First, Texas 
RE_URE1 mailed a copy of the cyber security policy to each contractor with remote authorized 
cyber access.  Second, Texas RE_URE1 placed a copy of the cyber security policy at a central 
location of each Critical Asset within the Texas RE region and explained on the Physical Security 
Perimeters’ sign-in, sign out logs the availability of the cyber security policy.

9/1/2010 5/31/2011 Admits Texas RE considered that Texas RE_URE1 had an internal compliance 
program, in place at the time of the violation, as a mitigating factor 
when determining the penalty amount.

$45,000 (for 
WECC201002604, 
WECC201102807, 
WECC201102599, 
WECC201102609,
WECC201102606,
WECC201102613, and 
WECC200901475)

Self-Report WECC_URE1 submitted a Mitigation Plan, stating an automated Supervisory Control and Data 
Acquisition Systems (SCADA) calculation was implemented, which triggers the receipt of the 
WECC RC Time Error every day, calculates the difference between the required time values, and 
documents it in WECC_URE1's system. 

12/15/2010 11/16/2011 Agrees/ 
Stipulates 

WECC reviewed WECC_URE1's Internal Compliance Program and 
considered it a mitigating factor in determining the penalty amount.

$45,000 (for 
WECC201002604, 
WECC201102807, 
WECC201102599, 
WECC201102609,
WECC201102606,
WECC201102613, and 
WECC200901475)

Self-Report WECC_URE1 submitted a Mitigation Plan, stating that it completed the following actions: 
1) trained all individuals who lacked initial or annual training; 
2) revoked access for individuals who no longer required access;
3) updated its procedures for training newly-hired employees;
4) updated its procedures to conduct annual training for all employees once a year regardless of the 
original training date;
5) consolidated two training sessions into a single training each year; and 
6) trained process members of new procedures. 

5/13/2011 9/1/2011 Agrees/ 
Stipulates 

WECC reviewed WECC_URE1's Internal Compliance Program and 
considered it a mitigating factor in determining the penalty amount.
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$45,000 (for 
WECC201002604, 
WECC201102807, 
WECC201102599, 
WECC201102609,
WECC201102606,
WECC201102613, and 
WECC200901475)

Self-
Certification 

WECC_URE1 submitted a Mitigation Plan, outlining the following mitigating actions: 
1) for CIP-005 R3- deployed a system to provide monitoring and logging of access-to-access points 
at all times. The system is configured to alert designated personnel of attempted or actual 
unauthorized access.  In addition, some documentation recording measures were put in place; 
2) for CIP-007 R3- documented an assessment for applicability of security patches within 30 days of 
the patch being made available; 
3) for CIP-009 R4- included backup and restored procedures for its seven Physical Access Control 
and Monitoring (ACM) control Panels in its Recovery Plan; 
4) for CIP-009- R5- included annual testing of information essential to recovery that it stored on 
backup media. 

3/25/2011 7/21/2011 Agrees/ 
Stipulates 

WECC reviewed WECC_URE1's Internal Compliance Program and 
considered it a mitigating factor in determining the penalty amount.

$45,000 (for 
WECC201002604, 
WECC201102807, 
WECC201102599, 
WECC201102609,
WECC201102606,
WECC201102613, and 
WECC200901475)

Self-
Certification 

WECC_URE1 submitted a Mitigation Plan, stating that it had completed the following actions: 
1) set up an automatic notification of security patch releases from its vendors; 
2) purchased a software tool, which ensures that the process owner has the ability to track and audit 
the completion of these tasks within 30 calendar days.

4/15/2011 12/7/2011 Agrees/ 
Stipulates 

WECC reviewed WECC_URE1's Internal Compliance Program and 
considered it a mitigating factor in determining the penalty amount.

$45,000 (for 
WECC201002604, 
WECC201102807, 
WECC201102599, 
WECC201102609,
WECC201102606,
WECC201102613, and 
WECC200901475)

Self-Report WECC_URE1 submitted a Mitigation Plan,  committing to the following actions: 
1) WECC_URE1 followed its Cyber Security Event Procedure when replacing or receiving new 
Cyber Assets;
2) implement a manual alert-to-auto alert timelines for CIP requirements;
3) conduct a weekly log review with process owners, retains logs for 90 days; and
4) create new documents outlining the process and method used for monitoring the logging for new 
assets. 

3/18/2011 12/7/2011 Agrees/ 
Stipulates 

WECC reviewed WECC_URE1's Internal Compliance Program and 
considered it a mitigating factor in determining the penalty amount.

$45,000 (for 
WECC201002604, 
WECC201102807, 
WECC201102599, 
WECC201102609,
WECC201102606,
WECC201102613, and 
WECC200901475)

Self-
Certification

WECC_URE1 submitted a Mitigation Plan, stating that WECC_URE1 performed an assessment on 
the system and developed a task management software system to help track deadlines and train users 
on the new tracking software system. 

4/1/2011 6/30/2011 Agrees/ 
Stipulates 

WECC reviewed WECC_URE1's Internal Compliance Program and 
considered it a mitigating factor in determining the penalty amount.
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$45,000 (for 
WECC201002604, 
WECC201102807, 
WECC201102599, 
WECC201102609,
WECC201102606,
WECC201102613, and 
WECC200901475)

Self-Report WECC_URE1 submitted a Mitigation Plan and two subsequent revised plans . According to its plan, 
WECC_URE1: 
1) changed its vendor, with the new vendor providing full service to WECC_URE1; 
2) completed testing and validated its new system with the new vendor, which ensured that 
WECC_URE1 could respond to requests from an Interchange Authority to transition an Arranged 
Interchange to a Confirmed Interchange before the e-tag expired. 

8/2/2010 8/12/2011 Agrees/ 
Stipulates 

WECC reviewed WECC_URE1's Internal Compliance Program and 
considered it a mitigating factor in determining the penalty amount.

$55,000 (for 
WECC201002246;
WECC201002391;
WECC201002393;
WECC201002296;
WECC201002394;
WECC201002399;
WECC201002397;
WECC201002294;
WECC201002295;
WECC201002396;
WECC201002392; 
and
WECC201002395)

Audit 1. WECC_URE2 continues to operate under its AGC procedure, which directs operators 
to notify the Adjacent BAs and Reliability Coordinator if the ATEC is disabled for any 
reason.
2. WECC_URE2 issued a critical communication message.  A critical communication is a 
message sent out in order to communicate and inform operating personnel of information 
which is critical to operating the system.  Critical communication messages also document 
the receipt and understanding by noting which personnel have read, have not read, and if 
any have questions concerning the communication.  
3. In response to the violation, WECC_URE2 has created an alarm for the AGC as 
follows: When the AGC system is functioning in any mode except ATEC mode, the 
following alarm is to be generated: "AGC in NON-ATEC Mode, Send WECC Message 
Immediately."  WECC RC's messaging system, in turn, automatically retransmits the 
message to its subscribers which include the region's BAs.

4/21/2011 1/25/2012 Agrees/ 
Stipulates 

$55,000 (for 
WECC201002246;
WECC201002391;
WECC201002393;
WECC201002296;
WECC201002394;
WECC201002399;
WECC201002397;
WECC201002294;
WECC201002295;
WECC201002396;
WECC201002392; 
and
WECC201002395)

Audit WECC_URE2 attended a WECC-organized Critical Infrastructure Protection User Group 
meeting.  At that meeting, WECC staff explained the WECC view that “The cyber security 
policy must address all requirements in the Standard CIP-002 through CIP-009" and not 
merely a statement that the entity will comply with all requirements in CIP-002 through 
CIP-009.  Upon receipt of this WECC guidance, WECC_URE2 promptly modified its 
policy accordingly.  WECC_URE2 updated its policy to address each requirement 
individually.  The policy is directive in nature and tailored to how management intends 
WECC_URE2 to go about addressing each requirement individually.

8/30/2010  7/7/2011 Neither 
Admits nor 
Denies 

$55,000 (for 
WECC201002246;
WECC201002391;
WECC201002393;
WECC201002296;
WECC201002394;
WECC201002399;
WECC201002397;
WECC201002294;
WECC201002295;
WECC201002396;
WECC201002392; 
and
WECC201002395)

Audit WECC_URE2 modified its document to include a configuration management process.  
Additionally WECC_URE2 purchased a product which assists in properly documenting 
and implementing configuration management activities in order to enhance 
WECC_URE2's efforts to adhere to the requirements set forth by CIP-003-1 R6.  This 
product is now part of the documented configuration management process.

5/24/2010  7/7/2011 Agrees/ 
Stipulates 
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$55,000 (for 
WECC201002246;
WECC201002391;
WECC201002393;
WECC201002296;
WECC201002394;
WECC201002399;
WECC201002397;
WECC201002294;
WECC201002295;
WECC201002396;
WECC201002392; 
and
WECC201002395)

Self-Report WECC_URE2 completed the following mitigation actions:
1. Personnel access lists to CCAs have been reviewed to re-evaluate the business need for 
access.                                                                                                                                                                                                                      
2. Improved software queries have been developed to eliminate duplicative training records 
and clearly identify personnel that are within 30 days of their cyber security training 
expiration date.  These personnel are notified and flagged as requiring training.  They are 
rechecked within 7 days of their training expiration date.  If they have not completed their 
training, their access is revoked until their training is completed;
3. Verification of cyber security training dates is independently reviewed by two 
WECC_URE2 employees;
4. September 1st of each year was established as the annual retraining date for all 
personnel that have access to WECC_URE2's CCAs;
5. Additional fields were added to the cyber security training database that will decrease 
duplication of records for individuals who have taken cyber security training and allow 
removal of individuals from the list by indicating that training is no longer needed due to 
transfer or termination;
6. Created and maintained a unique identifier for personnel, contactors and any other 
personnel in the training database, reducing the risk of human error by reducing the 
manual processes required in cross-referencing data; and
7. Created an automatic annual training notification.  This provided an automatic 
mechanism to notify personnel that renewal of training is required and CCA access needs 
to be revoked for personnel whose training has not been renewed within a predetermined 
time prior to the training expiration date.

4/20/2010 11/30/2010 Agrees/ 
Stipulates 

When assessing the penalty, WECC did not apply any self-
reporting credit since WECC_URE2 self-reported during its self-
certification period.

$55,000 (for 
WECC201002246;
WECC201002391;
WECC201002393;
WECC201002296;
WECC201002394;
WECC201002399;
WECC201002397;
WECC201002294;
WECC201002295;
WECC201002396;
WECC201002392; 
and
WECC201002395)

Audit WECC_URE2's Mitigation Plan required it to improve its access rights review process.  
The new process links specifically-defined electronic access rights to specific user roles.  
Each role is directly associated with a specific job function.  WECC_URE2 management 
will approve the access rights associated with an individual role and assign the roles to 
personnel as required.  WECC_URE2 will review and validate the specific access rights 
associated with each individual user on a quarterly basis. 

9/1/2011 9/15/2011 Agrees/ 
Stipulates 

WECC assessed a single aggregate penalty for WECC_URE2's 
violations of CIP-004-1 R4 and CIP-007-1 R5.1.3.  
WECC_URE2's failure to perform annual reviews of its 
electronic access rights is a single incidence of noncompliance 
that resulted in a violation of CIP-007-1 R5.1.3.  WECC 
determined WECC_URE2's failure to perform annual reviews of 
electronic access rights resulted in WECC_URE2's violations of 
CIP-004-1 R4 and CIP-007-1 R5.3.1.  Accordingly, the penalty 
assessed for CIP-004-1 R4 is a single penalty representative of 
the aggregate of the related violations.

$55,000 (for 
WECC201002246;
WECC201002391;
WECC201002393;
WECC201002296;
WECC201002394;
WECC201002399;
WECC201002397;
WECC201002294;
WECC201002295;
WECC201002396;
WECC201002392; 
and
WECC201002395)

Self-Report WECC_URE2's Mitigation Plan required it to reevaluate its test procedures to test that 
new and significant changes to cyber assets do not adversely affect existing security 
controls to meet the requirements of CIP-007 R1, as well as refine its patch management 
process to meet the requirements of CIP-007 R3.

10/15/2010 5/17/2011 Agrees/ 
Stipulates 

When assessing the penalty, WECC did not apply any self-
reporting credit since WECC_URE2 reported during its self-
certification period.
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$55,000 (for 
WECC201002246;
WECC201002391;
WECC201002393;
WECC201002296;
WECC201002394;
WECC201002399;
WECC201002397;
WECC201002294;
WECC201002295;
WECC201002396;
WECC201002392; 
and
WECC201002395)

Self-Report The CIP-006-1 R1.8 Mitigation Plan addressed the issues with CIP-007-1.  WECC_URE2 
developed and enhanced existing processes to address security control testing and patch 
management.  This along with establishing a test environment for performing these 
processes and enhancing the production environment fully met the requirement.  The 
following actions were taken: 
1. Implemented new test environment for security patch management and security control 
testing prior to any significant changes or upgrades to the physical access control system;
2. Enhanced production environment by making changes in order to utilize and streamline 
the security patch process and security controls testing;
3. Implemented and utilized enhanced security patch process; and
4. Established processes for security control testing which will be used to baseline the 
physical access control system configuration enabling security control testing in the new 
environment prior to updating production. 

12/6/2010 5/26/2011 Agrees/ 
Stipulates 

When assessing the penalty, WECC did not apply any self-
reporting credit since WECC_URE2 self-reported during its self-
certification period.  WECC assessed a single aggregate penalty 
for WECC_URE2's violations of CIP-006-1 R1.8 and CIP-007-1 
R1 and R3.  WECC_URE2's failure to provide the protections in 
CIP-007-1 R1 and R3 to the ACM Cyber Assets is a single 
incidence of noncompliance that resulted in violations of CIP-
007-1 R1 and
R3.  Accordingly, the penalty assessed for CIP-006-1 R1.8 is a 
single penalty representative of the aggregate of the
related violations.

$55,000 (for 
WECC201002246;
WECC201002391;
WECC201002393;
WECC201002296;
WECC201002394;
WECC201002399;
WECC201002397;
WECC201002294;
WECC201002295;
WECC201002396;
WECC201002392; 
and
WECC201002395)

Self-Report Pursuant to WECC_URE2's Mitigation Plan, WECC_URE2 has developed new test 
procedures to test the adverse impacts on security controls of significant changes to Cyber 
Assets.

7/29/2010 5/17/2011 Agrees/ 
Stipulates 

WECC assessed a single aggregate penalty for WECC_URE2's 
violations of CIP-005-1 R1.5, CIP-006-1 R1.8 and CIP-007-1 
R1.  WECC_URE2's failure to provide the protections in CIP-
007-1 to its Critical Cyber Assets is a single incidence of 
noncompliance that resulted in violations of CIP-005-1 R1.5 and 
CIP-006-1 R1.8.  Accordingly, the penalty assessed for CIP-007-
1 R1 is a single penalty representative of the aggregate of the
related violations

$55,000 (for 
WECC201002246;
WECC201002391;
WECC201002393;
WECC201002296;
WECC201002394;
WECC201002399;
WECC201002397;
WECC201002294;
WECC201002295;
WECC201002396;
WECC201002392; 
and
WECC201002395)

Self-Report In order to mitigate its violation, WECC_URE2 implemented an automated solution for 
identifying changes which affect WECC_URE2's security posture.  WECC_URE2 refined 
its security patch management process to fully meet the requirements of the Standard by 
implementing the following actions:
1. Inventory all operating systems and applications that reside on Cyber Assets within the 
Electronic Security Perimeters; and
2. Enhance the program to track, evaluate, test and install security patches for all 
identified operating systems and applications that reside on Cyber Assets within the 
Electronic Security Perimeters.

10/15/2010 10/31/2011 Agrees/ 
Stipulates 

WECC assessed a single aggregate penalty for WECC_URE2's 
violations of CIP-005-1 R1.5, CIP-006-1 R1.8 and CIP-007-1 
R3.  WECC_URE2's failure to provide the protections in CIP-
007-1 to its Cyber Assets is a single incidence of noncompliance 
that resulted in violations of CIP-005-1 R1.5 and CIP-006-1 
R1.8.  Accordingly, the penalty assessed for CIP-007-1 R3 is a 
single penalty representative of the aggregate of the
related violations

$55,000 (for 
WECC201002246;
WECC201002391;
WECC201002393;
WECC201002296;
WECC201002394;
WECC201002399;
WECC201002397;
WECC201002294;
WECC201002295;
WECC201002396;
WECC201002392; 
and
WECC201002395)

Audit WECC_URE2's Mitigation Plan required it to modify its Cyber Security Incident response 
plan to include a section devoted to roles and responsibilities that details the identification 
of specific employee positions that are the primary "owners" or designated lead personnel 
for the maintenance, protection and use of NERC CIP assets.  Additionally, 
WECC_URE2's Mitigation Plan required it to add a section to address a communications 
plan and a procedure for updating the document within 30 days.

6/30/2010 7/8/2011 Neither 
Admits nor 
Denies
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$55,000 (for 
WECC201002246;
WECC201002391;
WECC201002393;
WECC201002296;
WECC201002394;
WECC201002399;
WECC201002397;
WECC201002294;
WECC201002295;
WECC201002396;
WECC201002392; 
and
WECC201002395)

Audit WECC_URE2's Mitigation Plan required it to update its cyber security plan for managing 
access to protected Critical Cyber Asset information, to require annual reviews and 
verifications as required by CIP-003-2 R5.1.2, R5.2 and R5.3.  WECC_URE2 also 
communicated the document changes to the appropriate areas and had the appointed 
compliance manager approve and sign the revised document.

7/30/2011 8/19/2011 Agrees/ 
Stipulates 

$55,000 (for 
WECC201002246;
WECC201002391;
WECC201002393;
WECC201002296;
WECC201002394;
WECC201002399;
WECC201002397;
WECC201002294;
WECC201002295;
WECC201002396;
WECC201002392; 
and
WECC201002395)

Audit WECC_URE2's Mitigation Plan required it to update its quarterly review process to review 
specific access rights in accordance with CIP-007-1 R5.

9/1/2011 9/15/2011 Agrees/ 
Stipulates 

WECC assessed a single aggregate penalty for WECC_URE2's 
violations of CIP-004-1 R4 and CIP-007-1 R5.1.3.  
WECC_URE2's failure to perform annual reviews of its 
electronic access rights is a single incidence of noncompliance 
that resulted in a violation of CIP-007-1 R5.1.3.  WECC 
determined WECC_URE2's failure to perform annual reviews of 
electronic access rights resulted in WECC_URE2's violations of 
CIP-004-1 R4 and CIP-007-1 R5.3.1.  Accordingly, the penalty 
assessed for CIP-004-1 R4 is a single penalty representative of 
the aggregate of the related violations.
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