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NUCLEAR EMP ATTACK SCENARIOS and COMBINED ARMS CYBER WARFARE

I A REVOLUTION IN MILITARY AFFAIRS

Nuclear EMP attack is part of the military doctrines, plans and exercises of Russia, China, North
Korea, and Iran for a revolutionary new way of warfagainst military forces anclvilian

critical infrastructure®y cyber, sabotage, and EMFhis new wayof warfare is called many

things by many nation$n Russia China, and Iran it is calleSixth Generation Warfay&on-

Contact WarfargElectronicWarfare Total Information Warfareand Cyber Warfar&someU.S.
analyststhe very small number payingettion call it CybergeddonBlackout War or
CombinedArms Cyber Warfare

Significantly, because EMP attack entails detonating a nuclear weapon at such high altitude that
no blast or other prompt effects injurious to humans are delivered, only the EMP that
immediately damages only electronics, potential adversaries do not &ppegard nuclear

EMP attack as an act of nuclear warfare.

Potential adversaries understand that millions could die from thetéomgcollateral effects of

EMP and cybeanttacks that cause protracted black of national electric grids and other life
sustaining critical infrastructureét least some regard this relatively easy, potentially
anonymous, method of inflicting mass destruction as an attractive feature of what they describe
as a ARevolutiam in Military Affairs

Ignorance of the military doghes of potential adversaries and a failure of U.S. strategic
imagination, as noted in military writings of potentially hostile powers, is setting America up for
an EMP Pearl HarbdrRussia, China, North Korea and Iran appear to regard nuclear EMP attack
as the ultimate weapon in an-alit cyber operation aimed at defeating U.S. and allied military
forces on the battlefield and in a theater of operatibney also see EMP and Combir&dns

Cyber Warfare as a means of defeating entire nations by blagktrtheir electric grids and

other critical infrastructures for longer periods of time than technologically developed societies,
including the U.S., can tolerate without major disruption and loss of life.

Russia

For example, Russian General Vladimir 8hpnko in his military textbooklon-Contact Wars
describes the combined use of cyber viruses and hacking, physical attackaclsan EMP

weapons, and ultimately nuclear EMP attack against electric grids and critical infrastructures as a
new way of warfee that is the greatestvolution in military affairRMA) in history.

Slipchenko sees EMP as such a departure from traditional ways and means of warfare that he

! While many analysts are paying attention to cyber warfare, narrowly defined as the use of computer viruses and
hacking and other such techniques, relativeaelag few conc
CombinedArms Cyber Warfare eailing coordinated use of computer viruses etc., sabotage and kinetic attack, non

nuclear and nuclear EMP weapons. Dr. Peter VincentBagkout WargTask Force on National and Homeland
Security, 2015), Chapter 11 AThe Blackout Waroo.

“For Example: Zhay Shouqi and Sun Xuegui , AfBe Vigilant Against
Ageodo Jiefangjun Bao (Official newspaper of the PRC Peo|]
% Ambassador R. James Woolsey, "Heading TovwarBEMP Catastrophe" Statemédar the Record before the

Senate Homeland Security and Governmental Affairs Committee, July 22, 2015
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descri bes EMP weapons and war f @raehragesthathésas ed o
become ubiquitous in Russian literature to describe the RMA that is EMP:

Al n practically all/l preceding generations of
acted against targets primarily by kinetic, chemical and thermal enkrgddition
to these awm$énawsonappear inéwars of the f

on new physical principles having an electromagnetic effect will see considerable
developmenfThey will represent a form of casualty and damage producing effect

on targets through the energy of electragnetic emissions of various wavelengths
and levels of power generated by radio frequency and laser weapons and by means
of electronic countermeasures using a conventional or-altjtude nuclear

bursté. Depending on the pidbeeapabef emi ssi on, s
of ésuppressing practically all <c¢classic el ect
or evaporation of metal in the printed circu

changes of elefttronic elementséo

Li ke Nazi Ger many' s BIratdgythat cooedinatgd ailpowgrhatmon, n g Wa
and mobile infantry to achieve strategic and technological surprise that nearly defeated the Allies

in World War 11, the New Blitzkrieg 1is, i ter
so potentially deisive in its effects that an entire civilization could be overthrown in hours,

although it would take longer for the full consequences to be realized

According to General Slipchenko, EMP and the new RMA renders obsolete modern armies,
navies and air faes For the first time in history, small nations or evenstate actors can
humble the most advanced nations on Earth.

An article inMilitary Thought t he fl agship journal of the Rus
of the U.S. Concept of NetwotRentricWar f ar ed0 points to nucl ear EM
defeating the United States:

AAmeri can forces may be vulnerable to electr
electromagnetic pulse that is a brief powerful electromagnetic field capable of

overloadirg or destroying numerous electronic systems and-tagh microcircuits

that are very sensitive to the electromagnetic field, even if transmitted from a

distance A single lowyield nuclear weapon exploded for this purpose high above

the area of combat opstions can generate an electromagnetic pulse covering a

large area and destroying electronic equipment without loss of life that is caused by

the blast or radiation. o

Mor eover: AToday, too, a considerablmed body of
forces goes through the civilian Interngiany commercial communication satellites,

* General Vladimir Slipchenkdyon-Contact War§Moscow: January 1, 2000).
® Colonel A.V. Kopylov, Weak Points of the U.S. Concept of NetwBgntricWar f ar ed Mi | i tary Thouc¢
3, 2011.
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particularly satellites in low orbits, can have their functions impaired or they can be disabled by
el ectromagnetic shbcks from high altitudes. o

AccordingtoanotheRu s si an article: fANuclear war strat e/
explosions at an altitudeof 800 0 km t o destroy enemy satellite
el ectromagnetic pul seo:

AThere are now 683 space craft in neaarth orbit Of these about Ihare Russian

and about 400 Americain the estimation of specialists, for every 100 of our

‘purely’ military espionage artificial earth satellites there are 300 civilian satellites

Clearly, this discrepancy will increase both quantitatively and qualiht

(considering the state of the Russian militarym d u st r i al compl ex) é. Nucl ¢
strategy has already planned nuclear explosions at an altitude-b06&m to

destroy enemy satellites' electronic instruments with an electromagnetic fiulse

A2015at i cl e from Russiabds A.A. Maksi mov Scienti
alludes to lowyield nuclear enhance MP as t he most effective cybe
effective are remoteontrolled cyber weapons in the nuclear variant, but in tlsie aavarhead

is required with a capacity many times smaller by comparison with the charges of the typical
strategi’c missiles. o

Russia made a thinly veiled EMP threat against the United States on May 2, 1999, in an apparent
effort to blackmail the U.S. tstop the Balkans Waburing the spring of 1999, tensions

between the United States and Russia rose sharply over Operation ALLIED FORNE&:tthe
American Treaty OrganizatiaqfNATO) bombing campaign against YugoslavAabipartisan

delegation from the Hese Armed Services Committee of the U.S. Congress met at Vienna with
their Russian counterparts on the Duma International Affairs Committee, headed by Chairman
Vladimir Lukin. The object of the meeting was to reduce UR8ssia tensions and seek Russian

hdp in resolving the Balkans War

On May 2, during the Vienna meeting, Chairman Lukin and Deputy Chairman Alexander

Shabanov chastised the United States for military aggression in the Balkans, and warned that

Russia was not helpless to oppose Operation EDLFORCE LUKIN 6 "Hypothetically, if

Russia really wanted to hurt the United States in retaliation for NATO's bombing of Yugoslavia,
Russia could fire a submarine launched ballistic missile and detonate a single nuclear warhead at
high-altitude over the Uned StatesThe resulting electromagnetic pulse would massively

disrupt U.S. communications and computer systems, shutting down everixtbimgernet
Nothing."SHABANOVd iAnd i f that didnot work? wedd | ust

6.
Ibid.
"Al eksandr Khokhlov, #f@lf TWNdovge |evestyeNoveBibeas 19Wapr2s Tomorr ow, 0O
®Department Chief Dr. Grigoriy Vokin, fARemote Custodian
Recomai ssance, Guaranteed Destruction of Targets, and Hu

Institute (2015).
® HASC Transcript On Vienna Conferen@day 2, 1999). Interview with Vienna Conference participants Rep. Curt
Weldon and Rep. Roscoe Bartlet
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ASupgeMP i s &é&KFiirket Weapono

AThe f ur t h ¢ewodkion tleedevelopmentoff SiEVIP was associated with th
increase of its kill effect by focusing-Mdiation, which should have resulted in an increas
of the pulse's amplitude. These properties of S&EMP make it a first strike weapon, which
is designed to disable the state and military command and control system, the economy
ICBMs, especially mobile based ICBMs, missiles on the flight trajectory, radar sites,
spacecraft, energy supply systems, and so forth. So,-Gifferis obviously offensiven
nature and is a destabilizing fistt r i ke weapon. 0O

AThe Russian nucl ear eEMmipobon whiclis the Russiae s ¢
response to U.S. nuclear blackmail . o

From Al eksey Vaschenko, AA Nucl ear Resf
Zavtra (November 1, 2006).

China

China'smilitary doctrine sounds an identical theme about the revolutionary implications of EMP
and Information WarfareAccording to People's Liberation Arn?LA) textbookWorld War,

the Third World Wad Total Information Warfargwritten by Shen Weiguang (alledjg,
accordingtoth® e op |l e 6 s R e pRRB/the ;mvewntdr of Dformatian Warfare)
"Therefore, China should focus on measures to counter computer viruses, nuclear
electromagnetic pulse...and quickly achieve breakthroughs in those technologies..."

AWIi th their mass.i-laege nueeatweapans hawe eombirzed |, l ong
with highly sophisticated information technology and information warfare under
nuclear deterrence....Information war and traditional war have one thing in
common, namely thahé country which possesses the critical weapons such as
atomic bombs will have "first strike" and "second strike retaliation"
capabilities....As soon as its computer networks come under attack and are
destroyed, the country will slip into a state of pas&yand the lives of its people
will ground to a halt Therefore, China should focus on measures to counter
computer virusesjuclear electromagnetic pulse...and quickly achieve

breakt hroughs i n finlordeste equieChinawithow delaevatle
equivalent deterrence that will enable it to stand up to the military powers in the
information age and neutralize and check the deterrence of Western powers,
including the United States. 0

Anarticlef r om t he Peoplhe hsa6RepAulbl iIFOorafe Engi neeri ng
nuclear EMP weapons as the most powerful and effective variant of electronic warfare weapons

for waging Information WarfareNuclear and nomuclea EMP weapons in the context of

Information Warfare are the crucial instruments for implementing this Revolution in Military

Affairs:
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~

Al n f u ttach warfakeiurglér informatized conditions, information warfare

will span multiple dimensions, includimgound, sea, air, and the EM spectrum

Information superiority has already become central and crucial to achieving

victory in warfareélf the communications equ
battlefield information were attacked and damaged by an agppoh 6 s E MP

weapons, then the one attacked would face the danger of disruption in battlefield

information transmissiarEMP severely restricts the tactical performance and
battlefield survivabitity of informatized egq

Moreover, the article cleariyjakes a distinction between nuclear weapons and nuclear EMP
weapons, describing the | at-udear EMB weapons,rakkfor t y p e
waging Information Warfare:

AAs opposed to conventional and nuclear weapons, EMP weapons are paew ty
of weapon capable of causing mass destruction by instantly releasingtegkity
EMPéThey can i nt eveheatelectronidsaresaltingin logicn d
circuit dysfunctions, control malfunctions, or total failufde unique destructive
effectthat EMP have on electronic equipment was unintentionally discovered by the
United States in the 1960s during a nuclear.tesfuly 1962, the United States
conducted a higlaltitude nuclear explosion in the Pacific Ocean

Thi séunexpect e bnplulopoveer gricoiraHhwad, 1,400 lem

away, even overheating lightning protection devices on powerfdrea

battlefield, this nevilype weapon will cause devastating damage to electronic
systems, including computers, communications and control systednsdars,
resulting in immeasurable losses.

Furthermore, according to the article: fAThere
sources: the first is tHagh-altitude EMP HEMP) produced by the detonation of a low yield
nuclear bomb in the atmplere athigka | t i t ude; the second i séprodu

and related devices; the third is the HPMépro
v i r ¢ aNuaear&£MPweapons are, or include, EnharebtP or secalled SupeEMP

weapons designdd produce gammaraysand higr equency E1 EMP: AHEMP
type of weak nuclear explosive EMP bomb that produces EMP through the detonation of low

yield nuclear bombs athigh| t i t udes (70 t o THe®EDEMPreeldabove gr ou
Apr odurudedr ERRis about 10 to 100 kV/m and can penetrate and melt any electronic
components. o0

Anot her article fiSpeci al Means of Warfare in
Warfare includes computer viruses and nuclear EMP attack, and can be coégps®e an
enemyébés electric grid and other national crit

AThe methods used to achieve destruction or
‘atomicd such as electromagnetic pulse bombs and goarrcan be 'byte’ typge
such as computer visue s é . Jcdiled steategic information warfare is the use

9 Zhao Meng, Da Xinyu, and Zhang YaguOv er vi ew of El ectromagnetic Pul se We
Techni ques AMnged MisstlefPRE Adinfdrce Engineering Universitilay 1, 2014)
11 i

Ibid.
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of destruction or manipulation of the flow of information on a computer network to
destroy the enemy's telephone network, fuel pipelines, electric grid, transportation
control system, national fds transfer system, various bank clearance systems, and

health and sanitation systenfs, in order to a
A January 2016 article AGeneral Trend of the
Chinadés National tSeeusedy Pollaectyr Cmangnmneati c pul
Adi sruptive technologiesodo that #@Acan change th
Aprecision warfare capabilities centered on i
ofanewrond of revolutidh in military affairs.?®d

An article in the newspaper oftfttAnot es t hat AThe United States
any other country in the woAmsdCghertMarfaet t acks by

0Some people might think that thingsitamto the 'Pearl Harbor Incident' are

unlikely to take place during the information ayet it could be regarded as the

'‘Pearl Harbor Incident’ of the 21st century if a surprise attack is conducted against
the enemy's crucial information systems of camuin control, and communications

by such means as the electronic warfare, electromagnetic pulse weapons,
telecommunications interference and suppression, computer viruses, and if the
enemy is deprived of the information it needs as a rdSudn a super ititary

power like the United States, which possesses nuclear missiles and powerful armed
forces, cannot guarantee its immunityéln the
open society like the United States is extremely vulnerable to electronic attacks
fromall sides This is because the U.S. economy, from banks to telephone systems
and from power plants to iron and steel works, relies entirely on computer

net worksé. When a country grows increasingly
technol ogi cal | greésingly deperidént obh madermirgormation
systemseé. The United States is more vulnerabl

the wdad* | dé
Iran

Iran in more than 20 passages of a recently translated military textbook ironicallyPilsive
Defensg2010 endorses the theories of Russian General Slipchenko and the potentially decisive
effects of nuclear EMP attack to defeat decisively an adversary. Ambassador R. James Woolsey,
former Director othe Central Intelligencé\gency (CIA) writes:

A Death to Amaricadis more than merely an Iranian ch&nTehran's military is

planning to be able to make a nuclear EMP attack....Rep. Trent Franks quoted from
an Iranian military textbook recently translated by the Defense Intelligence
Agency's National Intelligencerliversity...The official Iranian military textbook
advocates a revolutionary new way of warfare that combines coordinated attacks

?Wang Xiaodong fiSpeci al Means of Waldighchuae Zhishiune 30e1990.nf or mat i on
®Li Bingyan, fdGeneral Trend of the Worldwide Revolutiorl
Committee (January 2016).

!4 Zhang Shougi and Sun Xueguiefamjun Baq 14 May 1996
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by nuclear and nomuclear EMP weapons, physical and cyladtacks against
electric grids to blackout and collapse entire oat Iranian military doctrine
makes no distinction between nuclear EMP weaponsnoolear radiefrequency
weapons and cybearperation® it regards nuclear EMP attack as the ultimate
cyber weapom®

EMP is most effective at blackirgut critical infrastrgtures, while it does not directly damage
the environment or harm human life, according to IrBassive Defense

AAs a result of not having the other destructive effects that nuclear weapons
possess, among them the loss of human life, weapons deriveel&ciromagnetic
pulses have attracted attention with regard to their use in future wars...The
superficiality of secondary damage sustained as well as the avoidance of human
casualties, serves as a motivation to transform this technology into an advanced
and useful weapoim modern warfar&*®

AmbassadoWoolseynotes "Because EMP destroys electronics directly, but people indirectly,
it is regarded by some as Shar@mpliant use of a nuclear weap®assive Defensand other
Iranian military writings are well aware that nuclear EMP attack is the most efficient way of
killing people, through secondary effects, over the long run. The rationale appears to be that
people starve to death, not because of EMP, but bettaséve in materialistic societies
dependent upon modern technology."

An Iranian politicalmi | i t ary journal, in an article entit
Future Wars, 0 states that the key t,o fideff etahtei n
world's industrial countries fail to devise effective ways to defend themselves against dangerous
electronic assaults, then they will disintegrate within a few years.":

AAdvanced information technology equipment exists which has a very higle degre

of efficiency in warfareAmong these we can refer to communication and

information gathering satellites, pilotless planes, and the digital system....Once you

confuse the enemy communication network you can also disrupt the work of the

enemy command amtkcisionmaking centerEven worse, today when you disable

a countryodés military high command through di
in effect, disrupt all the affairs of that c
fail to devise effectiveays to defend themselves against dangerous electronic

assaults, then they will disintegrate within a few years....American soldiers would

not be able to find food to eat nor would they be able to fire a singl®¥hot.

15 A ShariahApproved Nuclear Attack” Washington Times, September 15, 2015.
1% |bid. Army of the Islamic Republic of Irafassive Defense: Approach to the Threat Cefitehran: Martyr Lt.
general Sayad Shirazi Center for Educatind Research, Spring 2010).
Ibid
18 TehranNashriyehe Siasi NezamiDecember 1998anuary 1999.
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Iran reportedly has attempted to phase radiofrequency weapons from Russia, displaying
interest in the kind of capability that nuclear EMP would better praVide.

Ironically, while electric power lobbyists are fighting against EMP protectidhe U.S. gridn
Washingtonthe Iranian newsgency MEHR reported that Iran is violating international
sanctions and going full bore to protect itself from a nuclear EMP attack

Alranian researchers...have budnelectromagnetic pulsiter that protectshe
country's vital organizations againsthoyr attack Director of Kosar Information
and Communication Technology Institute Saeid Rahimigeldwscorrespondent
that the EMP filter is one of the country's boycotted products and until now
procuring it required considerable costs and various styege "But recently
Kosar ICT...has managed to domestically manufacture the EMP filter for the very
first time in this country,” said Rahimoting that the domestic EMP filter has
been approved by security authorities, Rahimi added "the EMP filter psotec
sensitive devices and organizations against electromagnetic pulse and
electromagnetic terrorismHMe also said the domestic EMP filter has been
implemented in a number of vital centers in I&&.

Artwork for this Iranian article depicts a satellite itirig above the Earth apparently making a
nuclear EMP attackAmbassador Henry Cooper, former Director of the Strategic Defense
Initiative, has warned repeatedly that some Iranian satellite launches appear to be practice for
making a nuclear EMP attack tre United State$-

North Korea

North Korea appears to have practiced the military doctrines described above against the United
State$ including by simulating a nuclear EMP attack against the U.S. maifiland.

Following North Korea's third illegal nucletast in February 2013, North Korean dictator Kim
JongUn repeatedly threatened to make nuclear missile strikes against the U.S. and.iis allies
what was then the worst ever nuclear crisis with North Korea, that lasted months, the U.S.
responded by beeiirup National Missile Defenses and flyingZBoombers in exercises just
outside the Demilitarized Zone to deter North Kotea.

North Koreads f i3rwaslausched sutckssfullygon Detcdsmber Kwes13,
exactly two months before, and probablyw  ant i ci pat i on , North Kor

February 12, 201_ed text

YRoger Fontaine, fAlran Said t oWabhingtd &ime$l4dyyildog), pNdOy Cl as s
Iran Brief(Middle East Data Project: 3 July 9B).

?O"|ran Builds EMP Filter For 1st Time" MEHR News Agency, June 13, 2015.

L Ambassador HenryF. Cooper, "Another Satellite Launch By Iran" High Frontier, February 23, 2016; "Quick Fixes

to Counter the Existential EMP Threat" High Frontier, July 294201

?2"EMP Threat From North Korea, 2013" Family Security Matters, April 27, 2014.

#3"U.S. Warns North Korea With Stealth Bomber Flights,” Wall Street Journal, March 29, 2013.



NUCLEAR EMP ATTACK SCENARIOS and COMBINED ARMS CYBER WARFARE

leted t
Xt

However, the study was suppressed as fApolitic
statements by President Obama and his administration that North Korea could not make a
nuclear missile sikke on the U.S?

On April 9, 2013, North Korea's KMS satellite orbited over the U.S. moving from south to

north on a polar trajectory that evades U.S. early warning radars and National Missile Defenses,
at the near optimum altitude and location to pkac&MP field over all 48 contiguous United
States’’

On April 16, 2013, the KMS again orbited over the Washington, DN&w York City corridor

where, if the satellite contained a nuclear warhead, it could project the peak EMP field over the
U.S. politicaland economic capitals and collapse the Eastern Grid, which generates 75 percent of
U.S. electricity On the same day, parties unknown used4Ms to attack the Metcalf

transformer substation that services San Francisco, the Silicon Valley, and is aarntrypent of

the Western GridBlackout of the Western Grid, or of just San Francisco, would impede U.S.
power projection capabilities against North Koféa.

In July 2013, a North Korean freighter (the Chong Chon Gang) transited the Gulf of Mexico with
SA-2 missiles in its hold, mounted on their launchers hidden under bags of sugar, discovered
only after the freighter tried to return to North Korea through the Panama Caithlough the

missiles were not nuclearmed, they are designed to carry a 10 kilos@rhead, and could

execute the Congressional EMP Commission's nightmare scenario of an anonymous EMP attack
launched offshore from a freightéll during this period, the U.S. electric grid and other critical
infrastructures experienced various kindgylierattacks, as they do continuously every.day

On January 6, 2016, North Korea provoked another nuclear crisis with its fourth illegal nuclear
test of what it claimed was anBbmb. On February 7th, again amidst threats to make a nuclear
missilestrike on the United States, Pyongyang orbited another satellite, thedKbtSthe same
polar trajectory as the KM3.*°

North Korea now has two satellites orbiting over North America on trajectories optimized to
evade U.S. Ballistic Missile Early Warnimgdars and missile defenses and make a surprise EMP

-
F. Mi chael ADHS Study: North

Mal oo f , Korea Capabl e Of
2014).

%6 KMS-3 is NORAD's acronym for North Korea's satellite Kwangmyongsd(igodestar3 or Guiding Sta8), a
name richly symbolic for Korean mythology and the deification of Kim ddngvho according to official
propaganda was born on Mt. Paeku under a nepgeared bright guiding star, signifying the birth of a great
general.

" Rebecca&mith, "Assault On California Power Station Raises Alarm On Potential For Terrorism," Wall Street
Journal, February 5, 2014.

“8"North Korean Ship Yields Worrisome Cargo," Watreet Journal, July 17, 2013; "North Korea's Cuban Missile
Crisis" 38 North, August 1, 2013.

?9"North Korea May Have Tested Components Of A Hydrogen Bomb" CNN, January 29, 2016; "North Korea
Launches 'Satellite,” Sparks Fears About L-&tange Missile Prgram," Washington Post, February 6, 2016.
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attack, if the satellites are nuclemnrmed The satellites could be nucleammed and constitute a
constant EMP threat, the 21st Century equivalent of "battleship diplomacy."

Kim JongUn has threatenedt r educe the United States to fAas
and threatened to retaliate for U.S. diplomat
scientists to complete preparations fmoresad sat
harsh sanctions an d*NodhKersan press (rtekamplesmRodohge No r t
Sinmun; March 7, 2016) asserts readiness for
Astrengthening of the nu@lsadiiteladhentwhichrae our faim n d |
andsquareset e f ensi vMo rcehamviecre:. 0i The nucl ear [ weapons
the countryos sover ei.Qungsatellte thai cigdves thtough $pace iethe an d
proud signthatmf ol ds t he future of t helhemame article,dkee r f ul
many others, warns North Korea makes fAconstan
warheads, which have been deployed for actual warfare for the sake of natienaédat any
moment! o

North Koreausedanemucl ear EMP weapon, a Aradiofrequen:
Russia, to threaten and stop air traffic flyi
2010; March 9, 2011; and Apiilay 2012 The attacks aused widespread communications

blackouts and prevented automobiles from starting in South Korean communities along the
Demilitarized Zone®

On September 2, 2017, North Korea according to state media detonatdsioambt-hat is also a
SuperE MP  w e a pedBombjihe lkexplosive power of which is adjustable from tens of
kilotons to hundreds of kilotons, is a mtfitinctional thermonuclear nuke with great destructive
power which can be detonated at high altitudes for sppeerful EMP according to strategic

g 0 a (KENAGSeptember 2, 2017)

The Gathering Storm

Just as Nazi Germany practiced the Blitzkrieg in exercises and during the Spanish Civil War
(19361939), before surprising the Allies in World War 11, so terrorists and state actors appear to
bepractc ng what might be call ed fbl aEockexampleewar f ar

1 On October 27, 2013, the Knights Templars, a criminal drug cartel, blackédexico's
Michoacan state and its population of 420,000, so they could terrorize the gedple
paralyze the policelhe Knights, cloaked by the blackout, entered towns and villages and
publicly executed leaders opposed to the drug tfade.

1 OnJune 9, 2014, Al Qaeda in the Arabian Peninsula used mortars and rockets to destroy
transmission towerglunging into darkness all of Yemen, a country of 16 cities and 24
million people It is the first time in history that terrorists put an entire nation into

Al ex Lockie, ANorth Korea Threatens O6Nuclear Thunder b
American Military News (April 14, 2017); Fox News, AU. .
Capabilte s To Hit Americaodo (September 20, 2-@cteGspyswww. f oxne w:

successfullygroundtestsnewrocketengine.html
“AMassive GPS Jamming Attack By North Korea, © GPSWORLD.
32vpttackers InMexico Blow Up Nine Electrical Plants,” Los Angeles Times, October 27, 2013.
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blackout, and an important U.S. ally, whose government was shortly afterwards
overthrown by terrosts allied to Iran”

1 InJduly 2014, according to press reports, a Russian-@xpecalled Dragonfly infected
1,000 electric poweplants in Western Europe and the United States for purposes
unknown, possibly to plant logic bombs in povpdaint computers tdisrupt operations
in the future®

1 On January 25, 2015, terrorists blacied 80 percent of the electric grid in Pakistan, a
nation of 185 million people, and a nuclear weapons $tate.

1 On March 31, 2015, most of Turkey's 75 million people experieneadespread and

disruptive blackout, the NATO ally reportedly victimized by a cyaigack from Irar’

On December 23, 2015, a Russian cydack blackeeut western Ukraing’

On December 17, 2016, another Russian cwlttack partially blackedut Kiev, capitol

of Ukraine®

= =

Cyberthefts and sabotage have also been escal@mgune 20, 2015, the New York Times

reported that, according to Obama Administration officials in a classified briefing to Congress, a
cyberattack from China that stole sensitiveS. Government data on millions of federal

employees was information warfare "on a scale we've never seen before from a traditional
adversary®The Guardian declared 2016 to be fThe Ye
increasingly aggressivecybata c k s, i ncl uding on October 21, 2
service provider Dyn with a distributed denial of service (DDoS) attack took down access to

Netflix, Facebook, Twitter, plus The Guardian, CNN, the New York Times, the Wall Street

Journal and other *° ®n May 12, 2017, parties unknown launched a worldwide ransomware
cyberattack effecting hospitals, banks, and other institutions in 99 courRussia and North

Korea are suspectéd.

We as a nation are not "connecting the dots" through a profouumek faf strategic imagination
Like the Allies before the Blitzkrieg of World War 1, we are blind to the unprecedented
existential threat that could befall our civilizatériiguratively and literally, from the sky, like
lightning.

*"Terrorist Attack Left All Of Yemen In Dark Last Week," Forbes, June 19, 2014.

% Energy Firms Hacked By 'Cybéfspionage' Group Dragonfly" BBC, July 1, 2014; "Dragonfly Rars$iackers

Target 1,000 Western Energy Firms," thehackernews.com, July 1, 2014.

* Terror Attack Plunges 140 Million Into Darkness," WND, January 26, 2015; "Pakistan Plunges Into Darkness As
Attack Leaves 140 Million Without Power," RT News, January2Zd,5.

% "Massive Blackout Brings Turkey To A Standstill: Iran Cyber Attack?" Breitbart, March 31, 2015; "Turkey's 10

Hour Blackout Shows Threat To World Power Grids," Bloomberg, April 1, 2015.

3""Russian Hackers Shut Down Ukraine's Power Grid," Newsweek,dary 14, 2016; Jose Pagl |
Questions in Ukraine Energy Grid Hacko CNN January 18,
Infrastructure Sabotage Be The Next Pearl Harbor?" National Review, January 9, 2016.

®Andy Greenbemg, rfreHdNatAmn Became Russiads Test Lab For

AExperts Suspect Russia |Is Using Ukraine As A Cyberwar
*David E. Sanger, Nicole Perlroth, andvidjedAbcassio D. Sheart
U.S. Systems, o0 New York Times June 20, 2015.

“Geoff Wheel wright, fAHow 2016 Became The Year of the H:

“Julia Carrie Wong and OWareCybarAttsch Hits Nearly 00 ExurstriesssandRa n's o m
The World, o The Guardian May 12, 2017.
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1 EMP ATTACK: BASIC FACTS AND PRINCIPLES

Electromagnetic pulse (EMP) attack is technically and operationally the easiest, least risky, and
most effective use of a nuclear weapon available to a nemiesed state or nestate actor.

What Is EMP?

Any nuclear weapon, even arpitive first-generation weapon like the-Bombs that destroyed
Hiroshima and Nagasaki, will produce gamma rays and fireballs that generate thedugmcy
(E1 EMP), mediunfrequency (E2 EMP), and lofvequency (E3 EMP) electromagnetic pulses.
EMP attackdelivers a thredold punch to electronics small and large, ranging from personal
computers to national electric grids and everythingetween:

1 Nuclear EMP attack entails detonating the weapon at such high altitude that no blast,
thermal, fallout or efcts other than EMP are experienced on the ground.

1 EMP is like "supetightning” in that it delivers a shock much more powerful than
lightning against, not a point, but against electronics over a vast area.

1 A single nuclear weapon can potentially make BPEattack against a target the size of
North America.

1 E1 EMP is much faster (lasting nanoseconds) and much more powerful than lightning,
cannot be stopped by devices desigsgecificallyfor lightning protection, can damage
and destroy small electronicedacontrol systems necessary for the operation of
everything from automobiles to airplanes, including electric grids, communications, and
all other critical infrastructures.

1 E2 EMP is as fast (lasting milliseconds) and as powerful as lightning and ctoppeds
by lightning protection, but many commercial enterprises and homes lack lightning
protection.

1 E3 EMP is much slower (lasting seconds) but has much more net energy than lightning,
is potentially more powerful than the electromagnetic fields thatldmeilgenerated by a
solar supestorm, that can melt transformers designed to carry hundreds of thousands of
volts.

1 Because EMP propagates in three "waves" their damaging effects will be dynamic and
mutually reinforcing, the E1 EMP damaging and destrogysiems (including possibly
lightning protection) that opens the door for wider and deeper damage by E2 and E3
EMP.

Any nuclear weapon detonated at an altitude of 30 kilometers or higher will generate a
potentially catastrophic EMRA nuclear detonation &0 kilometers altitude will generate an
EMP field with a radius on the ground of about 600 kilomef@esonated at 400 kilometers
altitude, the radius of the EMP field will be about 2,200 kiloméfers.

“2 For the best background on nuclear EMP attack and effects see: Congressional EMP Commission, Report of the
Commission to Assess the Threat to the United States from Electromagnetic Pulse (EMP) Attack:eERequatit/

(2004); Report of the Commission to Assess the Threat to the United States from Electromagnetic Pulse (EMP)
Attack: National Critical Infrastructures (2008).
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EMP Attack Is Easy

Accuracy is not necessary for BMP attack because the target altitude480 kilometers) is so
wide, and the radius and the coverage of the EMP field is so vast

EMP attack does not require agstry vehicle, heat shield, shock absorbers and other
paraphernalia associated with aleac missile warhead designed for blasting a dihese are
unnecessary for an EMP attack, which detonates the warhead above the atmosphere, in outer
space.

EMP attack can be executed by a wide variety of delivery vehicles, anything that can loft a
nuclea weapon to 30 kilometers or high@&ossible delivery vehicles against the United States
include a satellite, a loAagange missile, a mediwoar shortrange missile launched off a
freighter, some kinds of cruise missiles and-ahtp missiles (like Rusais ClubK exported to
Iran), a jet fighter or some kinds of jet airliner doing a zoom climb, even a meteorological
balloon.

13



NUCLEAR EMP ATTACK SCENARIOS and COMBINED ARMS CYBER WARFARE

55N

150W \e
Juneau

50N

140W 50W
45N

Que.bec
40N
60W

35N
30N

130W
25N
20N
15N T70W

L
120W 110W 100W 90W. 80W

NUCLEAR HEMP AREA COVERAGE EMP field coverage increases with increasing height-of-burst. A balloon or jet

NUCLEAR EMP ATTACK SCENARIOS aircraft could loft a nuclear warhead to an altitude of 30 kilometers which, targeted
over New York City, would also cover Washington, D.C., New York State, New
Jersey, Pennsylvania, Virginia, Maryland, Delaware, and most of New England.

EMP Fields and Effectiveness

The size of the EMP field on the ground is determined by the altitude of detonation, EMP
propagatingrom the point of detonation to the horizdrne higher the altitude of detonation, the
bigger the EMP field on the ground.

In general, EMP field strengths on the ground are stronger when the weapon is detonated at
lower altitudes, where the effects arensconcentrated within a smaller radius, and weaker

when the weapon is detonated at higher altitudes, where the effects are within a larger radius and
cover a bigger are&EMP effects are dangerous at all altitudésrying the altitude of the EMP
attackcan be used to adjust the size of the EMP field to better fit the.t8igeé the radius of

the EMP field is not highly sensitive to altitude, relative to any delivery system (even the

Houthis or Taliban could use commercial-tife-shelf technology toig a fusing system that will
detonate within less than one kilometer of the desired altitude) again accurate delivery is not an
issue.

EMP fields are strongest at the center, where the peak field is located, and reduce in strength
toward the margin®As ageneral rule, EMP field strength at the outer edge of the field will be
about onehalf of the peak field strengtiven for a primitive firsgeneration nuclear weapon,

the entire field is dangerous, not just the peak field.
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ELECTROMAGNETIC PULSE (EMP) FIELD RADIUS
ON EARTH’'S SURFACE FROM NUCLEAR WEAPON
DETONATED AT GIVEN HEIGHT OF BURST(HOB)
(Kilometers)

HOB EMP Radius HOB EMP Radius HOB EMP Radius
30 602* 160 1,391 290 1,873
40 696 170 1,434 300 1,905
50 778 180 1,476 310 1,937
60 852 190 1,516 320 1,968
70 920 200 1,556 330 1,998
80 984 210 1,594 340 2,028
90 1,044 220 1,632 350 2,058
100 1,100 230 1,668 360 2,087
110 1,153 240 1,704 370 2,116
120 1,205 250 1,739 380 2,144
130 1,254 260 1,774 390 2,172
140 1,301 270 1,807 400 2,200**
150 1,347 280 1,841

Calculated from Radius = 110 (\'HOB) in kilometers

*  Radius exceeds distance from New York to Washington

*+  Radius covers all of continental United States

Damage to electric grids anther critical infrastructures are not be limited to the EMP field
Cascading failures will propagate far beyond the EMP field through an unprotected electric grid,
assuming the EMP field is smaller than the electric grid being attacked

For example, a 1Riloton weapon detonated at 30 kilometers over the U.S. Eastern Grid would
generate an EMP field about 600 kilometers in radius, much smaller than the EasteBuiGrid
the national electric grid being aged, ct@xed with demand, always operating on\bege of
failure, capable of blackouts that put 50 million people into the dark because of cascading
failures from a tree branch (like the Great Northeast Blackout of 2003), the entire Eastern Grid
would certainly be plunged into a protracted blackout fsoich an EMP attackhe U.S.cannot
survive without the Eastern Grid which generates 75 percent of the nation's electricity and
supports most of the national population.
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Any Nuke Will Do

For nuclear weapons of normal design, a higghd weapon will gengte a more powerful EMP
field than a lowyield weapon, but the difference in field strength is not nearly as great as the
difference in yieldFor example, a 1,000 kiloton nuclear weapon will not generate an EMP field
100 times greater than a 10 kilotomciear weaporindeed, a 10 kiloton weapon will generate an
E3 EMP field nearly as powerful as the 1,000 kiloton weapon, but over a smaller area

Even a primitive firsigeneration nuclear weapon such as terrorists might build, like the first
nuclear weapwo ever built, the 10 kiloton bomb that destroyed Hiroshima, detonated at 30
kilometers altitude, will generate an EMP field that at the weakest, on the margins, will be
several thousand volts per meféhis is enough to put at risk all unprotected civiland
military systems within the field.

Worldwide, most civilian electronic systems, and most military general purposedorces
including those of the United Stafeare not hardened against EMRcording to the
Congressional EMP Commissi@xecutive Repoi2004):

AThe end of the Cold War relaxed the discipline for achieving EMP survivability
within the Department of Defense, and gave rise to the perception that an erosion
of EMP survivability of military forces was an acceptable risk. EMP simulation and
test facilities have been mothballed or dismantled, and research concerning EMP
phenomena, hardening design, testing, and maintenance has been substantially
decreased. However, the emerging threat environment, characterized by a wide
spectrum of actors thaclude neapeers, established nuclear powers, rogue
nations, sukmational groups, and terrorist organizations that either now have
access to nuclear weapons and ballistic missiles or may have such access over the
next 15 years have combined to placerible of EMP attack and adverse
consequences on the US to a level thabisacceptabl@®.

Military planners correctly assume, and civilian emergency managers and engineers should
assume, that electronic systems not protected against EMP are vulnerable.

Super-EMP Weapons

"SuperEMP" weapons, as they are termed by Russia, are nuclear weapons specially designed to
generate an extraordinarily powerful E1 EMP ficddiperEMP warheads are designed to

produce gamma rays, which generate the E1 EMP effect,mgtexplosion, and typically have

very low explosive yields, only-10 kilotons According to Russian open sources, a SUgdP

weapon can generate a peak E1 EMP field of 200,000 volts per meter, which wh0jae®
volts/meter at the marginEven EMPhardened U.S. strategic forces aetnmand, control,
communications and intelligen¢€3l) systemsare potentially vulnerable to such a thré&at.

The Congressional EMP Commission warns that Russia, China, and probably North Korea have
SuperEMP warheadaVloreover, according to the EMP Commisskexecutive Repoi2004):

3 ARussia: Nuclear Response To America Is Possible Using EiMBrFactod , Al e k enkoy "A Mucleac h
Response To America Is Possible," Zavtra, November 1, 2006.
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"Certain types of lowyield nuclear weapons can be employed to generate potentially
catastrophic EMP effects over wide geographic areas, and designs for variants of such weapons
may have beeitlicitly trafficked for a quartercentury."

The U.S. has no Sup&MP weapons in its nuclear deterrent.
Questions and Answers to Common Myths and Misconceptions

Why would a military planner use EMP attack when its exact effects on any specific target,

like a particular extra high-voltage EHV) transformer or an individual computer, are highly
unpredictable?Although it is very difficult to predict exactly whichegtronic systems would be
upset, damaged, or destroyed by an EMP attack, with certainty massive disruption and damage
will be inflicted on unprotected electronics within the EMP field and, because of cascading
failures, far beyondEMP is analogous to cagpbombing or an artillery barrage that causes
massive random damage that is specifically difficult to predict, but reliably catastrophic in its
macrceffects

Cyberattacks and physical sabotage against electric grids would rely far more heavily than EMP
on highly unpredictable cascading failures resulting from random damage to cause a protracted
blackout Yet cyber threats and sabotage despite their randomness of effect, unlike EMP, are
deservedly top priorities fddHS and the electric power industry

EMP should be a top priority threat for DHS and industry too, but currently is not.

Are the effects of EMP attack merely theoreticdid. The empirical basis for the threat of an
EMP attack to electric grids and other critical infrastructures is far daepdrsroader than the
data for cybesttacks or sabotag€&he notion that a cybeattack or sabotage can plunge the U.S.
into a protracted blackoditwhile very real threats that warrant deep congeaire far more
theoretical constructs than EMP attack.

We know for certain that EMP will cause widespread damage of electronics and protracted
blackout of unprotected electric grids and other critical infrastructures from such hard data as:

1 The U.S. STARFISH PRIME highltitude nuclear test in 1962 over Johndsland that
generated an EMP field over the Hawaiian Islands, over 1,300 kilometers away, causing
widespread damage to electronic systéms.

1 Six Russian EMP tests 194D62 over Kazakhstan, an area larger than Western Europe,
that proved a single weapon azause widespread destruction of the electric Grid.

1 30 years (1962992) of U.S. underground nuclear testing that included collecting data on
EMP effects.

“4Phil Plait, "The 50th Anniversary of Starfish Prime: The Nuke That Shook The World" Discover, July 9, 2012.

> Jerry Emanuelson, "Soviet Test 184: The 1962 Soviet Nuclear EMP @esr Kazakhstan" Future Science,
Undated; Vladimir M. Loborev, "Up to Date State of the Nuclear EMP Problems and Topical Research Directions"
Electromagnetic Environments and Consequences: Proceedings of the European International Symposium on
Electrom@netic Environments, EUROEM Conference, Bordeaux, France, 1994; V. N. MikhHie\uclear

Tests of the USSRol. 2, Institute of Strategic Stability, Rosatom.

17



NUCLEAR EMP ATTACK SCENARIOS and COMBINED ARMS CYBER WARFARE

1 Over 50 years of testing by EMP simulators, still ongoing, including by the
Congressional EMP Comnsi®n (20012008) that proved modern electronics are over 1
million times more vulnerable to EMP than the electronics of £862.

Moreover, hard data proving the threat from nuclear EMP is available from natural EMP
generated by geomagnetic storms, accidetgalage caused by electromagnetic transients, and
nortnuclear radiofrequency weapons (RF weapohibpf these produce field strengths much
less powerful than nuclear EMP, and in the case of accidental electromagnetic transients and
radiofrequency weaponmsuch more localized here are many thousands of such cases.

Many documented examples of successful attacks using RF weapons, and accidents involving
electromagnetic transients, are described in the Department of DPferiset Guide for Security
Procedues and Protocols for Mitigating Radio Frequency Thrgaischnical Support Working
Group, Directed Energy Technical Office, Dahlgren Naval Surface Warfare Cénfewy

examples:

1 "Radio Frequency Weapons were used in separate incidents against thenhbSs¥in
Moscow to falsely set off alarms and to induce a fire in a sensitive area."

1 "In Kzlyar, Dagestan, Russia, Chechen rebel commander Salman Raduyev disabled
police radio communications using RF transmitters during a raid."

T "In June 1999 in Bellinghm, Washington, RF energy from a radar induced a malfunction
in a supervisory control and data acquisitigBCADA) systenthat caused a gas pipeline
to rupture and explode."

1 "In 1999, a Robinson R4 news helicopter nearly crashed when it flew by a-high
frequency broadcast antenna.”

1 North Korea used eadio frequency weapopurchased from Russia, to attack airliners
and imposean "electromagnetic blockade" on air traffic to Seoul, South Korea's capital
The repeated attacks also disrupted communicationtharaperation of automobiles in
several South Korean cities in December 2010; March 9, 2011; andMayi2012?’

Instead of nuclear EMP attack, why not rely on cybattack and physical sabotage to

blackout the electric grid and other critical infrastruares?As explained above, compared to

EMP attack, cybeattack and sabotage are unproven and problematical as means to effect a
protracted nationwide blackout, especially against a nation like the United States that has 3,000
different electric utilitiesusing a wide array of different hardware and softw@teh

technological diversity poses a significant and perhaps insurmountable challenge attadber

and sabotage, but not to EMP attagkything that is not hardened against EMP is potentially
vulnerable.

“°"Electromagnetic Pulse: Threat to Critical Infrastructures" Hearing before the Subconumi@gbersecurity,
Infrastructure Protection, and Security Technologies, House Committee on Homeland Security, Washington, D.C.:
May 8, 2014.

“""Massive GPS Jamming Attack By North Korea" GPSWORLD.COM, May 8, 2012.
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To be sure, cybeattack and sabotage are serious threats even to the U.S. national electric grid
Admiral Michael Rogers, Chief of U.S. Cyber Command and Director of the National Security
Agency, on November 20, 2014, warned the House Permanect Seimmittee on Intelligence

that sophisticated great powers like China and Russia have the capability to blackout the entire
U.S. national electric grid for months or years by means of eaft@ck, according to press

reports Sabotage using rifles or plosives, reportedly according to a sensitive study by the U.S.
Federal Energy Regulatory Commission, could cause a protracted nationwide blackout from an
attack on just 9 of 2,000 EHV transformer substatf8ns.

However, these threat assessments of cghersabotage are largely theoretical, based on

computer modeling, not on demonstrated capabilities and a vast body of empirical evidence as is
the case with EMPSome cyber experts like Thomas R@y/ber War Will Not Take Place

Oxford University Press, 2@}, Bruce Schneier, Peter Singer, and Ronald DelB&tk Code:

Inside The Battle For Cyberspgcargue that, in Schneier's words, "The threat of cyber war has
bequhugely hypedCyber experts such as these doubt cdtrcks can blackout the national

grid.

Sabotage by terrorists have caused nationwide or-t&ge blackouts of the grid in Mexico
(2013), Yemen (2014), and Pakistan (2@L5ut these were temporary, not protracted,
blackouts And the electric grids in these nations are rudimentary athged by a single
utility .

Western Ukraine was blackedit on December 23, 2015 and part of Kiev in 2016 allegedly by a
Russian cybeattack Turkey may have been blackedt by a cybesattack from Iran in 2015

These are the only known cases of cybackdbut The grids in Western Ukraine and Turkey are
managed by a single utilitfhe blackouts were temporary, not protracted.

During the Gaza War between Israel and Hamas in 2014, a major cyber campaign using
computer bugs and hacking was launched aghkires| and its electric grid by Hamas, the
Syrian Electronic Army, Iran, and by sympathetic hackers worldwide Gaza War was a

cyber world war against Israé¢lamas also attempted to blackout the Israeli electric grid by
missile strikes and sabotageccording to the Institute for National Security Studies at Tel Aviv
University, in "The Iranian Cyber Offensive During Operation Protective Edge" all of these
combined cyber and sabotage efforts failed to blackout Israel'gpmedicted grid

However, Isael's electric grid is not yet protected against EMP attack.

A prudent military planner prosecuting a Blackout War against the United States or its allies
would not likely gamble victory or defeat on cyber and sabotage operations alone, if he has the
capaility to make an EMP attaclEMP is the "big stick" and "ace in the hole" and is rightly
regarded by Russia, China, North Korea, and Iran as "the ultimate cyber weapon.”

“8 Admiral Rogers testified a cyber blackd'is not a question af, but when?" see: "The U.S. Government Thinks
China Could Take Down The Power Grid" CNN, November 21, 2014; on the FERC report citing nationwide
blackout by sabotage see: "U.S. Risks National Blackout From Sualk Attack" WdlStreet Journal, March 12,
2014; Rebecca Smith, "How America Could Go Dark" Wall Street Journal, July 14, 2016.

“9peter W. Singer and Allan FriedmaRybersecurity and Cyberwarfar®xford University Press, 2014.
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Even those cyber warriors and commandos who may insist cyber and sabotage opeeations

just as great a threat to electric grids as EMP cannot deny that the historically proven efficacy of
combinedarms operations argues for including EMP attadikitary history and common sense
suggests that a threefold attécksing cyber, sabotage,aBMPS will be better than an attack

using just one of these.

Indeed, Lanchester's Square Law, a lestpblished wagaming tool familiar to military

theorists of all nations, can be used as a heuristic device to demonstrate the above point
mathematicallyLanchester's Square Lawproven by calculations, wayaming, and actual

warfare since before World Wab lis that the advantages of increasing firepower are not merely
additive, but multiplicativeSo if the value of cybeattack =1 and the value of sabaag 1, then
their net firepower value is not merely 2 but the square of twd>odbling firepower results in

a fourfold advantage

Thus, if the value of cybeattack = 1 and the value of sabotage = 1 and the value of EMP attack
= 1, then their net firegwer is 3 squared = &ven if one assumes EMP attack is no better than
cyber or sabotage, its inclusion more than doubles the effectiveness of a combined arms attack

More realistically, since EMP brings far more firepower to bear than cyber or salibtage,

equation should look more like cyber =1, sabotage =1, EMP = 3, for net firepower of 5 squared =
25. In this case, inclusion of EMP attack would increase attack effectiveness by more than
sixfold.

Why won't the threat of U.S. nuclear retaliation assdly deter a nuclear EMP attack, just as

the USSR was deterred from nuclear aggression throughout the Cold Vidaterrence

depends on knowing who launched the EMP attack so they can be punished by refaliation

an EMP attack can be delivered anonymousiyinched off a freighter, a submarine, by jet, or

by satellite (hundreds of satellites are in low Earth orbit), the perpetrator of an EMP attack might
never be identified.

EMP attack can destroy radars, satellites and their downlinks and other natobinétal means
necessary to identify the attackBomb debris from a weapon detonated at fatjitude for
EMP attack is not collectible, unlike debris from a nuclear weapon detonated in a city, so
forensic analysis cannot identify the perpetraEdP atack leaves no fingerprints.

EMP attack, especially from a SugeMP weapon, might paralyze strategic forces and C3I
(Command, Control, Communications and Intelligence), making retaliation impossitiie
aftermath of a nuclear EMP attack that threatbassurvival of millions of Americans, it seems
likely that any president would order the U.S. military to give highest priority to helping the
Department of Homeland Security rescue the nation, instead of prosecuting a war

Instead of EMP attack, whyot just blast a city”A nation or terrorist group having only one or
a few nuclear weapons would not necessarily calculate that, instead of making an EMP attack, it
is technically and operationally less risky and likely to produce a bigger payoff byndlasity.

Missile delivery of a nuclear warhead to blast a city requires an accurate guidance system, a
reentry vehicle to penetrate the atmosphere and protect the physics package from the shock and
heat of reentry, and a fusing system capable of sungweentry and detonating the warhead at

20



NUCLEAR EMP ATTACK SCENARIOS and COMBINED ARMS CYBER WARFARE

low-altitude or on impactll of these requirements add significant technological and
operational risk, compared to an EMP attack

Moreover, blasting a North American city by missile would require penetratinghbtiSnal

missile defenses (NMI3) no mean feat for one or a few primitive nuclear missiles, the very kind
of threat NMD is designed to intercepbr an EMP attack, the warlteaan be rigged to

"salvage fuse" so it will detonate if intercepted, thereby still successfully delivering an EMP.

Smuggling a nuclear weapon into a city by ship or truck would be riskier than an EMP Astack
soon as the weapon enters U.S. waters atdey, risks escalate dramatically that the operation
may be detected by the coast guard or police or by sensors now deployed in harbors and
metropolitan areas to detect nuclear threats

What if the bomb smuggling operation is penetrated by the Cthedfederal Bureau of
Investigation EBI), and they are waiting to seize the weapon as soon as it crosses into U.S.
territory?What if a member of the smuggling team decides to betray the operation and sell the
bomb to the CIA or FBI®hat if something breakon the bomb when it is stowed in the hold of
a ship, or when offoaded from a freighter at sea, motor boated through choppy surf to shore,
hauled up a beach, driven over bumpy roads by trw#@ld the smuggling team, necessarily a
small group, have thexpertise necessary to make repairs, or would they be stuck inside U.S.
territory with an inert nuclear bomb?

The worst possible outcome for a rogue state or terrorists would be for the U.S. to capture their
nuclear weapanrrying to smuggle a bomb ineoU.S. city maximizes that risk.

And if a hostile nation succeeds in blasting a U.S. city, what have they accomplished but their
own doomA 10 kiloton weapon detonated in a city might kill and injure 300,000 through blast,
thermal, and radiation effectsyt the United States will not be destroyed, and the demand for
revenge will be immediate and overwhelmifi@lasting a city is the ideal scenario for forensic
analysis of bomb debris, and virtually guarantees that the U.S. can identify the culprit for
anrihilation.

In contrast, what could be accomplished by nuclear EMP attack?

An EMP attack could be made by satellite or launched from a ship outside U.S. territory
Shipboard there could be plenty of technicians to ensure nothing goes wrong, and plenty of
security to ensure the operation is not betrayed.

A high-altitude nuclear EMP attack, because the weapon detonates in outer space, leaves no
collectible bomb debridNo fingerprints EMP attack might be executed anonymously, to escape
retaliation.

The consegences of an EMP attack would be catastrophic and debilitating upon the United
States, crippling U.S. military power projection capabilities and endangering national existence
According to the Congressional EMP Commisdix@cutive Repoi2004):

*0 Alex Wellerstein'NUKEMAP model calculates a 10 kiloton weapon grodmaist in New York City, on
Manhattan, would kill 103,000 and injure 213,430.
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A E MPone of a small number of threats that can hold our society at risk of catastrophic

consequencesé.|lt has the capability to produc
and thus to the very fabric of U.S. society, as well as to the ability ofnitedStates and
Western nations to project influence and mil:

national infrastructures is dependent on the recovery of othEng longer the outage, the more
problematic and uncertain recovery will be. dtpossible for the functional outages to become
mutually reinforcing until at some point the degradation of infrastructure could have irreversible
effects on the countryds ability to support i

The Congressional EMP Commission estimatesahd&MP attack causing a protracted
nationwide blackout lasting one year could kill up to 90 percent of the American people through
starvation and societal collap%e.

During the height of the Cold War, close upon the 1962 Cuban missile crisis when nuclear
conflict with the USSR was a very real possibility, then Defense Secretary Robert McNamara
estimated the Soviet Union could be deterred if U.S. nuclear retaliation could kill 25 percent of
the Soviet population and destroy 75 percent of the USSR's mdudsilamara calculated this
"Assured Destruction” of the USSR would require delivering 400 "equivalent megatans”

force equivalent to hundreds or thousands of nuclear weapons.

Yet a nuclear rogue state or terrorists could by EMP attack threaten or delivethe United
States catastrophic destruction greater than McNamara's "Assured Destéueatiointo so
employing just one or a few nuclear weapdrge Congressional EMP Commission warns
(Executive Repo2004):

ATherefore, terrorists or state actors thaossess relatively unsophisticated missiles armed with
nuclear weapons may well calculate that, instead of destroying a city or military base, they may
obtain the greatest politicahilitary utility from one or a few such weapons by using them
threataning their usé in an EMP attackThe current vulnerability of U.S. critical

infrastructures can both invite and reward attack if not corrected...

EMP attack is the only realistic scenario where a rogue state or terrorists having one or a few
nuclear weapons could prevail by annihilating the U.S., or by credibly threatening Assured
Destruction of the United States.

What about the international taboagainst nuclear warfare’Russia, China, North Korea, and

Iran in their military doctrines and training regard EMP attack as part-otialyber warfare or
radio-electronic warfare, not necessarily as nuclear war@naa in military writings and

exergses, despite its nuclear No First Use pledge, employs EMP attacks, even though there is no
evidence of U.S. nuclear first use.

>IStaff Paper, Congressional EMP Commission Examples From Testimony And Reports That Fatalities Could Be
High Numbering Milliors And 90 Percent Of Population, EMP Task Force On National And Homeland Security.
*2Dr. Peter Vincent Pry, "Foreign Views of Electromagnetic Pulse (EMP) Attack” Testimony before the U.S. Senate
Subcommittee on Terrorism, Technology and Homeland Securéycive, 2005.
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Even some analysts in Germany and Japan, among the meastiéefir nations, because EMP

destroys electronics instead of hiag cities, is regarded by them as acceptable use of a nuclear
53

weapon:

EMP attack would be perfect for implementing Russia's strategy edsckdationd that

appears to have been adopted by China and North avkare a conflict with the U.S. and its
allies would be won by limited nuclear use, their version of "shock and awe" to cow the U.S. into
submissior’’ An EMP attack would be the most militarily effective use of one or a few nuclear
weapons, while also being the most acceptable nuclear optionloh pinion, the option most

likely to be construed in the U.S. and internationally as "restrained" and a "warning shot."

In the West, generations of leaders and citizens have been educated that use of nuclear weapons
is "unthinkable" and the ultimate horr Not so in Russia, China, and North Korea where their
nuclear capabilities are publicly paraded, missile launches and exercises are televised as a show
of strength, an important part of national pridénhereas the U.S. nuclear deterrent is kept low

profile, almost invisible, and its utility and legitimacy much debated, Russia and China run
televisiondocumentaries describing how they would win a nuclear war with the United States.

The "international taboo" on nuclear warfare is-sitked and far morekiely to have a
psychologically paralyzing effect on the U.S., NATO and their allies than on Russia, China,
North Korea, or IranAn EMP attack or demonstration made to-&bealate" a crisis or conflict
could raise a chorus of voices in the West againstear escalation and send some Western
leaders in a panicked search for the first "off ramp."

Some analysts think the world is on the threshold of a "new nuclear age" where Cold War rules
and assumptions about deterrence no longer apply and the likkbhooclear use is greatly
increasing’ Thefirst nation to use nuclear weapons todl@ven a rogue state like North Korea

or Iramd will immediately become the most feared and most credible nuclear power in the world,
a formidable force to be reckoned witimd perhaps the dominant actor in a new world order.

>3 See for example Sun T2wn in Jadi June 1, 2000, and Wolfgang Haas in "Infowarfare and the Military Strategy
of the Bundeswehr," Telepolis November 3, 1998.

> Dr. Mark SchneiderThe Nuclear Forces And Doctrine Of The Russian Federatation Institute Press for

United States Nuclear Strategy Forum, 2006.

>"LIGNET: Why China Televised ‘Nuclear War' Against The U.S." Newsmax, November 21, 2013.

*% paul BrackenThe Second Nucle#ge, Macmillan 2013.

23



NUCLEAR EMP ATTACK SCENARIOS and COMBINED ARMS CYBER WARFARE

1] SCENARIOS FOR NUCLEAR EMP ATTACK AND COMBINED -
ARMS CYBER WARFARE

Imperial Japan attacked the U.S. Pacific Fleet at Pearl Harbor on December 7, 1941, because
Japanese military planners correctlyuamsed the U.S. Navy and Army would be at their least
vigilant, most vulnerable psychologically and in military posture to surprise attack, on a Sunday
The EMP scenarios that follow hypothesize that the attacks take place in the near future,
sometimeduring he first term of Pr esiFdranynewPresdenp 6 s
especially the first years of their new administradiomhile some 4,000 new officials are being
appointed or hired to run the new government, while new policies are beingaiahdt

formulated, while U.S. allies adjust to new U.S. leadefshipe first term is a period of

transition and discontinuity that constitutes, in effect, a long Sunday.

Enemies planning to attack the United States or its allies could find few bettetitaneshen

the nation is transitioning to a new CommanaeChief and new administration and is most
divided politically from top to bottomThe long period for transitioning from one presidential
administration to the next, regardless of party, is avit@gle consequence of being a
constitutional republic and also of traditions rooted in the agrarian past, long before the nuclear
missile agé and before anyone could conceive that EMP and cyber surprise attacks could
happen at the speed of light.

For exanple, Inauguration Day originally fell on March 4, four months after Election Day, as
everything, including transitioning to a new presidential administration, moved at the pace of
horse and buggyn 1933, the 20th Amendment moved Inauguration Day to Jp208 74

days after Election D&y reflecting the faster pace of life introduced by the automobile and

radio. But Inauguration Day only continues the long period of transition from one government to
anotheras new personnel and new policies adivgeprocess taking many months or years,
typically a preoccupation during the first term of any new President

Hostile military planners could have a treasure trove of reasons for launching a surprise attack
againsthe U.S. or its allies during "the long Sunday" that is the first term of any new President
Hostile foreign intelligence officers, from their analysis of all sources, might well conclude the
following:

1 For the first time in 8 years, the United Statesndergoing a long transition to a new
Commandein-Chief and new administration, while for months or years the outgoing
administration remains temporarily in office as "lame ducks" or by permanently
burrowing into the federal bureaucracy, perhaps to alitimasly as the disloyal
opposition.

1 Disruption of national leadership, a top military goal, will be occurring naturally because
of thetransition to a new president and new administration.

1 A surprise attack on the U.S. or its allies will test and véshyistrain alliance
relationships with a new President and new administration as both will be less familiar or
unknown to friends and foes.
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1 Because American politics has become a-geira game of winners and losers, after one
of the most divisive electianin U.S. history, many Americans may remain deeply
divided, and may not rally behind the new Commasaezhief to defend a U.S. ally or
even the U.S. homelanbhdeed, half the country may blame the other half, blame the
previous President or the new Sident, for an attack on the United States or its allies,
regardless of the facts and the necessity of unity.

1 Every year from Thanksgiving (the fourth Thursday in November) through Christmas to
New Year's Day holidays ending on January 2, is anotherrecug Al ong Sunday"”
41 days Official Washington from top to bottom, including in Congress, the Department
of Defense, and the Intelligence Community, is mostly on holiday and many are
physically absentAmong those who remain many or most are psipahecally absent
and at their least vigilant.

1 Plans to strengthen U.S. conventional forces, modernize nuclear forces, and protect
national critical infrastructures from EMP and cyber threats have been proposed, but not
yet implementedBetter to strike whe U.S. strength and preparedness are at their nadir.

EMP Scenarios

The unclassified scenarios that follow postulate an enemy comaineloperation employing

cyber, sabotage, and nuclear EMP attack against U.S. allies and the United StatBgtiésis!f

of cyber and sabotage operations are not described to avoid classification issues, but are assumed
occurring within the territories of the victim nation or nations, within the limits circumscribed by

the EMP field.

These unclassified EMP scenarios in trezses do not detail the technical characteristics of the
nuclear weapon employed or the EMP field strengths to avoid classification Saahs

technical details are unnecessary for the purpose of exploring how potential adversaries may
think about usig a nuclear EMP attack to achieve their geopolitical géaid virtually any

nuclear weapon, including a primitive 10 kiloton weapon like the atomic bomb that destroyed
Hiroshima, if detonated at 30 kilometers altitude or higher, would damage eleasgc gri
blackout other critical infrastructures, and put at risk unprotected civilian and military assets
within the EMP field

EMP specialists may prefer that -d-bher scefdOBpas
to maximize EMP field strengtiBut pditical, strategic, and ideological calculations often

override the preferences of technical experts in planning and fighting wars historically and today,
whether it is thenedievalprohibition of using crossbows against Christians or HOBs for nuclear
airbursts in the U.S. Single Integrated Operational Plan (SIOP) to minimize collateral damage

The HOBs for nuclear EMP attack in the scenar
strategic, and ideological perspective of the postulated adversary, imteatanf the postulated
circumstances.

Scenarios that follow are not exhaustiMany other possibilities are plausibMor are all

scenarios equally plausibl8ome are more likely than othef$e scenarios are meant to

introduce the reader to how potiahadversaries might think about using EMP attack to advance
vital geopolitical interests, to illustrate the broad range of possibilities, and warn about what may
be impending in our increasingly chaotic, crisis prone, and dangerous world.
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IV THE MIDDLE EAST

Iran is generally regarded as the most likely nuclear aggressor in the MiddI€Heastenarios
below assume Iran already has nuclear weapgdresmainstream view is that Iran does not yet
have nuclear weapons, but a minority of many U.S. and isngetrts disagree

For example, an article eauthored by several senior Reagan Administration national security
officials warns:

ARegardless of intelligence uncertainties and unknowns about Iran's nuclear
weapons and missile programs, we know enoughtaamake a prudent judgment
that Iran should be regarded by national security decision makers as a nuclear
missile state capable of posing an existential threat to the United States and its
allies....The fact of Iran's ICBM capability and their proximiaynuclear weapons
necessitates that Iran be regarded as a nuclear missiledstafet nowo>’

Authors of the assessment that Iran already has ntsrlesd missiles include Dr. William
Graham FormerScience Advisoto President Reagadirector of NASA and Chairman of the
Congressional EMP Commission), Fritz Ermarth (former Chairman of the National Intelligence
Council), and Ambassadétenry Cooper(former Director of the Strategic Defense Initiative)
AmbassadoR. Jame&Voolsey(former Director of Central Intelligencendorses the article and
has published similar views.

In an interview, retired General Paul Vallely said Iran already has nuclear weapons, and that
"decades of intelligence" shows Russia, China and North Koreachelp

fAlran already has a nuclear weapon, making the nuclear @ealoot poind

retired U.S. Army Gen. Paul Vallely told Newsmax TV...Decades of intelligence
reports show that Teheran hagotten support from Russia, from North Korea and
from ChinadVallely told...host J.D. Hayworthdt's a cabal that's been set up to
support the Iranian nuclear program. They have the launch systems. They have the
guidancecontrol systemThey have the detonation syst8iney have the warhead

And guess whatRussia and Nrth Korea's tested everything for theiil they

have to do is put it together like a tinker dognd that's why they have the nuclear
capability nowdVallely saido>®

For a more detailed analysis of the evidence that Iran already has nuclear weaplvasdsee "
The Worst Deal" (Family Security Matters, October 3, 2015) that says in summary:

AObama's nuclear deal with Iran is the worst deal possible because Iran probably
already has the bomMll 10 nuclear weapon states developeBa@mbs in 312

years, whildran has been crashing on the bomb for 30 yedtgclear testing to
develop ABombs and even more sophisticate@émbs is unnecessary as
component testing is sufficietfter getting the ABBomb, timeline for HBomb
development is-8 years, so Iran halseen working long enough for more

*""EXPERTS: Iran Now A NucleaReady Site, Missiles Capable of Hitting U.S." Newsmax, February 1, 2015.
*"Gen. Paul Vallely: Iran Already Has Nukes, Making Deal '"Moot" Newsmax, August 27, 2015.
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sophisticated nuclear weapargussia and North Korea are helping Iran,
potentially accelerating Iran's developmental timeline for nuclear weapons and
long-range missilesAlthough the IAEAInternational Atomic Energy Agey] is

too timorous to say so, evidence in the IAEA's 2011 repordsisiaking guathat
Iran does have a nuclear weapons progéaamd probably nuclear weaposs

Even the former Obama Administration, which insisted Iran does not yet have nuclear weapons,
assessed that Tehran was within one year or less of developing theTthenplurpose of the

Joint Comprehensive Plah  Acti on (JCPOA) <concluded with I
to a minimum of one year, f oorthedimelrhneneedstto 10 vy e a
produce enough fissile “haterial to make an at

Iran in public statements and writings by senior political and military officials has declared as
perhaps its most important foreign policy objective the destruction of.|s@eis actively

trying to achieve the destruction of Israel through supporting international terrorist organizations
like Hamas, Hezbollah and many others, and states hostile to Israel, like Syria

Geostrategically, Iran calculates that tiesstruction of Israel would make Iran the leader of the
Muslim world, as both Shiite and Sunni Muslim factions are united in their universal hatred of
Israel, and so position Iran to-establish and lead a Caliphate dominating the Middle East
Ideologicaly, the Mullahs leading Iran's theocracy believe as a matter of religious conviction
that destruction of Israel is necessary to bring about the Shiite version of Apocalypse where
Islam triumphs in the temporal and spiritual universe by the return of théri@m who will

rule the world from Jerusalem.

Iran Strikes Israel

In this scenario, Iran centers an EMP attack on Jerusalem to destroy Israel and facilitate the
conquest of its territory and the Holy Citynlike a nuclear airor groundburst, which wold
destroy Jerusalem, an EMP attack will enable capture of the Holy City. intact

A nuclear weapon is detonated at 30 kilomelt®B over JerusalenRadius of the EMP field
extends outward from Jerusalem to a distance of 600 kilometers.

The EMP fieldcovers all of Israel, all of Jordan, and all of Lebanon (Israel is mostly under the
peak EMP field where effects are strongebte EMP field covers the most populous part of
Egypt, extending as far as the capitol at Cairo and Alexandria; half of Sydimoathern Saudi
Arabia, covering the cities of Tabuk and Sakalkhof Syria is likely to experience protracted
blackouts due to cascading grid failures triggered by the EMP.

Northern Saudi Arabia would be blackedt due to the EMP, but perhaps na @ntire country,
because the cities of Tabuk and Sakakah (also called Al Jawf) appear currently to be on a local
grid that is unconnected to the national gfidbuk hosts one of Saudi Arabia's largest air force
basesTabuk and Sakakah and the surrougdiegion under the EMP field with its nearly one
million inhabitants and over 16,000 farms is one of the few agricultural lands in the otherwise
desert Kingdom of Saudi ArabiBlackout of this region and its airbase within range of

50iThe WwclamalN Deal o AFP July 13, 2017.
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NUCLEAR EMP ATTACK SCENARIOS IRAN STRIKES ISRAEL

supporting Israel woultle regarded as a bonus "warning shot" by Shiite Iran, that regards Sunni
Saudi Arabia as a hated apostate and ally of the United Statabuk and Sakakah are ever
connected to the national grid, an EMP field here would likely cause cascading fhiaires

would blackout all of Saudi Arabia, an even bigger bonus.

The EMP field covers a small part of Western Iraq, but no cities, and would not likely blackout
Iragd where are located powerful forces (100,000 troops) of the Iranian Revolutionary®uard.
From Iraq, the Iranian Revolutionary Guard could join in the conquest of Israel with its allies in
Syria and LebanonSIS might well join forces with the Iranian Revolutionary Guard for the
crusade against Israel.

Although Lebanon and Syria would be blaciad by the EMP attack, Hamas, Hezbollah, other
terror groups, and Syrian government forces of dictator Hafez Al Assad, could participate in the
conquest of Israel as their military capabilities are much ldear and less vulnerable to EMP

than the IsraeDefense Forces.

9"y.S. Officials: Up To 100,000 IraBacked Fighters Now In Irag" Fox News, August 16, 2016.
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Nonetheless, in this scenario Iran regards diminishment of terrorist and Syrian government
military capabilities by the EMP attack as a bonus, as these allies are also Sunni and secular
rivals to Shiite Iran's bold gambit to dominate theltile East.

EMP induced blackout of Egypt, Jordan, and partly Saudi Arabia, and paralysis of their military
forces, are bigger bonus@hese Sunni enemies of Iran, and allies of the United States, are the
most likely and best positioned Arab states thightriry rescuing Israel.

Iran Strikes Egypt and Israel

In this alternative scenario, Iran centers an EMP attack over Cairo, to knockout Egypt and Israel,
and to avoid diminishing militarily or alienating politically Iran's terrorist and government allies

in Syria and LebanorkEgypt is the most populous and militarily the strongest of the Arab

nation® Iran's most serious rival teadership of the Middle Easigypt is also Sunni, with a

secular antislamist government, an ally of the United States, aeddly to Israed which

makes Egypt almost as hated as Israel by Iran.

A nuclear weapon is detonated at 30 kilometers HOB southwest of Cairo, putting the peak EMP
field over Cairo, Egypt's politicahilitary center, and over many of its most important aimy,
and naval baseRadius of the EMP extends to a distance of 600 kilomeEgeanples of some

Antalya Adz.ana

Cyprus Syria

O EMP Field

» Likely Blackout Zone within EMP field
and beyond from cascading failures.

Beirut. Lebanon
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of Egypt's military assets conazl in the EMP field are Navy Headquartansl the nation's main
naval base in Alexandria, and the major air force basésasu€airo West AFB, Abu Suwayer
AFB, and Bir Gifgafa AFBCascading failures in the grid would blackout all of Egypt.

All of Israel is covered by the EMP fieltialf of Jordan is covered by the EMP fieleascading
failures would probably blackout the wkaf Jordan, which is on a single gridortheast Saudi
Arabia is in the EMP field, but this would likely cause only localized blackouts as the region is
not connected to the Saudi national grid.

None of Lebanon or Syria is covered by the EMP fi€ltls,the EMP attack paralyzes Iran's
enemies and spares its most important allies.

Egypt is so unstable that an EMP attack that paralyzes the government, communications,
transportation, and cuts the supply of food and water might well trigger a protractiedioevor

civil war, effectively destroying the state of Egypt and creating a zone of permanent chaos, as in
Libya, Gaza, Lebanon, and Syria.

Iran Strikes Saudi Arabia and the Gulf States

In this scenario, Iran centers an EMP attack over Riyadh, thelaaff@audi Arabia, to destroy

its main ideological rival for leadership of the Muslim world in the struggle between Shiites and
Sunnis Sunni Saudi Arabia, protector of the holy cities of Mecca and Medina, has long claimed
spiritual leadership of Islam,@aim legitimated to many Muslims by the blessing of Saudi oil
wealth Oil rich Saudi Arabia and its oil wealthy allies Kuwait, Bahrain, Qatar, and the United
Arab Emirates, all Sunni, have used their wealth and influence with the West to lead Arab
oppositon to the rise of Shiite Iran.

Saudi Arabia and its Persian Gulf allies have small populations, and small militaries, that rely
heavily on western jet fighters and other htghh equipment to compensate for their lack of
manpower with modern firepowekn EMP attack that neutralizes their military capabilities
would be a red carpet for invasion and takeover of their oil wealth by Iran.

Iran knows that the world economy is heavily dependent upon Persian Gulf oil, and for that
reason has frequently attemgt® coerce the West by threatening to cutoff the supply of oil by
closing the Strait of Hormuz with Iran's NaWowever, the presence of the U.S. Navy in the
Persian Gulf to protect the strait makes this a hollow thfeaEMP attack that destroys Saudi
Arabia and the Persian Gulf states, and better yet enables Iran to capture their oil wealth, would
eliminate Iran's main Muslim ideological rival and put its foot on the throat of the world
economy.

A nuclear weapon is detonated 30 kilometers HOB oveadRiythe Saudi capitdRadius of the
EMP field extends from Riyadh to a distance of 600 kilomeTdrs EMP field covers most of
Saudi Arabia's most important military bases, including for example Riyadh Air Force Base,
King Khalid AFB, Hail AFB, Al KharjAFB, Al Kharj East AFB, Prince Sultan AFB, and
Sulayel AFB The EMP field covers all of Saudi Arabia's major oil fields and pipelines,
including Jubail, Ras Tannurah, Dhahran, Dammam, and Abqgaiq.

The EMP attack would probably also cause protracted black@ll Saudi Arabia’'s Persian
Gulf allies The EMP field covers all of Kuwait, all of Qatar, all of Bahrain, and part of the
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United Arab EmiratesThe EMP would most likely trigger cascading failures through the electric
grid that would blackout all ohe UAE.

While accomplishing the above, the EMP field would not paralyze Iran's allies in Iragq and
Yemen Although the EMP field covers part of southern Iraq, the national electric grid is not in
this region, the Al Muthanna, which is inhabited by Sunoistife to Iranlrag's Shia regions are
spared.

100,000 Iranian Revolutionary Guards now in Iraq could spearhead an invasion of Kuwait, Saudi
Arabia and the Persian Gulf states, while the Houthis attack from Yemen.

The attack described would avoid placengEMP field over the holy cities of Mecca and
Medina, that might be an important consideration for ideological and propaganda reasons.

Pakistan Strikes Israel

Pakistan has nuclear weapons and nu&eaed missiles and is capable of making an EMP
attack Although nominally a U.S. ally, Pakistan supports terrorist organizations and often works
at crosspurposes undermining U.S. foreign policy objectives in the war on terrorism and in U.S.
efforts to contain nuclear and missile proliferation
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Radical Islamis normative in Pakistatsrael and the U.S. are hated by the general popufdtion.
Many in Pakistan's intelligence services and the military are sympathetic to the Taliban and
support terrorist operations the Taliban or radical Islamists in the milyatook over the reins

of government, virtually overnight Pakistan could become a nuclear threat to Israel.

The current Pakistan government is hostile to Israel because of Israel's commercial and military
cooperation with IndiaPakistan's archeneniy.

Pakstan, like Iran, has aspirations to lead the Muslim world, which is one of the reasons it
developed nuclear weapor&akistan could become the Sunni version of Iran, and shift its
energies from an endless territorial struggle with India over Kashmiséoteng its military
supremacy and ideological leadership of all Muslims.

Indian analyst Regan Traje in "The World Must Prepare Sunni Islamic Nuclear Coalition”
foresees just such a developm@nyurred by the threat of Shiite Iran with nuclear weapo
Sunni Saudi Arabia and newly Islamist Sunni Turkey would turn to nualeaed Sunni
Pakistan to form what Traje calls a "Sunni Islamist Nuclear Axis":

fAiln the Sunni Islamist worldview, Dar ul Harb (the realm of war) must ultimately
become Dar ulslam (the realm of peace/submissidn)this worldview, all non
Muslim states are part of Dar ul Harb and are colluding against Islam, in one way
or another....To all three, the strategic benefits of a nuclear axis are undeniable
For Pakistan, any wagut of its rut is a welcome one, and to emerge as leader of
the Islamic world has always been its ambitiSaudi Arabia considers itself the
leader of the Islamic world already, but it will probably be willing to share the
table for a public nuclear umblta over which it exercises some overt cont/s

for Turkey, the government of President Recep Tayyip Erdogan is turning the
country into a quasDttoman state with a strongly Sunni orientation....For all
three, the creation of a Sunni nuclear axis cowgiT urkic, Arab and South Asian
Muslims® who make up the bulk of the world Islamic populalignomises a
powerful reorientation from their current secondary role in the global public
spaced®®

In this scenario, Pakistan makes an EMP attack on Israeled asdeadership of the "Sunni
Nuclear Axis" and the Muslim world, and through "shock and awe" to deter the West and
overshadow IrariThe EMP attack, from a nuclear weapon detonated at 30 kilometers HOB over
Jerusalem, would be the same EMP field abénscenaridran Strikes Israel

However, in this scenario, where Pakistan is allied to Saudi Arabia and Turkey, the Saudis would
have to be willing to sacrifice their northern cities of Tabuk and Sakatdtich they might do

to destroy Israel and therebgsart their world leadership of all Muslims and also deter a nuclear
Iran. Saudi money has paid for terrorist suicide bombings that have killed thousands of fellow
Sunni Muslims and accomplished much less.

®L pakistan is number 3 in "Countries Who Hate Israel The 81@sip Ten List" thetoptens.com, undated.
®2"Why Israel And Pakistan Can Never Be Allies" Express Triulune 13, 2012; "Revealed: India Close To
Signing $3 Billion Defense Deal With Israel" The Diplomat, February 10, 2016.

%3 Regan Traje, "The World Must Prepare For A Sunni Islamic Nuclear Coalition" Swarajya, July 30, 2016.
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Alternatively, a Pakistan that is taken over byidan sympathizers would probably see Saudi
Arabia as an apostate and "traitor" nation (as did Al Qaeda leader Osama Bin Laden, a Saudi
Arabian and Sunni), and regard an EMP attack to destroy Israel that also injures Saudi Arabia as
all for the bestin this less complicated scenario Pakistan would go rogue and attack Israel on its
own.

Nuclear Terrorists Strike Israel

In this scenario, Hamas gets a nuclear weapon from Iran or from Pakistan or from North Korea

I

The Hamas version of a constitutional charter calls for the destruction of Israel.

Hamas uses a Scud missile, a commercial jet doing a zoom climb, or a meteorological balloon to
loft the nuclear weapoto detonate at 30 kilometers HOB over Jerusalserael's Iron Dome

missile defense has a ceiling of 10 kilometé&isee EMP field would be identical as in the

scenario abovian Strikes Israel

Hamas would regard EMduced protracted blackout of Egyfpardan, angartly Saudi
Arabia as a bonus, as these are regarded as "traitor" ndti@npeak EMP field would cover
most of Israel probably including Gaza, the home of Hamas.

It would be the ultimate terrorist suicide bombing.

ted text
eleted text
d text

ed text
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\% THE FAR EAST

In August2016, following the earlier crash of a3 bomber in Guam, sent to make a
demonstration flight over the disputed South China Sea, the U.S. sent to Gua#y a B1B,
and a B2 bomber to make demonstration flightgs the first time all three types of.S. nuclear
bomber were sent on a joint mission to the South Chin&"Sea.

China protested the appearance of the nuclear bombers as a provdtatioikKorea accused
the United States of preparing to launch a surprise nuclear.aktalNorth threatenetd launch
preemptive missile strikes against the United States mainland and U.S allies.

On Monday, August 22, 2016, according to Fox News "Tensions Run High In Asia As S. Korea,
U.S. Begin Annual Military Drills":

fiNorth Korea threatened Monday to laltma nuclear firststrike and turn Seoul
and Washington intéa heap of ashé a threat that comes on the heel of China
using its military to signal that it, too, would go to war to enforce its territorial
claimso

Plausible scenarios for nuclear EMP dttamerge from the Far East in newspaper headlines
almost weekly.

North Korea Strikes South Korea and Japan

ANorth Korea now h-aasge tnibsiles and is maviegratteadwithiasudbn t a |

| aunched missile, 06 accorAdirn g-Natioma@rsmdSpace eport s
Intelligence Centet’ North KoreahasSuperEMP weapons, according Morth Korea,Russian

sources, reportedly South Korean military intelligeraced at least one Chinese military

commentatof®

In this scenario, North #rea makes an EMP attack on Japan and South Korea to achieve its
three most important foreign policy goals: reunification with South Korea, revenge upon Japan,
and recognition of North Korea as a world power

Conquest of South Korea is an obsession withtiNKorea's politicamilitary leaders,
constituting the chief reason for the existence of North Kdveat of North Korea's production

65 Air Force B-52 Crashes In Guam" MilitaryTimes.com, May 18, 201658 B-1, B-2 Bombers Share Tarmac

On Guam For First Time" Stars and Stripes, August 11, 2016.

®6“N. Korea Threatens Attack On U.S. Military Bases In Pacific Over Bombers Deployment" Korea Herald, August

18, 2016.

Bill Gertz, fAlntelligence Report WaBeacn hly13@01d;wi ng Mi s :
Defense Intelligence Ballistic Missile Analysis CommittBallistic and Cruise Missile ThrealSAF National Air

and Space Intelligence Center (2017).

®Kim Min-sekand YooJee o, AMi |l itary Source War rgdailp Bepthinobere,h6s EMP [
2009; Li Daguang, ANorth Korea Electromagnetic Attack
Capabilitiesd Tzu Chin, No. 260 (Hong Kong: June 1, 20

Build EMP Bombs To Paralyze RO We a p 0 n s DrSPetertViecera Pryg For ei gn Vi ews of EIl ec
Pul se (EMP) Attacko testimony on behalf of EMP Commi ssi
and Homeland Security, Senate Committee on the Judiciary (WashingbnMarch 9, 2005).
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and activity is channeled into preparations to achieve reunification with South Korea by coercion
and force.

Revengeagainst Japan for occupation of Korea during World War Il and brutal exploitation of
the Korean people is a daily theme in North Koreadienand government statemer@ina,

North Korea's closest and most important ally, is almost as vociferous asrtherNo
condemning Japan for itsq@ations during World War INorth Korea and China both contend
that Japan's imperial ambitions are unabated, now transformed into joint empire building with
the United States

Revenge against Tokyo is a convenient rale for someday attacking Japan.

War against Japan will be necessary for the North to conquer South KoréaKorea knows

from the experience of the Korean War that war against Japan will be necessary as it was an
indispensable staging area for U.Sd atliedforces defending South Korddorth Korea also

knows from the presence of U.S. military forces in Japan and South Korea, that the conquest of
South Korea will again be opposed by U.S. forces stationed in Japan and transiting through
Japanese poremnd air bases from the U.S. mainland, helped by Japan's military.
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