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Preface

The vision fothe Electric Reliability OrganizatiBROENterprise, which is comprisedthie North American Electric
Reliability CorporationNERTand the eight Regional Entiti€RES)is a highly reliable and secure North American
bulk power systenfBPS)Our mission is to assure the effective and efficient reduction of risks to the reliability and

security of the grid.

The North American BPSlisided into eighRE boundarieas shown in the map and corresponding table belohe
highlighted areas denote overlap as some lsadving entities participate in one Region while associated
Transmission Owners/Operators participate in another.

Florida Reliability Coordinating Council
FRCC
MRO Midwest Reliability Organization

NPCC Northeast Power Coordinating Council
RF ReliabilityFirst

SERC SERC Reliability Corporation

SPRRE | Southwest Power Pool Regional Entity
Texas RE Texas Reliabilitintity

WECC | Western Electrity Coordinating Council
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Executive Summary

NERC, as the ERO of North America, assures the effantivefficient reduction of reliability and security risks for

the North American BPS. Annual and seasonal risk assessments that look to the future and special reports or
emergent risks serve to identify and mitigate potential risks. Additionally, anadjgest BPS performance serve to
document BPS adequacy and to identify positive or negative performance tiBfQ annualState of Reliability

report is one such analysis of past performance that informs regulators, policymakers, and executives at a high level
while providing granular technical details (typically in appendiceshhimse interested irthe underlying data and
detailed analytis.

The State of Reliability018A & b 9w/ Qa Ay RS Ld8vlépEdybiits Ferdformnte An&yisi staff with
support from the Performance Analysis Subcommittee (PABg State of Reliability2018 focuses on BPS
performance during 2017 as measured byradetermined set of reliability indicators (metricsBased on the
metrics, the BPS provided an adequate level of reliability ¢AlLRng 2017.The only metric indicating cause for
concern is Metric ML: Planning Reserve Marginvhich isactuallya forward-looking metric previously reported in
b 9 w 2@& Summer Reliability Assessnfelnt addition to identifying reliability risks, NERC highlighdsificant
work by industry to improve reliabilitAnalysis ofhe 2017events anddatadrives sixkeyfindings

Key Finding 1: BPS Showed Improved Resilience during the NERC
=8 Category 5 Events
' HurricanesHarvey and Irma resulted MERC Category 5 Evelthe highest severity

levelwithin the Event Analys{&A)Process. While wind and water damage were
record setting, the restoration efforts and subsequent recovery times were imprg

2 ; from historical benchmarks.
Details in Chapter 5

Hurricane Harveinflicted massive disruptions on the electric povsgstem irsouth Texasdamaging 85 substations,
over 850 tansmission line structures, and caus®p transmission line outagdsxtensive floodingnd storm debris
challenga the recovery procesdJse ofamphibiousvehicles,unmanned aerial vehicle@rones) and airboats to
perform damage assessmerafiowed utilities to preplanprior to areasbecming accessibleexpediing recovery
efforts.

Similarly,lrma caused more electric outages than any stimrlorida historyln2 y S dzSelvitetdiitdrpalone,
a total of4.45 million customers lost power contrasted witle previous high of 3.24 millioinom Hurricane Wilma

1The delay in performance metrics reporting results from the time necessary for quarterly data collection, submission enblE&@ation.

2The followingisthe8FA Yy AGA 2y 2F a! RSdjMzr §S [ S@St 2F wStAlFoAfAGER
http://www.nerc.com/pa/Stand/Resources/Documents/Adequate Level of Reliability Definition_(Informational Filing).pdf

3 Chapter 3 pesentsTable3.1, which summarizes the results of each of the original 16 reliability metrics for 2017. Supporting information for
the complete set of metrics is includedAppendix FincludingMetric M-1: Planning Reserve Margietric M-4: Interconnection Frequency
Regponseis the exception anéincluded inAppendix E

4 TheSummer Reliability Assessment 2@48 be found at the followingpcation
https://www.nerc.com/pa/RAPA/ra/Reliability%20Assessments%20DL/NERC_SRA 05252018 Final.pdf

An excerpt of tle first Key Finding on pagéx statesdThe majority of assessment areas maintain sufficient resources to meet and exceed
their Planning Reference Margin Levels for this summer. However, certain areas face additional operating challenge®framesitince

shortfall or a diminishing resource surplus. TexaEREOT projects an Anticipated Reserve Margin of 10.9 percent. This Reserve Margin
equates to a capacity shortfall of 2,000 MW based on the ReferaicdNB A Y [ S@St 2 F ™o dafgpwaldBSdkiigSnétiicd ¢ ¢ K A
and is a candidate for retirement from future State of Reliability reports.
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Executive Summary

in 2005 System hardening between the stornmereased resiliencgnd reducedrestoration timefrom 18 days for
Wilma to 10 dgsfor Irma®

Recommendations

1-1: EmphasizéParticipation in Mutual Assistance Program®iutual assistance agreements provided essen
personnel, equipment, and material following Hurricandarvey andirma. NERCshould encourage
participationwith assistance from government and ngovernmental authorities where applicable.

1-2: ExpandUse of DronesCoordination with government and first responders is critical for successful ¢
use.NERCIn mllaborationwith the industry, should publish leson learned @ guide moreeffectivedrone
use andnform governmentegulatoryagencies thaincreaseddrone usecan increase grickeliability.

1-3: NERCHould Amplify Information SharingNERC should publish event repofts both hurricanes ang
expand its outreach to include multimedia productsand public presentations,including continuing
collaborative efforts with theNorth American Generator ForumAGH, the North American Transmissic
Forum NATH, and others to share reliability information anelek new venues for increased sharing.

AN Key Finding 2: Inverter Disconnects during Transmission
Disturbances Present an Emerging Risk

4 A number of events have resulted in the wipeead loss of BR®nnected inverter
based resources for different reaso™ERC initisd the InverterBased Resourc
Performance Task Ford®PT}; which studed inverter performane under a variety
of circumstanceandinformedindustry on potential risks and their mitigatiom2017
and will continue to do so as long as the need exists

Details in Chapter 5

On August 16, 2016, a 500 kV line f¢diiring the Blue Cut Fire in San Luis Obispo Co@atijornia) resulted ina
reductionof 1,000 MW of BRSonnected solar photovoltaic (PV) resources in CAFSTn October 9, 2013 220 kV

and a 500 kV linéduringthe Canyon 2 Fire east of Los Angef&difornia) each experienced phade-phasefaults

with normal clearinghat resulted in the reduction of over 900 MW of solar PV across a aneleof the Southern
California Edison footprinT.he majority of these invertebased resources tripped elihe due to sukcycle transient
overvoltages and irtantaneous protective action at the inverters to disconnect them from the grid. A significant
amount of inverters also entered momentary cessation during and following the fault events. The events were
analyzed and an ERO event report was publiSHeERCNATF, NAGHhe Utility VariableGeneration Integration
Group®and EPRI are conducting webinars to inform industrgesiredperformanceoutcomesand inverter settings

to achieve them

SCE2NARF t268N) g [AIKGEQEA Lzt AO LINBaSyidliAzy (2 G(KS 5thhe 9f SOU NX ¢
following locationhttps://www.energy.gov/sites/prod/files/2018/02/f49/2 Emergency%20Response%20and%20Resilience%20Panel%20
%20Tom%20Gwaltney%2C%20FPL peé slide 4 for relative hurricane restoration times.

6 See the Blue Cut Fire disturbance repatrthe following location

https://www.nerc.com/pa/rrm/ea/1200 MW _Fault Induced_Solar_Photovoltaic_Resource /1200 MW _Fault Induced_Solar_Photovoltaic_
Resource_Interruption_Final.pdf

7 See Level 2 NERC Alédssof Resources during Transmission Disturbances due to Inverter Sattihggollowing location:
https://www.nerc.com/pa/rrm/bpsa/Alerts%20DL/NERC%20Alert%20L 0ss%200f%20Solar%20Resources%20during%20Transmission%20Dis
urbance.pdf

8 See the Canyon 2 Fire disturbance report at the following location:
https://www.nerc.com/pa/rrm/ea/October%209%202017%20Canyon%202%20Fire%20Disturbance%20Report/900%20MW%20Solar%20Pho
tovoltaick%20Resource%20Interruption%20Disturbance%20Report.pdf

9 Utility VariableGeneration Integration Group changed its name to Energy Systems Integration Group in March 2018.
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Executive Summary

Recommendations

2-1. Alert Industry ofEmergingPotential Riskgo Reliabilityas Identified NER@evelopedasecond Level lllert
(industry recommendation) in May 2018 further analyze inverter information and evaluatee extent of
conditions associated witemergingissues.

2-2: Publish a Reliability GuidelinRegarding InverteBased Resourcesn coordination with the IRPTF, NA(
vendors, and manufacturerBlERC shoulpublish areliability guidelingo captureinverter-6 | & SR NX
different performancecharacteristicsincluding coverage gflanning, dsign, and coordinationecessaryor
their reliable integration into the BPS

2-3: IncludeVendors andManufacturers inAnalyses wherPossible As the grid continues to rapidly transforr]
NERC must continue to track and trend occurreneesl events to identify, analyze, and provid
recommendations for risk mitigatioNERC must alsaugment collaboration with the technical committeg
by including vendors and manufacturers in the technicablgsis of equipment performance ar
specifications.

Key Finding 3: No Loss-Of-Load Due to Cyber or Physical Security
Events despite Continually Evolving Threats
In 207, there were no reported cyber or physical security incidents that resulteg

lossof load. Nonetheless, grid security, particlyasyber security, is an area whe
NERC and the industry must continually improve defensesreatdttontinue to
rapidly ewlve

Details in Chapter 6

While there were ndNER@eportable cyber security incidents during Z0dnd therefore none that caused a loss of
load, this does not necessarily suggest that the risk of a gdarrity incident is low as the number of cyber security
vulnerabiliies are increasng.'® Registeredentities report physical security events to thel§AC as required by the
NERC EGB04-3 Event Reporting Reliability Standakeky Finding & a result of the total number of physical security
reportable events' that occuredin 2017 and identifies how many have resulted in a loss of load. This finding does
not include physical events affectinlistribution-levelequipment (i.e., norBulk Electric SystenBE$equipment).

Both mandatory and voluntary reporting indicate thdistribution-level events are more frequent than those
affecting BES equipment.

Recommendations

3-1: Enhance&curity Posture: The ndustry should continueto drive improvements irits security posture
through technological hardening, growing a culture of security, and effective information exchange be
entities, the EISACand trusted partner organizations.

3-2: Maturation of Security StandardsThe ERO Enterprisiouldcontinueto drive positive security outcome
by continual improvemenof the Critical Infrastructure Protection (Cl8®andards andy effective execution
of the compliance monitoring and enforcement prograRarticular attention should be given to the ne
steps h assessing and responding to the recognized complexity of supply chain risks.

3-3: Expand theUse ofSystems such athe Cybesecurity Risk Information Sharing ProgramheEISAC shoulc
identify and evaluate opportunities to lowahe cost of participationto include more entities, »glore
Department of EnergyDOB funding for broader participation oflefense critical electric infrastructur

10ERO Reliability Risk PrioritiedSC Recommendations to the NERC Board of Trusteesmber 2016, p..Risk Mapping chadepicts Cyber
Searrity Risk as having high potential impact and relative likelihood ofvB&Soccurrence.
11 Reportable events are defined in Reliability Standard-B®F3 Event Reporting, Attachment 1.
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Recommendations

utilities, and supportAmerican Public Power AssociatiGhPPAxnd National Rural Electric Cooperati
AssociatiolNRECANnember participation.

3-4: ExpandData Input from GrossSector Public and Private Resources The EISAGhould nclude other data
sources such as theFederal Bureau of Investigatiofrl), SANS Ingtite, Verizon, etc., as inpstfor
increasing awareness dfie broader security landscape surrounding critical infrastructufgise HSAC
should improve notification capabilities while reviewing and developing specific and puipaeuser
community requirements.

3-5: StrengthenStuational AwarenessCapabilities NERC should also create, maintain, and supadditional
collaborative efforts tostrengthen situational awareness for cyber and physical security while prov
timely and coordinated information to industry. In addition, industry should continue to review its pla
and operational practices to mitigate potential vulnerabilities toe BPS? Timely and complete
implementation of the HSAC strategic plan will substantially increase its tools and analytically capabil
this area and will increase the ability to share this information with the industry.

&

Key Finding 4: Transmission Outages Caused by Failed Protection
;T "~ ® ' system Equipment, AC Substation Equipment, or Human Error All
II I |I Show a Decreasing Trend for  the Last Five Years

These three areas have historically been major canfseansmission outage$ach
, hastrended downwardfor the last five years; howevethese areas remain majo
Details in Chapter 3 contributorsto transmission outage sevgr and will remain aresiof focus.

Transmission outage rates are trending lower wttike overall correlation with outage severity hasmained similar
to past yearsTransmission linsustainedoutages caused biailed ACCircuit Equipment andailed ACSubstation
Equipment €.g.,breakers, transformes) have remainedop contributors toBPSransmission outage severity

Recommendations

4-1. Continue Emphasis on Human Performand@iP)Training: NERC should continue focuson HPtraining
and education through conferences and workshops that increase knowledgeranile information to
further mitigate risk scenarioselated to transmission and generation outages

4-2: ExpandQoordination and Gollaboration: NERC shouldhéreasecollaboration with theNAGF, NATF, ar|
other groupsto expand education, outreach, and trainitimprove awareness dfiPchallengedor both
industry and policy makers.

4-3: Initiate Focused@ollection and Assessmentindustryshould investigate th@alue of increased granularit
of data collection fotransmissionoutages caused biailed ACOrcuit Equipment, Biled AC Substation
Equipment, and HPNERC has published addendum documt€rits the Event Analysis Program that eli
more event informaibn for the aforementioned transmission outage types and will prepare detailed Fg
Mode and Mechanism documents to guide industry analysis of such events.

12 See Reliability Standard EO@4-3 Event Reporting at the followgrlocation:
https://www.nerc.com/pa/Stand/Reliability%20Standards/EO®%-3.pdf.
13 See Reference Materials for Event Analysis at the following locduits://www.nerc.com/pa/rrm/ea/Pages/EAProgram.aspx
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Key Finding 5: Frequency Response Performance Trends, while
~ Remaining A cceptable, Are Showing Varied R esults by

Interconnection.

Individual Interconnection performance is separated imterformance during the

arresting period and during the stabilizing peridthiree of the foumterconnections
- trended dmproving during the arresting period, and two of the fotrended
Details in Chapter 2 a A Y LINSRI@iig ytha stabilizing periodNo Interconnection experieed frequenc
response performance below itaterconnection frequency response obligati
(IFRO).

Frequency response arrests and stabilizes frequency during system disturbBliEge€ closely moniwthe M-4
Interconnection frequency responseetric (IFRO in the stabilizing perica the rapidly changing resource mixist

continue toprovide sufficient amounts dfequency responsé* this isan essential reliability service (EREIRC also
emphasiesthe importance ofnaintainingmargin between théowest frequency (nadir) of a loss of generation event
(during the arresting @riod)l YR G KS NBAaLISOGAGS LYGSNO2yySOGA2YRA dzy
provides a vital BPS safety neobwever, BPS operation should occur in such a waytdaunnecessaryJFLS
activation'® Activationde-energizsprioritized load to protect the BPS as a whaliso protectinghe highest priority
distributionloads of police, fire, and hospital facilities.

Individualnterconnection performance iseparated intoperformance during the arresting period and during the
stabilizing period

Arresting PeriodOver the 20182017 operating yearshe Eastern InterconnectiorE(), the Texas Interconnection
(T), and theQuébec Interconnection (Qdachhada statistically significandndimproving frequency response trend
during thearresting periodThe Western InterconnectioW\(l) trend was neither statistically improving nor declining.

Stabilizing Periodfrequency responsever the 20182017 operating garsindicated that the WI and Tltrends
experiencedstatistically significanimprovement during the stabilizing period The El and QI trends neither
statistically improed nor declired. Interconnection performance differencesnpact decisions on resource
characteristics vital to maintain the reliability of BPS.

Recommendations 16

5-1. EnhancdPerformanceAnalysis NERC shouidtensify efforts and analytical capabilitynweasure the effectg
of the changing resource mbn frequencyresponse and voltage suppoiihcluding any effects related t
distributed energy resources.

5-2: Ensure Frequency Respon§apabilities for New Generation Resources Regulators and marketshould
continue to support modificationgnd improvementsto generator interconnection agreements NERC
shouldconsider methods that promote improvadargins between theadir andthe UFLSetpoint. NERC
shouldalsocontinue toprovideprotection against multiple frequency events.

14 TheEssential Reliability Services Task Feteasures-rameworkReportcan be found at the followinipcation
http://www.nerc.com/comm/Other/essntlrlbltysrvcstskfrcDL/ERSTF%20Framework%20Repe¥t@iinal. pdf

15 ReliabilityStandard PRG06-3 1 Automatic Underfrequency Load Sheddican be found at the following location:
https://www.nerc.com/pa/Stand/Reliability%20Standards/PB@E-3.pdid Ly G KA & & G | efiert, NR.Q & chaddetdzedasS & il
LINEGARAY3I aflad NBaz2NI aeadSYy LINBASNBIGA2Y YSI ad2NBadé

16 Chapter 2includes detailed recommendations that do not rise to the level of inclusion in the Executive Summary. These recommendations
are specifically worded to provide guidance and consistency for related work Bisite of Reliability 2058 Ay b 9 w/ul ABAIOO3 v Y SR
Informational Frequency Response filing in response to FERC Order 794, and for the ongoing work ed@3eI#idard Drafting Team.
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Executive Summary

Recommendations '©

5-3: Expand Goordination and Outreachh NERC shouldollaborate with the NAGFand othersto increase
frequency response awareness and capabilitMiSRC should alsxpand education, outreach, and traini
to improve awareness dfequency responsehallengedor all levels of industry and policy makers.

Key Finding 6: Protection Systems Misoperations Rates, while
Remaining High Priority, Have Declined for the Fifth Consecutive
Year.

The overall NERC misoperation rate is lower irv 264n 2016 (7.1 percent down

from 8.3 percent continuing afive-year trend of declining rates across No
America. The three largest causes of misoperations i 2Jhained the same as i

Details in Chapter 3 2016: Incorrect Settings/Logic/Design Errors, Rebsilure/Malfunctions and
Communication Failures

Protection system misoperations exacerbate the impact of transmission oytdggeby increasing their severity.
While the misoperation rate for somiREsncreased in 204, the overall NERZD17misoperdion rate is lower than

20167Forthesecon®@ S NE GKS 29/ / wS3A2yQa 2LISNI A2y O2dzyi

to be developedn 2017 (calculated to be 4.@ercentfor 2017). Inclusion othe WECQate lowersthe 2017NERC

rateto 7.1 percent

Recommendations
6-1. Continued Focus Merited, Alignment of Definitions Required: Protection system misoperation shou
remain an area of focyasit continuesto be one of the largest contributors the severity of transmissior
outages.NERC should publish detailddta reporting instructions¥R) for misoperations to create bette
alignment of entity understanding anmdore consistensubmissions of misoperation data.

6-2:. ExpandOutreachBforts: Regional Entities shoul@itinue andexpandefforts on education, outreach, an
training with industry and stakeholderto reduce protection systenmisoperations NERC shouldlso
continue tosupport thesharing of good industry practices and lessons learned to continue the dowr
trend.

6-3: Leverage Complementary Work: NERC should oatinue collaboration with the NATF, vendors
manufacturersand othergo understand, mitigate, and reduce thpeotection systemmisoperation rate angd
impact on the BES.

Foundational support for these filings and recommendations comprises the chapter contenthef State of
Reliability 2018Specifics, analytics, and associateahglar detailof the datamakes up the content dhe related
appendices.

17TheState of Reliabilitp017stated the 206 rate as8.3 percent including WECC and Bercent excludig WECC since that was the first year
that WECC operations were reported to support a regional misoperation $aie of Reliability 2018 the first report to include WECC for
all NER@evel comparisons. Alsajrther analysis resulted iacorrection b the 2016 NERC level misoperation rate without WE@Esasng
it by 0.1percent from 8.7 to 8.8 percenivhich doesot significantly impact theesultingconclusions on protection system performance.
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Chapter 1 : Availability Data Systems Assessment

This chapteprovidesan overviewof BPS performance as indicated by the analyseékeoTransmission Availability
Data System (TADShe Generation Availability Data System (GADS), thedDemand Availability Data System
(DADS). These analysetichare based on 2018017 dataprovidea basis to evaluate 2017 performance relative
to the previous years and performance trends over the last five years.

Overview
The following is asnmary of 20182017 performanceof transmission, generatigmnd demand response:

1 TransmissiorSystem Oveaall, 2017 performance of the transmission system was steady over the five years
and has improved as compared with 2016.

1 Generation SystemWhile the 2017 annual megawatteighted equivalent forced outage rate (WEFOR) is
slightly above the fivgrear averge, the trend over the five years shows improving reliability for the
generator fleet.

1 Demand Respons&he 20182017 trend of demand response realization is improving.

Daily performance of transmission and generation systems is statistically analyzeddndix A

Highlights of TADS Analysis

TADS inventory and outage datee used to study the initiating cause codes (ICCs) and sustained cause codes (SCCs
of the transmission outages. This analysis shed light on prominent and underlying causes affecting the overall
performance of the BPS. A complete analysis of TADSsqatsented inAppendix B

NERC performed five focused analytical studies of TADS data from the2R2QTperiod. Thefollowing are the five
studies:

1. 200 kV+ TADS ac circuit events (momentary and sustained) fronqZDIBanalyzethy ICC

2. 200 kV+ ac circuit common or dependenbde (CDM) events, which resulted in multiple transmission
element outages from 20X2017 analyzed by ICC

3. 200 kv+ TADS ac circuit events (momentary and sustained) by Region frag@@DAanalyzed by ICC
4. 100 R+ TADS ac circuit and transformer sustained events fromq2015 analyzed by ICC
5. 100 kV+ TADS ac circuit sustained 22087 outages analyzed by SCC and by pais@T

The results of these studiese summarized with the following observations:

9 Controllable Cause Code$he overall number of events with a controllable ICC has reduced fron 2016
2017. Excepting Vegetation, the individual cause codes also experienced a reduction in the number of events.

1 Failed AC Circuit Equipment and Failed AC S&ilmn Equipment® Cause CodesFailed AC Circuit
Equipment initiates and sustains more outages than any othese codeWhen accounting for duratign
sustained outagewith the ICESCC Failed AC Circuit Equipmentl@@5CC-dled AC Substation Equipnten
havenotably highercontribution to the total transmission outage severity than any other-83T group for

1Bh! ¢ CQa adzLILX SYSyl,forthe 20142016 Paliod the/ladesd toritrutdiskd siistained outages for overheadircuits
coded as Failed AC Substation Equipment are breakers (declining) and arresters ($teadgyess these causes, NATF is collaborating with
EPRI on an initiative texplore the failure mode for certain types of equipmeite EPRI Industiifide Transmission and Substation
Performance Database is currently being used to gather information on transformers and arresters with plans to includs ioréadéuture.
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Chapter 1 Availability Data Systems Assessment

the three years in the studyAddiional analyseto the causation of this are being planned with thaDS
Working Group (TADSWG).

I Misoperation Cause CoddiCC Misoperation initiates the largest number of events with multiple outages
(CDM events) than arpther cause codeAlso, this group is a top contributor to the totednsmission outage
severity(TOS$ of the CDM events.

1 Unknown Cause Cod®While still a top contributor, the ICC Unknown has continued to initiate fewer TADS
events The number of Unknown momentary and sustained events of 200 kV+ ac circuits had a statistically
significant decrease, and the number of sustained events of 1@0ak\tircuits initiated by Unknown also
reduced.

1 Fire ICCIn 2017 the number of events initiated by Fire was the largest number of events in the five years
studied. These events were mostly initiated by wildfires that were prevalent iliteroughout 2017.

Figurel.1 andFigurel.2 provide a graphic summary of Studies 1 and 4, respectively.

Figurel.l represents an analysis of the TOsk rof the 20182017 TAD$or the 200 kV+ acircuitsand provides a
comparison with analogous results for 2@2P162° A marker (bubble) represents a group of transmission outage
eventswith a common IC@epresentedby a number! The sze/area of the marker representhe frequency of
evens initiated by thelCC and is proportional to the number of events initiated by a given cahgexaxis is the
magnitude of the correlation of a given ICC whk TOS. The-gixis represents the expected TOS of an event when
it occurs. The color of the marker iiedtes if there is a correlation e TOS with the given IC&4tistically significant
positive correlation: redstatistically significanbegative correlation: green, or no significant correlation: blue). For
example,the location and color othe Misoperation bubble inFigurel.1 indicate that TADS events with an ICC of
Misoperation have the highest expected TO& is statistically significantly greater théme average TOS of all TADS
events of 20kV+ ac circuitavhile the events with ICC Misoperation are not very frequent as reflected by the average
size of the bubble. The second biggest marker corresponds t¢Q@eLightning that has no significant correlation
with the TOS but shows a high relative transmission risk because of the high probability of events initiated by
Lightning. The other two biggest ICC groups, Unknown and WeakharudingLightning), have astatistically
significant negative correlation with the TOS.

The bright colors correspond to groups of events in the 22037 data, the faded coloorrespondto the groups

of events in the 2012016 data. Change in siaeposition of a bubble withlie same numberdelineatinglCC) may
indicate improved or declined performander three groups of eventsinitiated byFire(3), Contamination (4), and
Foreign Interference (18)the average TOS did not redudery conditions in California drove at leastet Fire
category to slightly higher TOSIl other bubbles moved loweshowinga reduction in TOS of events initiated by a
given cause. The overall average TOS of the ¥ eventsverereduced compared with the 20£2016 events.
There were no signifant changes in the size of the bubbles; some bubbles moved right@emgtamination(4)) or

left (e.g, Weather, Excluding Lightnin¢l2)), pointing to increased or decreased correlation, respectively, of the
group with the TOS.

BPSNJ b! ¢CQa &dzZLJLX SYSydGlt FylteaSazr 2dzitk 3Sa 02 R&dentdf thoseédutsigesybringy ¢ O
investigated and/or patrolled in attempts to discover the actual cas&. S 2 GSNI f £ RSONBI a S Atybutéd, af leagtz2 6 v ¢

in part, to this improvement in ransmissionOwner/Qperator investigative processes as well as NERC and Region actions on related
recommendationgrom previousState of Reliabilityeports (Chapter 7.

20The detailed results of the analysis of the 2§2@16 TADS data are provided in B&te of Reliabilitp017.

21 The three smallest groups of automatic events of the 200 kV+ ac circuits with ICCs Vegetation; Vandalism, Terrorismicarsdddedj and
OYDBANBYYSYyGlFt O2YLINRAS a4/ 2Y0AY SR nplysize forSeMable dtatisticAlNEemezicE ¢ (2 NBIF OK |
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Chapter 1 Availability Data Systems Assessment
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Figure 1.1: Risk Profile of TADS 200 kV+ AC Circuit Events by ICC for the 2012 1 2016 Data

versus the 2013 71 2017 Data

Figurel.2 represents an analysis of the TOS risk of the 22057 ICC study of sustained events of 100 kV+ ac circuits
and transformers in the same format except that there is no comparison with the previous years since the data
collection below 200 kV started only in 20T%e same two ICC groups ag-igurel.l, Lightning and Other, are
shown by blue markers indicating that events initiated by these two causes have n&aigribrrelation with the

TOSIn other words, Lightning and Other have about average To®binedSmaller ICC GrougsFire and Power

System Condition initiate sustained ac circuit and transformer events with the highest TOS; however, these events
happen veryinfrequently as reflected by small sizes of markers for these ICCs. In contrast, the biggest for
Weather Excludindightning) indicates the highest frequency of weathitiated events. This leads to the highest
relative risk of this group despite a lower TOS of its events.

22The three smallest groups of sustained events of the 100 kV+ ac circuits and transformers with ICCs Contamination; \a&nctzitsm,
YR alfAOA2dza ! OG&T YR 9YQPANRYNBg¢IAE 2 YNRK DK &/ AMTFRFENOR Sy VI &t

inference.
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Figure 1.2: Risk Profile of the 2015 12017 Sustained Events of 100 kV+ AC Circuits and
Transformers by ICC

o uh WN

Highlights of GADS Analysis

GADS contains information that can be used to compute reliability megsures asnegawattWEFOR. WEFOR is a
metric measuring the obability that a unit will not be available to deliver its full capacity at any given dineeto
forced outages and derates.

Figure 1.3 presents tle monthly WEFORacross the NERC footprint for tliwe-year period of 203¢2017.22 The
horizontal steps show the annuUWEFOR compared to the montAlYEFOR; the solid horizontal barfigureC2
shows the mean outage rate over each yedihe mean outage rate over the analysis periogegenpercent. The
WEFOR has been fairly consistant has a statistical distribution thatnearly anexact standard distribution/Vhile

the 2017 annual WEFOR is slightly above theyear average, the trend over the five years shows improving
reliability.

23 The reporting year covers January 1 through December 31.
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10

WEFOR %
=] = ] w = [l =)
[ |

[ Monthly Weighted EFOR e Annual Weighted EFOR == Overall Weighted EFOR
Figure 1.3: Monthly Megawatt Capacity -Weighted EFOR 2013 12017

Anotheranalysisfocuses on the seasonality of theNet TWh of potential production lost. Thus, both the amount of
capacity affected and the duration of the forced outages are captbyeskeasorin Tablel.1.

Table 1.1: Net TWh of Potential Production Lost Due to Forced Outages, by Calendar Year

20131 2017
NERC Total Annual TWh fﬂlg:t?:r b \'\IAVCI)r;]tte;lrSTWh ;%rrl]rtlﬁéFall R
2013 313.7 84.8 132.9 96.0
2014 278.6 73.6 97.4 107.6
2015 258.5 79.9 89.9 88.7
2016 257.0 89.1 74.5 93.4
2017 285.7 84.6 100.3 100.7

Based on thdatest fiveyears of available datior conventional generating units that are 20 MW and largbae
following observations can be made (as seemahlel.1):
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Chapter 1 Availability Data Systems Assessment

9 Outages from evere storms in the last quarter of 2012, suchSagperstormSandy continued throughthe
first quarter of 2013 and are responsible for the increasgroduction lost inwWinter 2013

1 The shoulder months of spring/fall in 2012016 and 2017have higher Net MWh attributed to forced
outages than the corresponding summer or winter periods.

Additionalanaly®s of GADSlatafor calendar years 2@2017 is presentedin Appendix C

Highlights of DADS Analysis

In 2017, the DADS Working Group (DADSWG) continued efforts toowapiata collection and reporting through
outreach and development of training materials. Future DADSWG efforts are focused on improving data collection,
updating existing materialgdeveloping additional guidance documents, maintaining data quality, aodiging
observations of possible demand response contributions to reliabligmand response can support reliability
during forecast or actual reserve shortegjereliability evens, or assisting withfrequency control.Of greatest
significance is the iproving realization rate fodemand responsactivations.

An analysis of DARfta from 2013 through 2(provides the following observations:

9 Over the 20182017 period, the total registered capacity of demand response increased slightlyoyear
year inthe summer reporting periodifyo percent to 10 percent as reflected igureD.1). Over the five
year period, summer and winter enrolled demand response capacity have increasedpbycértand 20
percent respectively.

1 Changes in enroliment due to regulatory policiesame areas have resulted in an eight percent increase in
summer enroliment and redistribution of existing demand response resources to other servicestygleas
NonSpinning Reserves and Emergency.

1 The amount and types of demand response dispatchesElagon and year illustrate how much weather can
affect the deployment of demand respongseeFigureD.5 and FigureD.6).

1 The variabilityof which demand response is deployed may be a function of demand response program design
rather than an indication of extensive rdlitity issues within a Region.

1 The effectiveness of demand response to support reliability is illustrated by a comparison of the cumulative
dispatched MW to the average realized reduction MW each season and @earall, the fiveyear
performance trend fodemand response is improving and shows ap&&entrealization rate. The summer
performance is 83.8ercentfor the fiveyear period and the winter performance is 9@&rcent(seeFigure
D.7 andFigureD.8).

Additionalanalysis othe DADS data is presentedAppendix D

24 For thisGADSnalysis, the season of a forced outage is associated with the season in which the start date of the event was repatted in th
year;therefore, when an event continues into the next year, a new event record is created in Janesuling in the eventimpactsheing
categorized as occurring in the wintef the following year as well
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Chapter 2 : Frequency Response

This chapter andA\ppendix Eare comprised of anxplanation of BP3nterconnectionfrequency responseits
necessity and process well agletails ofcalculation and resultef metric M4, which was established to track and
trend frequency responseippendix Ealso provides introductgrinformation onfrequency measures established by
the Essential Reliability Services Task Fénamuency response and metric-dMmerit a separate chapter from the
reliability metrics covered ihapter 3and Appendix Hor two reasonsThe first is thgotential impact on frequency
responseperformance due to a changing resource mix and increase in renewable resolineesecond is the
enhanced scope of analysis to include the ability of ierconnection to arrest the initial frequency decline
immediately following the loss ofgeneration resource that results in a low frequency event

Metric M -4 Interconnection Frequency Response

Metric M-4 hastwo components of primary interest: performance of tierconnection to arresthe frequency
declineafter a loss of generation evetd prevent activation of UFL&d performance of thénterconnection to
stabilize quickly at a high enough frequency to successfully respond to a second frequency event should dhe occur
%6TheE| Ql, andTIshowed statistically significant improvementthe arresting priodtime-trend from2013 through

2017. Thewl wasstatisticallyunchanged. Th&land WI exhibited statistically significant improvement during the
stabilizingperiod from 2013 through 2017TheEland QI were statisticallyunchanged in their performancguring

the stabilizingperiod from 2013 through 2017

Background

Primaryfrequencyresponseis essential for maintaining the reliability of thd® Frequencymaintained within
predefined limitsis a key ALR performance oatne. Frequency responserigscessanto support BPS reliability
duringloss of generation resource or loss of lahsturbances that result in frequency deviatigtisisis criticalduring
system restoration effortsvhere frequency fluctuations must be miwolled during load pick up and connection of
additional resourced-requency response and frequency control are often used synonymously and involve the ability
of the BPS to support frequency following a disturbance.

Frequency response is comprised lod factions provided by thiaterconnection to arrest and stabilize frequency in
response to frequency deviations. Frequency respampeovidedrom automatic generator governor response, load
response (typically frormductionmotors), andacilitiesthat provide an immediatehange in output when frequency
changes are detected tycal devicdevel control systems. The purposetiof M-4 metric is todeterminefrequency
response trends for eachterconnection so that adequate primary frequency control is provided to arrest and
stabilize frequency during frequenexcursionf a predefined magnitude. Frequency response is bidirectional and
Interconnection resources should respond to loss of resewevents that result in low frequency &void tripping

the first stage ofJFL3 as well as loss of load events that result in high frequency that could trip connected generation
(overfrequency generation protection relays and turbine ogpeed controlction) from the BPS to prevent from
damaging equipment

25 |FRO mitigates the second of these: stabilization at high enough frequency for a second successful event. NERC begditioimalie ad
concerned with the margin between the lowest frequency (nadir) and the UFLS set poinSitateef Reliabilit2016report. The nadir margin
concern has grown to now be at least equal with that of the IFRO.

26 For full graphic representation and explanation of (losgeneration) frequency events, seéegurekE 1.

27 BES owners dfJFLSenrolled load support the concept and implementation of intentional loss of pized load to preserve the BPS
backbone and to protect essential loads, such as police and fire stations and hospitals. However, despite rigorous plesigmtétion, and
testing, full awareness exists that UFLS exposes these loads to inadvertemergezation when HP errors occur. To avoid this and other HP
associated reliability risks, NERC and NATF conduct their dmmpralving Human Performance on the Geimhference in late March. This and
other quality HP conferences and training mitigate thasks.
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Chapter 2 Frequency Response

Theperformancetrends discusseth this reportfor the operating years 2032017 should be considered within the
context of longer term trends analyzed and discussed inRtezjuency Responsetiaiive Reportfrom 201228 A
downward trend in frequency response over a number of years raised concerns that credible contingencies could
result in frequency excursions that encroach on the first steprof/ i S N 2 y YWELS.(WhiRefedtinitiatives

have made progress in arrestitige decline inmeasuredfrequency response, the growing complexitiepamary
frequencyresponse due to changes in the resource mix and increased penetration of inverter based variable
resourcessuch as wind and soldeeep this a concern

In 2017 the NERC Standards Committee (SC) receivedttmalard authorization reques{SARS) proposing revisions

to the BAE003-1.1 Reliability Sandard. Several issues highlighted in these two SARs were anticipated and raised in
more detail in theNERC 201and2016Frequency RponseAnnual Analysigeports 2 3°The SC appointedstandard
authorization request $AR standard drafting ¢éam to deelop one combined SAR. Upon SC endorsement of the
combined SARhe standard drafting teanwill consider modifications to the BAI03-1.1 Reliability S&ndard to
address the issues identified in the SAR through the standard development process. This efigding as of

date of this report.

Interconnection  Performance Summary

The followingsummary includeghe observationsand results of statistical analysisr each Interconnection®!
Individuallnterconnection performance is separated into performance during the arresting period and during the
stabilizing period. Note that frequency responseetrics (i.e., IFRO andnterconnection Frequency Response
Performance MeasuréFRN)) are typically negatie numbers expressed in MW/0.1 Hiecause the change in MW
output should be in the opposite direction as the change in frequency. For this rdpagtiency response is
expressed as an absolute value. The statistical analysis and data supporting ttieggs fimn be found iAppendix
Ealong with additional statistical techniques and discussioBR®neasures.

Table2.1 provides a summary of thiaterconnection performance statistics discussed above.

Table 2.1: Interconnection Performance Summary Statistics

2017 OY 2017 OY
Largest Resource Lowest AB IFRM 201%2017 OY 201%2017 OY
: Loss Performance . : o :

Interconnection UFLS UFLS Arresting Period Stabilizing Period

MW Loss| Margin | MW Loss| Margin Performance Trend | Performance Trend

(Hz) (Hz)

Eastern 1,661 0.453 511 0472 Improving No Change
Texas 1,219 0433 369 0.603 Improving Improving
Quebec 954 0.873 314 1.199 Improving No Change
Western 2,776 0.210 383 0.450 No Change Improving

286The2012 Frequency Response Initiative Repantbe found at the following location:

http://www.nerc.com/docs/pc/FRI_Report 180-12 Master_wappendices.pdf

29The 2015 Frequency Response Annual Analgpisrt can be found at the following location:
https://www.nerc.com/comm/OC/RS%20Landing%20R&feDL/Related%20Files/2015_FRAA Report_Final.pdf

30The 2016 Frequency Response Annual Analgpisrt can be found at the following location:
https://www.nerc.com/comm/OC/Documents/2016_FRAA_Report 2@B630.pdf

31 n the 2016 operating year, a change in selection criteria was implemented that included frequency events with a smaties Mkid
event resulted in a sufficient frequency deviation. Note that this chamgellted in a larger sample of events for lallerconnections as
compared to previous years and is meant to capture frequency response performance over a wider range of operating cndititmsse
that might occur during light load conditions whéess generation is online and therefore the inertia and governor response of the
Interconnections might be reducedpPue to this change, results any detected statistically significant time trend or statistically significant
difference in yeaover-yearperformance can be partially due to the criteria modification.
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Chapter 2 Frequency Response

Eastern Interconnection

In the 2017 operating yeathe largest resource loss for an-Mevent in the El was 1,661 MW (sas aresource
contingency criteriofRC¢of 4,500 MW) that resulted in a Point C frequency nadir of 59.953 Hz and UFLS margin of
0.453 Hz from a Value A starting frequency of 59.929THhe event occurred in July 2017 duroyir ending (HE)

13:00 EDT.

The lowest B IFRM performance for an-#event was 1,043 MW/0.1 Hz (versus an IFRO of 1,015) due to a resource
loss of 511 MW resulting in a Point C frequency nadir of 59.972 Hz b8 targin dd.472 Hz from a Value A
starting frequency of 60.014 Hz. The event occurred in November 2017 during HE 04:00 EST.

Arresting Period Performanceérhe El has seen increasing margins between Point C frequency nadirs and UFLS each
of the fiveyears evaluated in this repqruggestinghat there isreduced risk during the arresting period of frequency
events. In 2017, the smallest margin between the Point C nadir and UFL(®&41z with no events lower than

0.400 Hz during the 202017 opeating years.

Note: statistical analysis indicates thabver the 20182017 operating yearghe EI had an improving frequency
response trend during the arresting period that was highly statistically significant.

Stabilizing Period Performanc&he mean Value B in 2017 %8.963Hz was higher than all previous yeashich

suggess$ that there areimprovements during the stabilizing period. However, the mean frequency response was
lower in 2017 than all previous years since 2013. Of concernpi#yiancreased again in 2017 with lower lows and
higher highs and a larger standard deviation than all previous years. The El had no years where its IFRM was belo
its IFRO.

Note: statistical analysis indicates that the El frequency response time tdemithg the stabilizing period over the
20132017 operating years was neither improving nor declifing.

Texas Interconnection

In the 2017 operating yeathe largest resource loss for andevent in the Tl was 1,219 MW (versus an RCC of 2,750
MW) that resulted in a Point C frequency nadir of 59.733 Hz and UFLS ma@y8®fHz from a Value A starting
frequency of 60.005 Hz. The event occurred in November 2017 during HE 21:00 CST.

The lowest B IFRM performance for an-Mevent was 491 MW/0.1 Hz (vessan IFRO of 381) due to a resource
loss of 369 MW resulting in a Point C frequency of 59.903 Hz and UFLS marg@3 iz from a starting frequency
of 60.011 Hz. The event occurred in April 2017 during HE 08:00 CDT.

Arresting Period Performancelhe T has seen increasing margins between Point C frequency nadirs andasFLS
measured by the megreach of the five years evaluated in this repauggestinghat there isreduced risk during

the arresting period of frequency events. However, the lowest Point C to UFLS margin for each of those operating
years shows no clear trend. In 2017, the smallest margin between the Point C nadir and UB4S3vidg with no

events lover than0.400 Hz during the 2013 to 2017 operating years.

Note: statistical analysis indicates thabver the 20182017, operating years the Tl had an improving frequency
response trend during the arresting period that was highly statistically sigrtifican

Stabilizing Period Performanc&he mean Value B in 201af 59.930Hz was higher than all previous yeawghich
suggestghat there areimprovements and reduced risk during the stabilizing period. Frequency response variability

32 A statistical test is performed to determine if the time trefide is increasing or decreasing. A statistically significant trend means that the
slope, positive or negative, is unlikely tave occurred by chance. The complete statistical analysis can be foapgémdix E
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also decreased in 201¢bmpared to 2016 with a smaller standard deviation suggesting improved predictability of
performanceln 2017, he minimum individual event performance of 491 MW/0.1 Hz was the highest seen during all
years evaluated in this report.

Note: statistical andysis indicates that the Tl frequency response time trend during the stabilizing péasd
improved over the 201017 operating years.

Québec Interconnection

In the 2017 operating yeathe largest resource loss for an-fevent in the QI was 954 MW (versus an RCC of 1,700
MW) that resulted in a Point C frequency nadir of 59.373 Hz and UFLS mad@i@dHz from a Value A starting
frequency of 59.947 Hz. The event occurred in Augu¥ 2luring HE 21:00 EDT.

The lowest B IFRM performance for an-Mevent was 221 MW/0.1 Hz (versus an IFRO of 179) due to a resource
loss of 314 MWresulting in a Point C frequency of 59.699 Hz and UFLS margi®8fHz from a starting frequency
of 60063 Hz. The event occurred in June 2017 during HE 23:00 EDT.

Arresting Period Performancen 2017 the QI saw the largest margin between Point C frequency nadir and UFLS than
all previous years evaluated in this reposuggestingthat there isreduced rsk during the arresting period of
frequency events. However, in 2017 the mean resource MW loss was the smallest and mean Value A starting
frequency was the highest of all previous yeavkich should be considered when evaluating the improved UFLS
margin.On an annual basithe QI continues to exhibit the largest margins between Point C frequency nadir and UFLS
of allInterconnections with the exception of 2013.

Note: statistical analysis indicates thabver the 20182017 operating yearshe QI had an improving frequency
response trend during the arresting period that was highly statistically significant.

Stabilizing Period Performanc&he mean Value B in 2017 %9.895Hz was higher than all previous yeasich
suggestshat there ae improvements and reduced risk during the stabilizing period. However, the m€amargin

of 0.304 Hz was the smallest of all years except 2015. Performance variability during the stabilizing period also
increased in 2017 with lower lows and higher highd larger standard deviation than all previous years.

Note: statistical analysis indicates that the QI frequency response time trend over the;2013 operating years
was neither statistically improving nor declining.

WesternInterconnection

In the2017 operating yeathe largest M4 event in the Wl was 2,776 MW (versus an RCC of 2,626 Whi¢h was

the result of aPacific Northwestemedial action scheni&(RASyith a Point C of 59.710 Hz and UFLS margin of 0.210
Hz from a Value A starting frequgnof 60.019 Hz. The event occurred in April 2017 during the HE 23:00 PDT.

The lowest B IFRM performance for an-Mevent was 870 MW/0.1 Hz (versus an IFRO of 858) due to a resource
loss of 383 MW resulting in a Point C frequency of 59.950 Hz and @F4i8 of0.450 Hz from a starting frequency
of 60.022 Hz. The event occurred in April 2017 during HE 20:00 PDT.

331t should be noted that this event was the activation of one the Pacific Northwest RAS identified and studiezDib3freequency Response
Annual Analysigsee footnote 34) These RAS events may cause a larger MW loss than the elected RCC, but tirepacetto the
Interconnection frequency is less than that of the RCC due to the difference in transmission system losses causeddrgribe difflistance
from the lost resources to major load centers.
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Arresting Period Performancén 2017 the WI experienced an event where the Point C nadir was 59.69@d4iting

in a Point C to UFLS margin0.197 Hz, the smallest margin sinc®.471 Hz event in 2014. The resource MW loss

for these two events were 2,685 MW and 2,826 MW, respectively, more than double the mean resource MW loss for
each year and close to the RCC of 2,626 MW defined i8hé Frequency Response Annual Andfyaigl used to
calculate 2017 IFROs.

Note: overthe 20132017 operating yearsstatistical analysis indicates thite WI frequency response trenslas
neither statistically improving nor declinimyiring the arrestingperiod,

Stabilizing Period Performanc&he mean frequency response in 2017 of 1,836 MW / 0.1 Hz was the highest of all
years evaluated in this repqralbeit with increased variability and larger standard deviation. The WI had no events

in 2017 where & IFRM was below its IFRO, including the event noted above where the Point C nadir to UFLS margir
was less tha©.200 Hz.

Note: datistical analysis indicates that the WI mean frequency response time trend over the2BQ¥3operating
years saw atatistically significant improvement.

Summary of Findings and Recommendations 3%

Finding 1:The largest M4 frequency eventsbased on size of the resource lpsmried significantly between
Interconnectionsduring the 2017 operating year. The largesta@se loss in the El was 1,661 MWhich is 37
percentof the RCC. When compared to their respecliéi S N 2 y ¥ S Qhie X12Qf, @riél Wikekperienced events
during the 2017 operating year where the resources losses weigedzent 56 percent and 1® percentof their
RCCs, respectively. The magnitude of the resource loss has a direct impaderonnection performance
calculationas measured by IFRMs and Point C to UFLS margins.

Recommendation INERC should, in coordination with NERC techonaramittees and staff, review and evaluate
historic resource loss events and the method used to determine the approfRi@a@or each hterconnection.

Finding 2:The size of the resource loss has a significant impadhtenconnection performance as msared by
IFRM The resulting IFRA not necessarily an accurate indicator of risk. For example, in the 2017 operatinthgear
lowest AB IFRM performance for eaditerconnection occurred when the resource loss was well below the largest
resource loss and the Point Cs were well above S&LSints

Recommendation 2:NERC should, in coordination with NERC technical committees and staff, evaluate the
effectiveness ofFRM and IFRO as the preferred indicators of risk to BPS reliability. This could include consideration
of alternate methods for establishifgterconnection performance parameters necessary to mitigate risk during both

the arresting and stabilizing periods of frequency events that may include, but not be limited to, consideration of
frequency responsive reserves and the impact of changergls in hterconrectionwide inertia.

Finding 3:The risk of poor frequency response performance during the arresting period is higher in comparison to
the stabilizing period due to the risk of activating UFLS that results in the lgs®@onnection load and possible
instability. The El, TI, and QI experienced statistically significant improving performance trends during the arresting
period through the 2013 to 2017 operating years. The corresponding WI performance trend was statistically neither

34The2016 Frequency Response Annual Anatgsibe found at the following location:
https://www.nerc.com/comm/OC/Documents/2016_FRAA_Report 20980.pdf

35 These findings and recommendations do not rise to a levérittg forward into theExecutive SummaryThey are specifically worded to
provide guidance and consistency for related work in $itate ofReliability 2018 Ay b 9w/ Q& L{03 IyfofrGalonalfteiqiencym = . |
Response filing in response to FERC Order 794, and for the ongoing work of 1@3B3thandard Drafting Team.
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Chayier 2: Frequency Response

improving nor declinig. While the monitoring of statistical performance tren@hiring the arresting periodis
helpful, it is important to pay attention to individual event performance duéhe risk of activating UFLS for a single
event.

Recommendation 3NERC shoujdn ®llaboration with theResources SubcommitteR$ and the NAGF]evelop
methods that promote improved performance during the arresting period and minimize the risk of activating UFLS
for any single event.

Finding 4:The TI and WI experienced improving fpemance trends during the stabilizing period that were
statistically significant through the 2013 to 2017 operating years. The corresponding trends for the El and QI were
neither statistically improving nor declining over the same period.

Recommendatiord: NERC should, in collaboration with tR&and NAGFEcontinue the outreach to maximize the
number of generators in the existing generation fleet that are capable of providing primary frequency response and
pursue the addition of a frequency bias inalter loop controls for both conventional generation and invetbased
resources to prevent withdrawal or squelching of primary frequency response.

Finding 5AllInterconnections excepllexperienced increased variability in frequency response perfaoaauring

the stabilizing period of frequency events. This could be due in part to increased variability in the size of the resource
losses limited Balancing Authority (BAjonitoring of frequency responsive reserves in +iale could also be a
contributor.

Recommendation 5NERCIn collaboration with the NERRS should explore methods that result in reduced
variability and increased predictability of frequency response performance that could include, but not be limited to,
BA monitoring of frequencsesponsive reserves in real time and identification of impediments to doing so.
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Chapter 3 : Reliability Indicator Trends

This chapter provides a summary of the reliability indicators and follows with a section on select metrics determined
to best communicate th&ate of Reliability 20B, including its most challenging and improving trends and those
supporting the key findings detailed the Executive SummaryOther metrics and any supporting material can be
found inAppendix FHowever, me metric (metric M4, Interconnection Frequency Response) is discuissteladin
Chapter 2with details explored inhe Metric M-4: InterconnectionFrequency Responssection ofAppendix E

NERC reliability indicators tie the performance of the BPS to a set of reliability performance objectives included in the
approved 2012 ALR definitiéhThis set of seven NERC rieiliay performance objectives are mapped to the current
reliability indicatoré” and are then evaluated to determine whether the BPS meets the ALR definition and whether
overall reliability is improving atteclining Table3.1 provides a summary of the trends over the past five years by
providing a performance rating of improving, declining, stable, or inconclusive based on analysis of available data.

Summary
When reviewing the reliability indicators it is important to note the following:

9 Table3.1lists each reliability indicator with its metricatnd rating(s). Additional information for each metric
can be found later in this chaptéin Chapter 2for Metric M-4) and inAppendix F

1 ThePAS annually reviews the reliability indicators to identify gaps in performance or data collection. Over
time, PAS has implemented changes, added new indicators, and retired some indicators to keep the others
relevant. An example of a recent change wouddle alignment of ML2 through M16 to the BES definition.
Future developments may include the adoptioneERS Working GrougRSWEmeasure£with nearterm
focus on Measure 7: Reactive Capability on the System. PAS has solicited voluntary industrgrdegsion
to support the measure, anthe Systems Analysis and Modeling Subcommit&&M$is using this data to
SPOIFftdza 6S GKS YSI adz2NSQa @I f dzSo

1 Metrics are evaluated over different periods of time. This can be attributed to the period established with
the approved metric definition, the duration for what datae available, or other data limitations. For
example, M4 Interconnection Frequency R&sy a S KIF & | LISNR 2R RSTaefiStR | &

F OF At otMAZéKIlay R alAYS FNI Y& SRINTAYISRNIIFES €l N2 f £ Ay 3
Metrics may be defined to be NER@le, for a specific Region, or taterconnectionlevel basis.

The ALRIefines thestate of the BES to meet performance objectives. Reliability performance and trends of
individual metrics should be evaluated within the context of the entire set of metrics.

9 Itis important to retain the anonymity of individual reporting entities whempiling the data necessary to
evaluate metric performance. Details presented in this report are aggregated to maintain the anonymity of
individual reporting organizations.

B5STAYAGAZ2Y 27F a! RSigdalfolios: [ S@St 2F wStAlFoAfAGeSE
http://www.nerc.com/comm/Cther/Adequate%20L evel%200f%20Reliability%20Task%20Force%20%20ALRTF%20DL/Final%20Documents%?2
OPosted%20for%20Stakeholders%20and%20Board%200f%20Trustee%20Review/2013 03 26 ALR_Definition_clean.pdf

37The current reliability indicators can be found at the faling location:
http://www.nerc.com/pa/RAPA/PA/Performance%20Analysis%20DL/2014 SOR_Final.pdf

38 The ERSWG Framework Measures report can be found at the folllgatgn:
http://www.nerc.com/comm/Other/essntlrlbltysrvcstskfrcDL/ERSTF%20Framework%20Repe¥t@eHinal. pdf
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Chapter 3 Reliability Indicator Trends

Table 3.1: Metric Trends

Metric | Description Trend Rating
, , Stableexcept forTl
M-1 | Planning Reserve Margin Appendix F
M-2 BPS TransmissidRelated Events Resulting in Loss g Imorovin
Load (modified in early 2014) proving
M-3 | System Voltage Performance (discontinued in 2014{ Retired Appendix F
Arresting Phase El, Qland Tl mproving
WIno change
M-4 | Interconnection Frequency Response Stabilizing PhageTlandWI improving;
Eland QI unchanged
SeeChapter 2
Activation of Underfrequency Load Shedding :
M-5 (discontinued in 2014) Retired
Average Percent Nerecovery Disturbance Control . .
M-6 Standard Events Improving Appendix F
M-7 D_|sturbance_ Control Events Greater than Most Sevg StableAppendix F
Single Contingency
| ion Reliability O g LimitS Elt Improving Appendix F
nterco_nnec.ory eliability Operating Limi ystem. ERCOM Stabla Appendix F
M-8 | Operating Limit (IROL/SOL) Exceedances (modifiec .
2013) Wh Stabla Appendix F
Qft Retired Appendix F
M-9 | Correct Protection System Operations Improving
M-10 Transmission Constraint Mitigation (discontinued in Retired
2016)
e Inconclusiveevents up; load loss down
M-11 | Energy Emergency Alerts (modified in 2013) Appendix F
Automatic AC Transmission Outages Initiated by Fg Circuits Improving
M-12 . : -
Protection System Equipment (modified in late 2014 Transformers Improving
_ o N Circuitg Improving for 200 kV+;
M-13 Automatic AC Tran_s_mls_sm)utages Initiated by Inconclusive for 100 kV+
Human Error (modified in late 2014) .
Transformers Improving
M.14 | Automatic AC Transmission Outages Initiated by Fg Circuits Stable
Automatic AC Transmission Outages Initiated by Fe
M-15 | AC Circuit Equipment (modified in late 2014; Inconclusive
normalized by line length)
Element Availability Percentage (APC) and Circuits Inconclusive
M-16 oo AN
Unavailability Percentag@nodified in 2013) Transformers Improving
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Chapter 3 Reliability Indicator Trends

M-2 BPS Transmission -Related Events Resulting in Loss of Load

Background

This metric measures BPS transmissiated events that result in the loss of load, excluding weatketated
outages. The underlying data that is used for this metric is important for operators and planners in assessing how
effective their design and operating criteria afdl other metrics support M2.

Consistent with the revised metric approved bythe OCtarid Ay al NOK HamnX |y aS@Syié
that produces an abnormal system condition due to equipment failures/system operational actions (either
intentional or unintentional) that result in the loss of firm system demands. This is iéehkifi using the subset of

data provided in accordance with Reliability Standard-BO¥3.3° The reporting @teria for such events, beginning

with data for events occurring in 2018re as follows?

1. The loss of firm load for 15 minutes or more:
a. 300MWorm@ NBE FT2NJ SYGAGASaE 6A0GK LINBEGA2dza &SI NDa R:
b. 200 MW or more for all other entities

2. A BES emergency that requires manual firm load shedding of 100 MW or more

3. A BES emergency that resulted in automatic firm load shedding of 100 MW or visrautomatic
undervoltage or underfrequency load shedding schemes or special protection systems (SPSs)/RASs

A 2 4 A x

4. ' GNY}yavraarzy tz2aa S@Syi o6A0GK |y dzySELISOGSR f 22
more BES elements caused by a commlisturbance (excluding successful automatic reclosneglting in
a firm load loss of 50 MW or more

PAS reviewed this 8 metric in 2013 and made changes to its criteria to increase consistency wibEGRriteria

for reporting transmissiomelated events that result in loss of load. The criteria presented above were approved for
implementation in the first quarter of 2014. Changes in the annual measurement between 2012 and 2013 therefore
reflect the addition of Criteria 4, which has been appliedhe data since 2013. For the first part of the analysis
below, shown inFigure3.1 and Figure3.2, historical data back to 2002 was used and the new Criteria 4 was not
included to allow trending of the other aspects of the metric over tifgure 3.3 includes all of the criteria,
consequenthyit was only evaluated for 2052016, the time period for which data collection associated with the new
criteria was available. The performancend is continuing to improve.

Assessment

Figure3.1 shows the number of BPS transmissrefated events that resulted in the loss of firm load fr@®0z;
2017. On average, just under eight events were experienced per yéa BPS experiencee transmission load
loss events in 204 This continues a mixedut nonethelesamproved trend since 2012 in the number of events.

Figure3.2 indicates that the top three years in terms of load loss remain 2003, 2008, and 2011 due to the major loss
of-load events that occurred. In 2003 and 2011, one ewaeabunted for over twehirds of the total load loss, while
in 2008, a single event accounted for over d@ghid of the total load loss.

39 Reliability Standard EGI®4-3 can be found at the following locatiohttps://www.nerc.com/pa/Stand/Reliability%20Standards/EQ®%-
3.pdf

40 ALR 14 Reporting Criteria can be found at the followiogation:
http://www.nerc.com/comm/PC/Performance%20Analysis%20Subcommittee%20PAS%202018/ReRised. pdf

41The Glossary of Terms Used in NERC Reliability Standards can be found at the following:
https://www.nerc.com/pa/Stand/Glossary%200f%20Terms/Glossary of Termslhdfdocument defines SPS as a Special Protection
Scheme and an RAS as a Remedial Action Scheme. The document provides a wealth of related information.
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Chapter 3 Reliabilty Indicator Trends

Load loss excluding Criteria 4 is less for726an for any year since 2002 inclusive. Load loss over the lasydéaus
remains below the median value. This also continues a mixed, but improved, trend since 2011 in the total annual load
loss from these events.

16

14

12

10
8
B
4
2
0

Number of Events

2002 2004 zoos zooe 2007 zoos 2009 2010 2011 2012 2013 2014 2015 2016 2017
Year
Figure 3.1: M-2 BPS Transmission Related Event Resulting in Load Loss

(Excluding Criteria 4)
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Total Annual Load Loss (MW)

1,055 MW 1,160 MW 1,030 MW

450 MW
1 I

2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017

12,000
T 64,850 MW* Tr—
H 10,212 MW
10,000
8,942 MW
8,000 I
7,085 MW -
6,000
4,950 MW
4,432 MW
4,000 3,763 MW 4,078 MW
2,249 MW
2 000 H T I 1l - B -+ o 1,339 MW 14_4.26 MW
2002

Each band of color represents a different event.

*Vertical axis scale has been reduced due to large value of 2003 NE blackout event.

Figure 3.2: M-2 BPS Transmission -Related Events Resulting in Load Loss
(Excluding Criteria 4)

Figure3.3 shows the number of events resulting in firm load loss of 50 MW or greater fromq2013 and their
durations. The metric was modified in 2013 to include Criteria 4 ev@hisre weresixevents during 20X (oneunder
Criteria 4. Se€igure3.20 gAGK f 21 R { 2 a7ihe Bfesbyumber af jody lo€seehtsiwetween
oneand?2.99 hours
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0to 0.99 1to 2.99 31t09.99 10 or greater

Duration (hours)

M 2013 COUNT  m 2014 COUNT w2015 COUNT m 2016 COUNT w2017 COUNT

Figure 3.3: Outage Durationvs. Events

M-9 Correct Protection System Operations

Background

The correct protection systemperations metricprovidesthe performance of protection systems (both generator
and transmission) on the BPS. The metric is the ratio of correct protection sygienations to total system
protection system operations.

Protection system misoperations have been identified as a major area of coraestated in previouState of
Reliabilityreports, because misoperations exacerbate event impacts for the BR@ovements to data collection

that the System Protection Control Subcommittee (SPCS) proposed were implemented as & NERC
coordinates with each Region as well as these groups to continue the focus on improvements. Both correct operations
and misoperabns are including in thenformation below.

Assessment
The analysis of the misoperation and operation data, summarizedjime 3.4Figure3.6, Figure3.7, andTable3.2,
leads to a conclusion about an improving performance e Wom Q4 2012hroughQ3 2017.

Figure 3.4shows the total correct operations rate for NERC through the first three reporting quarters of 201

42SPCS proposed improvements to data collection can be found at the following location:
http://www.nerc.com/comm/PC/Protection%20System%20Misoperations%20Task%20Force%20PSMTF%202/PSMTFE_Report.pdf
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Figure 3.4: Correct Protection System Operations Rate

Correct System Operations Rate

Figure3.5 shows theRegional misoperation rates for the fiwgear data combined (from Q4 2012ZoughQ3 2017).
bt/ / Qa NIGS ¢l & Ot Odfirdugh8B @ah&SRRE VI &K SBatedit@sedidibhd S &
Q2 2016hroughQ3 2017 dat#®

829/ /Qa 2LISNIlA2Y RhQ@l016dz0 YAdaAzy adl NS
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Figure 3.5: Five -Year Misop eration Rate by Region (Q4 2012 through Q3 2017)

Year-Over - Year Changes by Region

Changes from the first four quarters (Q@12throughQ3 2013, Year 1) to the second four quarters (Q4 20iRigh

Q3 2014, Year 2) to the third four quarters (Q4 2@irdugh Q3 2015, Year 3) to the fourth four quarters (Q4 2015
throughQ3 2016, Year 4) to the fifth four quarters (Q4 2@1®ugh Q3 2017, Year 5) were studied to compare time
periods with similar composition of seasofi§ he changes by Region are showfimure3.6. In Figure3.6, Regions
are listed alphabetically from left to right. Te$ten misoperation rates found the statistically significant yeayear
changes shown ifrigure 3.6 by arrows. Red arrows signify increased rates (elidi@g performance)and green
arrows signify decreased rates (an improving performance).

44 Yearoveryear changes in historical rates shown in this report reflect improvements in data quality resulting from the standardization
automation of the collection of protection system operations and misoperations data in 2016.
45 Largesample test on population proportions at the 0.05 significance level
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16

14

12

Misoperations Rate (%)

FRCC MRO NPCC RF SERC SPP  Texas RE WECC

" Year1(Q42012-Q32013) (@ Statistically Significant Increase between Connected Years
B Year2(Q42013-Q32014) (¥ Statistically Significant Decrease between Connected Years
B Year 3 (Q4 2014-Q3 2015) (Color matches starting year)

I Year 4 (Q4 2015-Q3 2016)

M Year5(Q4 2016-Q3 2017)

Figure 3.6: Year-Over-Year Changes in Misoperation Rate by Region

¢CKS FyydzZZt OKFy3aSa Ay b9ow/ Gigue¥ A Rok YearN theAnfisgperatibnird&e id NB
calculated in two ways: for sevedRegions(excluding WECCand for all eight Regions (WECC misoperation and
operation counts included for Q2 and Q3 2016). For Year 5, the misoperation rate is calculated in two ways: for seven
Regions (excluding WEG@y for all eight Regions including WECC.
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(Q4 2012-Q3 2013) (Q4 2013-Q3 2014) (Q4 2014-Q3 2015) (Q4 2015-Q3 2016) (Q4 2016-Q3 2017)
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Figure 3.7: Year-Over-Year Changes in NERCOs Misoperati

Test$® on misoperation rates found thillowing statistically significant yeao-year changes

1 NERCSevenRegions):decreases from Year 1 to Years 4 anfiidgn Year 2 to Years 4 andffom Year 3 to
Years 4 and,mndfrom Year 4 to Year.5

1 NERCHght Regions):decrease fron¥ear4 to Year 5.

Table3.2 lists theregional misoperation rates that are shown graphicallgigure3.6 and Figure3.7.

Table 3.2: Misoperation Rate by Region and NERC by Year

Year 4 (Q4 ;8%4 Q4 | vear 5 (04 Year 5 (04
Year 1 (Q4 | Year 2 (Q4 Year 3 (Q4 | 2015 through Q3 2016 2016
Region 2012 2013 2014 through 2016, Last through through
through Q3 | through through Q3 | Q3 2016, Two ' Q3 2017, | Q3 2017,
2013) Q3 2014) | 2015) Sven Quarters Seven Eight
Regions) . Regions) | Regions)
with WECC)
FRCC 13.7% 11.4% 9.3% 6.1% 6.1% 5.4% 5.4%
MRO 10.9% 11.0% 11.8% 9.9% 9.9% 8.8% 8.8%
NPCQQ1 2013
to Q3 2017) 7.6% 7.1% 6.6% 8.0% 8.0% 7.2% 7.2%

46 _arge sample test on population proportions at the 0.05 significance level
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Table 3.2: Misoperation Rate by Region and NERC by Year

Year 4 (Q4 \2(8‘1"‘;4 Q4 | vear5 (04 Year 5 (04
Year 1 (Q4 | Year 2 (Q4 Year 3 (Q4 | 2015 through Q3 2016 2016
Redion 2012 2013 2014 through 20169Last through | through
g through Q3 | through through Q3 | Q3 20186, TWo ' Q3 2017, | Q3 2017,
2013) Q3 2014) | 2015) Seven Quarters Seven Eight
Regions) with WECC) Regions) | Regions)
RF 12.1% 16.2% 13.4% 13.8% 13.8% 10.7% 10.7%
SERC 9.1% 8.7% 8.0% 7.8% 7.8% 7.2% 7.2%
SPP 13.7% 9.5% 11.6% 10.4% 10.4% 9.3% 9.3%
TexasRE 7.6% 8.2% 7.8% 5.7% 5.7% 7.0% 7.0%
WECQQ2 2016
to Q3 2017) 6.0% 4.6%
NERC 10.2% 10.1% 9.5% 8.8% 8.3% 8.0% 7.1%

Figure 3.8 showsthe regional analysis forthe aggregate ofthe top three causes of misoperatianBicorrect
Settings/Logic/Design Errors, Relay Failures/Malfunctions, and Communication Failerése five years. Tests
on misoperation ratesfor the top three causeswere conducted to determinghe statistically significant yedo-
year changes. Red arrows signify increased rategtandtherarrows signify decreased rates.
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Figure 3.8: Year -Over - Year Changes in Misoperation Rate for Top Three Causes Combined by
Region

47 Large sample test on population proportions at the 0.05 significance level
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Figure3.9. For Yeas 4 andYearb, the misoperation rate is calculated two ways: for seRegions (excluding WECC)
andfor all eight Regions (WECG@saperation and operation counts includéeginningQ2of 2016).
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Misoperations Rate (%)

M NERC (7 Regions) M NERC (8 Regions)

Figure 3.9: Year-Over-Year Changes in NERCOGs Misoperation Rat
Combined

Test$® on misoperation rates found thillowing statistically significant yeao-year changes

1 NERCSevenRegions):decreases from Year 1 to Years 4 anfiidgn Year 2 to Years 4 andffom Year 3 to
Years 4 and,mndfrom Year 4 to Year.5

1 NERCHght Regions):decrease fron¥ear4 to Year 5.

Actions to Address Misoperations

To increase awareness and transparency, NERGEheREwill continue to conduct industry webinars on protection
systems and document success stories on B@merator OwnersgO3 and Transmission Owner3 Q3 are achieving
highlevels ofprotection system performancd.he quarterly protection system misoperation trends of NERC and the
w9a OFly 0S @ASg S‘RSumarieb 6f hdREXE | 9CBI0AAZAYLES @i 2 | Rdd MdSfauad iy A & 2
Appendix E

NERC introducethe Misoperations Information Data Analysis Syst&DAS in 2016, a data collection site for
misoperationsIn 2017, NERC replaced tHata collection site with an application that allows the users to review,
create, or update existing records with improved data validation and reporting through a secure portal integrated
GAGK b9w/ Qa 9wh | a SIERCadllahbraeS dMdSefitining RegiotisSangart best practices and
improve data collection.

48 Large sample test on populatigroportions at the 0.05 significance level
49 http://www.nerc.com/pa/RAPA/ri/Pages/ProtectionSystemMisoperations.aspx
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The ERO Enterprise determined from EA data and from industry expertise that a sustained focus on education
regarding the instantaneous ground overcurrent protection function and on impgokelay system commissioning

tests were actionable and could have a significant effect. The relay ground function accounted for 11 misoperations
in 2014, causing events that were analyzed due to voluntary entity reporting and cooperation. That wasl ieduce
sixeventrelated misoperations in 2015 and further reducedatoe eventrelated operation in 2016. Similarly, one
Region experienced a statistical improvement in relay misoperations from¢2013 and maintained this
performance through 2016. This performance followedional efforts that targeted a reduction of commaation

failures.

FAaSR 2y GKS adlridraidaortte arayATFAOLyld AyONBFAS Ay
misoperation rate from 8.7 percent in 2016 to 8.0 percent in 2017, the performance trend for this metric is considered
to beimproving. Further statistical analysis can be foundppendix E

M-12 through M -14 Automatic AC Transmission Outages

Background

These metrics masure the impacts of Failed Protection System, Human Error, and Failed AC Substation Equipment
respectively as factors in the performance of the ac transmission system. The metrics use the TADS data anc
definitions. The metrics were enhanced in 2014 a@@i®to be consistent with the collection of BES data in T&DS

align with the definition of the BE&nd include some equipment to 100 RWVith the revisions, the metrics include

any BES ac transmission element outages that were initiated by the fogowi

1 M-12: TADS ICC of Failed Protection System Equipment
1 M-13: TADS ICC of Human Error
1 M-14:TADS ICC of Failed AC Substation Equipment

Each metric is calculated for ac circuits and transformers separately in submetrics as follows:

9 Submetric 1:The continued normalized count (on a per circuit basis) of 200ak\¥ransmission element
outages (i.e., TADS momentary and sustained automatic outages) that were initiated by Failed Protection
System Equipment, Human Error, or Failed AC Substation Eeputipm

9 Submetric 2:Beginning January 1, 2015, the normalized count (on a per circuit basis) of 10fckV+
transmission element outages (i.e., TADS sustained automatic outages) that were initiated by Failed
Protection System Equipment, Human Error, or Fal€dSubstation Equipment

Assessment M -12 through M -14 AC Circuit Outages

Overall, the performance of N2 through M14 ac circuit outages is improvifA fiveyear time trend for 2018
2017 is decreasing (improving) for all submetrics excegdt3MBub-metric 2 (Human Erroywhich is found to be
inconsistent.

Figure3.10presents changes f@ub-metric 1 of M12 to M-14: the annual frequencies of automatic outages per 200
kV+ ac circuit for the time period 2043017. The green arrows indicate overall impravine, decreasing) time trend
for the five years determined from the statistical analysis as described below

50The BES definition can be found at the follogviacation:http://www.nerc.com/pa/RAPA/Pages/BES.aspx
51 For the statistical assessments, the occurrences of automatic outages are assumed to follow the Poisson distribiRidBil(se¢en andr.
N. Allan. Reliability Evaluation of Power Systems. SecdtidrEdlenum Press, New York, 1996, and references therein).

NERC [State of Reliability 2018 June 2018
25


http://www.nerc.com/pa/RAPA/Pages/BES.aspx

Chapter 3 Reliability Indicator Trends
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Figure 3.10: 200 kV+ AC Circuit Outages Initiated by Failed Protection System Equipment,
Huma n Error , and Failed AC Substation Equipment (M -12 through M-14, Sub-Metric1 )

The calculated annual outage frequencies, per ac circuit, were tested to identify significasioyear changes of
the reliability metric. Below is a summary&ibmetric 1 performance for the five years:

1 M-12:Failed Protection System Equipment initiated outages

A
A

>\

There was notatistically significant decrease from 22015
There were o significant changes from 204014, from 20162016 or from 2016;2017.

The2017 outage frequency is significantly lower than in 2013 and 2014 and not statistically significantly
higher than in 2015 and 2016

1 M-13:Human Error initiated outages

> > >

There was agarto-year decrease with no statistically significant change from 22084
There were wtistically significant decreases from 2@2915 and from 201€2017.
There was atatistically significant increase from 204216

The 2017 outage frequency is significantly lower than in 2013,,20112016 and statistically similay t
2015

1 M-14:Failed AC Substation Equipment initiated outages

A
A

There were o statistically significant changes from 2@2814, from 20142015,or from 20152016

There was atatistically significant decrease from 2Q)17.
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A The 2017 outage frequencysnificantly lower than in each year from 2@2B16.

Figure3.11 presents changes foBubmetric 2 of M12 to M-14: the annual frequencies of sustained automatic
outages per 100 kV+ ac circuit for the time period ZPIBE.7. The green arrows indicate overatiproving (i.e,
decreasing) time trend for the three years determined from the statistical analysis as described below. No arrow
indicates an inconsistent time trend.

{.)
.
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0.03

0.02
0.01
0.00

Number of Outages per Circuit

2015 2016 2017 2015 2016 2017 2015 2016 2017
M -12: Failed Protection System M -13: Human Error M-14: Failed AC Substation Equipment
Equipment

Figure 3.11:100 kV+ AC Circuit Outag  es Initiated by Failed Protection System Equipment,
Human Error , and Failed AC Substation Equipment (M -12 through M-14, Sub-Metric 2 )

The calculated annual outage frequencies per ac circuit were tested to identify significasibyesar changes of
the reliability metric. Below is a summary of Submetric 2 performance fottitee years:
1 M-12:Failed Protection System Equipment initiated outages
A There was a significant changes from 2042016
A The 2017 outage frequency is significantly lower tha®0h5;2016
1 M-13:Human Error initiated outages
A There was atatistically significant increase from 204216
A There was atatistically significant decrease from 2017,
A The 2017 outage frequency is significantly lower than in 2016 and statisticailgrso 2015
1 M-14: Failed AC Substation Equipment initiated outages
A There was a significant change from 2043016
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A There was atatistically significant decrease from 2017
A The 2017 outage frequency is significantly lower than in 22056.
Assessment M -12 through M -14 Transformer Outages
Overall, the performance of M2 through M14 transformer outages is improving. A fiyear time trend for 2018
2017 is decreasing (improving) for all submetrics excefiP@ibmetric 2 (Failed Protection Systémuipment) with
no changes in performance.
Figure3.12 presents changes f@ubmetric 1 of M12 to M-14: the annual frequencies of automatic outages per 200

kV+ transformers for the time period 2043017. The green arrows indicate overaiproving (i.e.decreasing) time
trend for the five years determined from the statistical analysis as described below.

—
| ) |
ol O

Number of Outages per Transformer

0.02
0.01
0.00
2013 2014 2015 2016 2017 2013 2014 2015 2016 2017 2013 2014 2015 2016 2017
M -12: Failed Protection System Equipment M -13: Human Error M-14: Failed AC Substation Equipment
Figure 3.12: 200 kV+ Transformer Outages Initiated by Failed Protection System Equipm ent,

Human Error , and Failed AC Substation Equipment (M -12 through M-14, Sub-Metric 1 )

The calculated annual outage frequencies, per transformer, were tested to identify significasibyesar changes
of the reliability metric. Below is a summary ob&etric 1 performance for the five years:

1 M-12:Failed Protection System Equipment initiated outages

>\

There were garto-year decreases from 2083016 with no statistically significant changes for any pair
of consecutive years

There was o change fron2016¢2017.
The 2017 outage frequency is significantly lower than in 2013 and statistically similaSg?206

Z > >

-13: Human Error initiated outages
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>\

There were anual decreases from 2083017

>\

There was atatistically significant decrease from 202915

>\

The 2017 outage frequency is lower than in each year from@X1% and statistically significantly lower
than in 2013 and 2014

1 M-14:Failed AC Substation Equipment initiated outages

A There were garto-year decreases from 20&3017 with no significanthanges between any two
consecutive years

A The 2017 outage frequency is lower than in any other year and statistically significantly lower than in
2013;2015.

Figure3.13 presents changes foBubmetric 2 of M12 to M14: the annual frequencies of sustained automatic
outages per 100 kV+ transformer for the time period 2€A®BL7. The green arrows indicate overall improving,(i.e.
decreasing) time trend fahe three years determined from the statistical analysis as described below. A white arrow
indicates no change in performance for the three years.
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0.04

— o

N

Number of Outages per Transformer

0.02
0.01
0.00
2015 2016 2017 2015 2016 2017 2015 2016 2017
M -12: Failed Protection System Equipment M -13: Human Error M-14: Failed AC Substation Equipment
Figure 3.13: 100 kV+ Transformer Outages Initiated by Failed Protection System Equipment,

Human Error , and Failed AC Substation Equipment (M -12 through M-14, Sub-Metric 2 )
The calculated annual outage frequencies per transformer were tested to identify significasibygsar changes of
the reliability metic. Below is a summary of Submetric 2 performance fotitlinee years:

1 M-12:Failed Protection System Equipment initiated outages

A There were p significant changes by year
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1 M-13:Human Error initiated outages
A There was @ecrease from 2012016 and fron 20162017,
A There were p significant changes by year
A The 2017 outage frequency is lower than in 262516

1 M-14:Failed AC Substation Equipment initiated outages
A There was @ecrease from 2012016 and from 20162017,
A There were naignificant changeBy year
A The 2017 outage frequency is lower than in 2€A16.

M-15 Automatic AC Transmission Outages Initiated by Failed AC Circuit
Equipment

Background
This metric measures the impact of Failed AC Circuit Equipment as one of many factorpenfdhmance of ac

transmission systems. Metric 46 follows the same methodology described forlid through M14 except that it
uses a normalization based on a line length and is defined for ac circuits only. As-atthkbugh M14, the sub
metrics arecalculated as follows:

9 Submetric 1:The continued normalized count (on a per 100 cirouiie basis) of 200 kV+ ac transmission
circuit outages (i.e., TADS momentary and sustained automatic outages) initiated by Failed AC Circuit
Equipment

1 Submetric 2Bednning January 1, 2015, the normalized count (on a 100 per eirglgtbasis) of 100 kV+ ac
transmission circuit outages (i.e., TADS sustained automatic outages) initiated by Failed AC Circuit Equipmen

Assessment

M-15 performance was inconsistent footh submetrics as demonstrated iRigure 3.14 and Figure 3.15. The
observed changes in the calculated frequencies cannot be statistically analyzed due tebaseidenormalization
(these numbers do not represent observations in a statistical sample) and can be only compared numerically.

Figure3.14 shows changes in ¥I5 Submetric 1, the annual frequency of automatic outages per hundred miles for
ac circuits of 200 kV+ for the time pedi 2013,2017.
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Figure 3.14: 200 kV+ AC Circuit Outages Initiated by Failed AC Circuit Equipment (M -15)

Figure3.15 shows changes in ¥I5 Submetric 2, the annual frequency of sustained automatic outages per hundred
miles for ac circuits of 100 kV+ for the time period 2€AGL7.
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Figure 3.15: 100 kV+ AC Circuit Outages Initiated by Failed AC Circuit Equipment (M -15)
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M-16 Element Availability Percentage and Unavailability Percentage

Background

Theavailability percentagand unavailability percentagaetric determines the percentage oES ac transmission
elements that are available or unavailable when outages due to automatic ardutomatic events are considered.
Originally, there were two metrics: one to calculate availability and one to calculate unavailability. These were
combinedinto one metric in 2013This metric continues to focus on availability of elements at 200 kV+ because non

automatic (operational) outages, included in the calculation of unavailability, are not collected for TADS elements
below 200 kVTherefore, the reporting voltage levels for this metric did not change.

Assessment
The performance trend of M6 for ac circuitss steady(all yearto-year changes are below 0.1 percerdihd the

trend isfound to be improvindor transformers

Forboth transmission element typgsc circuits and transformeysnly charts for unavailability are shown because
annual unavailability can be broken down by outage type (unlike availability). A part of unavailability due to planned
outages cannot be calcu&d due to the 2015 changes in TADS data collection arethiershown nor analyzed.

Figure3.16 presents 200 kV+ ac circuit unavailability as a percentage for the time period2WIAR
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Figure 3.16: 200 kV+ AC Circuit Unavailability by Year and Outage Type

The 2017 ac circuit combined unavailability due to operational and automatic outages was the second largest from
2013;2017. Overall, over the five yeathe ac circuit unavailability remained steady with range of chargésl
percent (between 0.22 percent in 2015 and 0.32 in 2016).

Figure3.17 presents200 kV+TADSransformer unavailabilityas a percentage for the time period 2GE®17.
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Figure 3.17:200 kV+ Transformer  Unavailability by Year and Outage Type

Transformer unavailability due to operational and automatic outages in 2017 was the second lowest from 2013 to
2017 with an overall improving trend from 20X%2017. It is worth noting that a sizable change in transier
inventory occurred in 2015 due to changes in TADS reporting and that additionabwergrear data will help to
confirm the observed improving trend
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Chapter 4 : Enforcement Metrics for Risk and Reliability Impact

This chapter providesompliancebased metric results for 2013y using data through the end of March 2018. The
ERO Enterprise Compliance Monitoring and Enforcement Program AnnuaPREMEP 2017} the authoritative

source document for this data and supplies this informativith full background narrative and graphics. The annual
enforcement document refers to Serious Risk Violations and Noncompliance with Impact. For purposes of this report,
they are referred to as Compliance Process 1 and Compliance Process 2, negprécdively Thesdrack compliance
violation risk and compliance violation impact.

Analysis reveals decreasing trendn the 12month rolling average o€ompliance Procesdsserious risk violations
from 2012 through the end of 2018, Q1. Howe\ers important to remember that there is time required to fully
understand serious risk violations and reach disposition, which may include the filing ofctitdlof penalty In the
future, there may be additional serious risk violasadded to the count of this metric as reported violations are
fully analyzed and reach disposition.

Analysis o¥iolations with impacCompliance Proce&sfinds that the rate for the same time perioelmains constant
at a relatively low levelAgain as not all reprted noncompliances have reached final disposition, this metric also
remainssubject to change.

la gAGK Ylye .t{ NJSfAI-éAf)\ue AdadzsSasz Fyydz tthlay Hf 8aSke
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52 Seehttps://www.nerc.com/pa/comp/Reports%20DL/2017%20NERC%20Compliance%20Monitoring%20Enforcement%20Prdgram.pdf

the 2017 edition.

53 https://www.nerc.com/pa/comp/Reports%20DL/2016%20NERC%20Compliance%20Monitoring%20Enforcement%20Program.pdf
54http://www.nerc.com/pa/comp/CE/Compliance%20Violation%20Statistics/Analysis%200f%20Serious%20Risk%20Violations%20with%20an
%20Impact.pdf

55HP emerges as an issue in multiple aspects of BPS performance. NERC and NATF jointly conduct linpravmgiiuman Performance

on the Gridconference in Atlanta in late March, and Regions and various industry groups also conduct high quality HP conferenagsgnd tra

to address this need.
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Chapter 5 : Event Analysis

This chapter focusesn three significant outcomes from event analysis in 2017: reliability and resiliency aspects of
two hurricanes(Harvey and Irmga an update on invertebased resource performance, and the solar eclipse.
Appendix Ghighlights other significant events analysis activity and provides details on, for example, the 179 events
in 2017 that analysis confirmed to be low level Category 1.

Each of the hurricareecomprised a NERC Category 5 event, the highest severity wittiEABreces?, which should

not be confused with their Category 4 Hurricane classificafibhtarvey evokes perhaps the surprising description

08 a2YS lFa I gl GSN) SOSYUGEENYVAKSHMISOREBY I NA S AN RRA & A
hurricane. It presented unexpected challenges to service restoration ragdired restoration and recovery
techniquesthat wereneverusedbeforein the Houston area. Irma highlightssiliency impacts that can be achieved

by hardening the system before challenges arise. For example, customer electric outages for FP&L exceeded those c
its highest number for a prior hurricane by greater than 1.2 million (4.454 million versus Bifld&h), yet it
accomplished restoration ih0 days as opposed to 18 days for the prior stéfne key finding from these events

was the importance of deploying drones as an effective way to identify field conditions and required restoration
activities.

This chapter also updates th&tate of Reliability2017 risk resulting from unexpected and undesired inverter
performance. The risk is the loss of significant amounts of generation during certain system conditions when BPS
reliability may depend on their outp. Collaborative regulatory and industry actions proved successful in 2017 to
address trips due to inappropriate frequency calculations. However, a subsequent incident ocoereading new

risks regarding cessation of current injection into the systenspecific voltage rather than frequency excursions. A
team is developing mitigation approaches for these and any other emergent issues.

Pertaining tathe total solar eclipse of 201 &ffective mitigation plans prevented it from threatening reliabilitfthe
BPS and ensured that it unfolded as a swent.

Weather (Hurricanes 8 Wind and Water Events)

Hurricane Harvey

Hurricanes typically evoke thoughts of damaging winds and water with neither predominant and the size of the storm
surge at the forefronbf any discussion of flooding. Hurricane HaPédyoke that pattern. Although Harvey made
fryRFLHEE 2y GKS ¢SElFa O2rad +a F /1FGS3A2NE n | dz2NNR O}
Gl I NBSe gl a | OF 41 ai eaLIsxadand dnlg [até&t meéntiodslitsi1B0Smbh inds. /i azér K
that a key characteristic that should be emphasized about amyidaneis whether it wasa typical wind and water

event orprimarilyone over the other The delineation is vital to unde¢esding restoration and recovery challenges

and performanceHarvey comprised a water and wind event on the Texas coast with a record breaking storm surge
and developednto a water eventfurther inland, particularly for the Houston are® The storm inflicted massive

56 The EA Process can be found at the following localitips://www.nerc.com/pa/rrm/ea/Pages/EArogram.aspx

57The NOAA hurricane classifications can be found at the following lochtips://www.nhc.noaa.gov/aboutsshws.php

%8Ct 3[ Q&4 DNAR | FNRSyAy3 FyR | dNNAOIYyS wSalLkryasS OFly 68 F2dzyR i
https://www.enerqy.gov/sites/prod/files/2018/02/f49/2 _Emergency%20Response%20and%20Resilience%20Panel%20
%20Tom%20Gwaltney%2C%20FPL(HdE slide 4.)

59 TheAugust 201 Hurricane Harvey Event Analysis Repart be found at the following location:
https://www.nerc.com/pa/rrm/ea/Pages/AugusP01 7-HurricaneHarveyEventAnalysisReport.aspx

60 A recap of Hurricane Harvey can be found at the following locatiithps://weather.com/storms/hurricane/news/tropicaktorm-harvey
forecasttexaslouisianaarkansas

61 The Hurricane Harvey Response and Restoration presentation can be found at the following location:
https://www.energy.qgov/sites/prod/files/2018/02/f49/2 _Emergency%20Response%20and%20Resilience%20Panel%20
%20Steve%20Greenleg%20CenterPoint%20Enerqgy.(f8ée slide 5.)
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Chapter 5 Event Analysis

disruptions on the electric power systemthre Corpus Christi, Houston/Galveston, and @®ant/Port Arthur areas;
damaging 85 substations, over 850 transmission line structures, and @@ @istribution polesit caused 225
transmission line outagamitil it stalledand degradednto a tropical stormgcausing excessive rain @D inches) in
parts of southeastern Texasdflooding large areas of Houston and inland as far as Austin.

Following a hurricane, utility and conttaestoration crews normally provide rapid response to damaged areas, but
following Harvey, unanticipated continued floodidigl not allow access into many are&ar example,he water
continued to rise in the greater Houston araa the massive inland irdall flowed toward the Gulf of Mexico. The
extensive and extended presence of flooding and storm debris challenged the recovery process. Utilities met the
challenges in novel ways for some areas while relying on mutual assistance agreements. A Btapgliacdnd Texas
coastal restorations, airboats arrivéar the first timein the Houston area to aid in assessing damage in its flooded
areas. Amphibious vehicles proved quite valuable also.

However,drones provided the greatest versatility. Utilities mobilized drones, some of whictual assistance
agreementssupplied,to perform damage assessments on inaccessslbstationsas well astransmission and
distribution lines The drones used infrared capalyilib identify which equipment needed further inspection and
which could be trusted without itDronesgreatly accelerated and enhanced réi@he situational awareness and
assessments using their information enabled efficient dispatch of restoration creascessible locations. Drones
later proved a notable resiliency asset following Hurricane Iraved the unusual flooding following Harvey
emphasized the range of challenges for which they provide exceptional value. CenterPoint alone used 15 drones to
track 500 locations in its electrical system following Harvey. Awmtaral gas and electric utility, CenterPoint
responded to 8,24@aturalgas emergency orders and performed 1.27 million total electric restorations for Harvey.
As a final note on drone verslkily, one method among severathat CenterPoint used in response to the breach of
an18inchnaturalgas pipeline under the Neches River was to mount a remote methane leak detector to a drone to
monitor resultant river methane levels.

Texas RE and FR@re leading the development with NERC of a lessons learned docuwmaoiide insightsnto

how drones might beeven more effectively used infuture restorations includingidentification of policies and
regulationsthat might changé? Close coordination with government agencies and first responders is critical for
successful drone usg&he document is expected to publish in 2018.

Hurricane Irma

| dZNNRA Ol yS LNXIQa AYLI OGa 2y Cf 2NARI LINBidaSeyseasotwhichl & S
included Hurricane Wilmathe Florida Legislature, Florida Public Service Commission (BR&G)ate utilities
including FP&Lfirst explored and then implemented a very deliberate hardening of the state electrical
infrastructure.’® Irma gave FP&L the opportunity to prove the worth of the 1.5 billion dollars it invested in
strengthening its transmission and distribution system in preparation for the next big storm with FPSC approval.

Irma caused more electric outages than anypstorm. In its immediate aftermatht caused an estimated 8.96
million customers irfive states, Puerto Rico, and the.3JVirgin Islands to lose electric service at some point,
compared withdzLJS NE G 2 N { | Yy R& Qa vy ®clL yY AQ skakieQEiritdrgaione? 445 MillionA y

62TOsand TOPsnake the case that their use increases reliability and resiliency even for routine inspections outside of emergency speration
63https://www.energy.gov/sites/prod/files/2017/01/f34/Evaluating%20Proposed%20Investments%20in%20Power%20System%20Reliability
%20and%20Resilience%20Preliminary%20Results%20from%20Interviews%20with%20P ublic%20Utility%20Commissiony&xStaff. pdf
Appendix BF 2 NJ AYF2NXY I GA2y 2y GKS {(1GS 2F Ct2NARI Qa KdAzZNNAR Oy S LINB LI N
64 Information regarding power outages during Hurricane Irma can bedatithe following locationhttps://blog.ucsusa.org/julie
mcnamara/hurricanérma-power-outage
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customers lost powercontrasted withthe previous higtof 3.24 millionduring Hurricane Wilmamportantly though,
the utility evidenced increased resiliency as it cut total restoration time ft8mays for Wilma td.0 days for Irm&>

Inverter -Based Generation Update

State of Reliability2017 reported that an unplanned loss of approximately 1,200 MW of solar inwdsed
resources occurred in August 2016 in 84 A joint NERC/WECC task force analyzed that emsshtproduced a
report,%eresulting in a NER&ert Level2: recommendatiorto industryissued on June 20, 2017. The analysis revealed
two major issues with sold@?Vinvertero 8 SR NBX &2 dzZNOS&ad® CANRGSE | ALISOATAO
to erroneous frequency tripping during transmission faults. The manufacturer devised a splatidnthe
recommendationadvised registered entities to contact the inverter manufacturer and implement the changes.
{ SO2YRXZ YI ydzF I Od dzNB NA Q ngicya@d&exdiich Njiinerébdvrinlj #bdormhl ygrid dltiyesl G A
referred to as momentary cessation. During cessatioa inverter ceases to inject current into or draw current from

the grid. Theeecommendationadvised registered entities with inverters thiitey must use momentary cessation
during abnormal voltages to configure them to restore output after no greater delay fikarseconds from the
initiation of cessation.

The analysis identified the need for further studies to determine impacts of momen&asation on reliability as
well as other inverter issudabat impact the stability of thdnterconnectiors. The NEROC and PCreated a joint
task force, the IRPTF in Ju2@l7, to perform that work.The task force is producing a guideline for invetiased
resource performance to support BPS reliabflity

Another incident occurred in th&Vl in October 2017. The NERC refbdn that disturbance was published in
February 2018and itrevealed new invertebased resource performance issues that are beiddressed with a
follow up to the firstalert: Recommendatiorto Industry (Loss of Solar Resources during Transmission Disturbances
¢ 11).5° This Recommendation advises entitiegitmthe following

1 Ensure inverters will not trip on transient overvoltagepésific thresholds and guidance are under
development)

Himinate inverter use of momentary cessation if possible

Inject reactive current as necessary to mitigate cases of low voltage

In cases for which momentary cessation cannot be elimindtethe following:

A Reducethe momentary cessation low voltage threshold to the lowest value possible
A Reducethe recovery delay to the smalleitne periodpossible

A Increasethe active power ramp rate to at least 1@@rcentper secondi(e., return to pe-disturbance
active current injection withimne second)

65 A comparison of Hurricane Irma to historical storms can be found at tlwviog location:
https://www.energy.gov/sites/prod/files/2018/02/f49/2 Emergency%20Response%20and%lieRes%20Panel%20
%20Tom%20Gwaltney%2C%20FPI(Pek slide 4)

66 Thel,200 MW Fault Induced Solar Photovoltaic Resource Interruption Distuntegrozecan be found at the following location:
https://www.nerc.com/pa/rrm/ea/1200 MW _Fault Induced_Solar_Photovoltaic_Resource /1200 MW _Fault Induced_Solar_Photovoltaic_
Resource_Interruption_Fah.pdf.

67 The IRPTF can be found at the following locatiutps://www.nerc.com/comm/PC/Pages/InvertedBasedResourcePerformanceTask
Force.aspx

68 The 900 MW Fault Induced Solar Photovoltaic Resource Interruption Disturlvapoet can be found at the following location:
https://www.nerc.com/pa/rrm/ea/Pages/OctobeB-2017-Canyon2-FireDisturbanceReport.aspx

69 The alert can be found at the following location:

https://www.nerc.com/pa/rrm/bpsa/Alerts%20DL/NERC_Alert Loss of Solar Resources_during_Transmission_Didiu2@i®.@df
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1 Goordinate facility and inverter controls to not impede restoration from momentary cessation.

Solar Eclipse

While most of the United States awaited the total eclipse of the sun on August 21, @@l@é|ectric industry
implemented measures to ensure it would not cause electrical outages due to the sudden loss of solar resources. In
anticipation of this event, NERC produced a white p&perApril 2017that indicated there would ba&o projected

impacts to the BPS while the industry similarly anticipated that this event would not cause problems. Industry did
plan for reduction in solar resources during the event and no issues develgpiits, including PINt and CAIS®

took this opportunity to corpare results of the actual event with their study projections.

Adverse weather and invertgrerformancechallenged BPS reliability 2017, butthe weatherprovidedevidenceof
increasedBPSresilienceand pointed to potential improvements for future restorationsheTinverter issues are
driving greatercollaborativeunderstanding andmproved inverter compatibility withthe BPSKey Findings 1 and 2
and associated recommendations in theecutive Summargerive from these events

70The white paper can be found at the following location:
http://www.nerc.com/pa/RAPA/ra/Reliability%20Assessments%20DL/Solar_Eclipse 2017 -2iHar pdf

71 The PJMSolar Output During August 21, 2017 Total Solar Eclipsebe found at the dllowing location: https://www.pjm.com/-
/media/committeesgroups/committees/oc/20170912/2017091iPem-15-0c-eclipseupdated-20170831.ashx

72TheCAISO Performance of ISOs System during August 21, 2017 &alipeefound at the following location:
https://www.caiso.com/Documents/Pegirmancel SOSystemsDuringSolarEclipse.pdf
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This chapter provides cyber and physical security perfoceanetricsit further presents metrics on data sharing
and a metric on global cyber vulnerabilities. Each metric is followed by contextual information to aid in understanding
and applicationAll information presented resides in the public domain.

TheEISAC and Security Metrics Working Grodiprmerly the Bulk Electric SysteSecurity Metrics Working Group

have reviewed the metrics andentified trends where possibleecognizing that these results are based on only
three years of data. The metrics pide a global and industdgvel view of how security risks are evolving and
indicate the extent to which the electricity industry is successfully managing these risks. This chapter also provides
anoverview of a roadmap prepared by the SMWG for the dgwelent of additional security metrics in future

A word of caution: NERC atttk EISAC consistently maintain accurate public dathich issupported bythe &
L{!/ Q& I00Saa (2 LINRhér®einilBaia saues ButsRStelcdntroting REAL lordNERC
to which NERC antle EL { | / Q& LJdzo0 f A O R kaiiltibe Nase®l uporSesrigovoud dakd dellection by
third parties therefore, direct and quantitative comparisons of the datasented in this report to such third party

external data sources may not bemplete

Cyber Security

Security Metric: Reportable Cyber Security Incidents

No reportable cyber security incideritoccurredin the last three yearsso therefore there arenone that caused a

loss ofload. Thisdoes not suggest that the risk of a cyber security incident is low as the number of cyber security
vulnerabilities continesto increase gee Security Metric Global Cyber Vulnerabilitigs Additional observed and
potential risks are detailed ithe EISAC cyber security data and findiagailable to those witlaccess to the £5AC
portal.”

Responsible enties must report cyber security incidents to thdFAC as required by the NERC Reliability Standard
CIR0085 Incident Reporting and Response Planritibhis metric reports the total number of reportable cyber
security incidents that occur over time argkntifies how many of these incidents have resulted in a loss of lbad.

is important to note that any loss of load, whether directly caused by an adversary or intentionally shed as part of
the reattiime response, will meet the threshold for inclusiorths metric.For example, if load was shed as a result

of a loss of situationlr ¢ NSy Saa Ol dziSR o6& | O806SNJ AYOARSyid I FFSC
incident would be counted even though the cyber incident did not directly cause th@ldsad. This metric provides

the number of reportable cyber security incidents and an indication of the resilience of the BES to operate reliably
and continue to serve load.

Recent Cyber Security Developments

Notice of Proposed Rulemaking

In December 201the Federal Energy Regulatory CommissieBRLissued anotice of proposed rulemakingo

direct NERC to broaden @B8 to include mandatory reporting of cyber security incidents that compromise, or
attempt to compromisel y Sy idAieQa 9t SOGNRPYAO {SOdzaNARiG& tSNARYSQH:

BwSTeP bow/ Df2aalNE 2F ¢SN¥ay 4! /&80SN) {SOdNRG& Ly OA Rfanttionali K I
SydArie ot

74The EISAC portal can be found at the following locatiottps://www.eisac.com/

75The Reliability Standard, @B8-5 ¢ Cyber Security Incident Reporting and Response Planning, can be found at the folltwaiatpn
https://www.nerc.com/_layouts/15/PrintStandard.aspx?standaumber=CIR08-5&title=Cyber%20Security%20
%20Incident%20Reporting%20and%20Response%20Planning&jurisdiction=United%&Ssaies
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Monitoring Systems (EACMSEERC proposes that incident reports be sent tedERT (in addition tbe EISAC) and

that NERC file an annual, public and anonymized suypmidh FERC. NERC submitted comments in February 2018,
adzZLILR2 NI AY3 GKS [/ 2YYA&aAaA2YyQa LINBPLRAL G2 ONRBIRSY NBI
without overburdening entitiesWhatever additional data may become available from the oaote of these
proceedings will undoubtedly influence the collection, reporting, and maturation of future cybersereldted
measures in futur&ate of Reliability reports and other publications.

E-ISAC Cyber Security Findings

The EISAC continues to ate relevant cyber security information with its members via tH&E&C portal. In 2017,
the portal included 226 posted cyber bulleti@ver 30 percent of the total number of cyber reports involved phishing
incidents. Other important trends and analystgt the EISAC conducted this year focused on reconnaissance,
exploitation, and compromise activities. ThdFAC observed some activity that leveraged ransomware and other
activities that used compromised credentials and technology native to the targdatomment. The ESAC also
monitored several notindustry specific campaigns, including WannaCry and NotPetya ransomware activity.

In 2017, members observed several instanceSaf/er Message BlocRNIB protocol® credential harvesting. The E
ISAC beliess exploitation of SMB misconfigurations may continue to be used as an effective adversary technique to
collect and ultimately compromise credentials.

Phishing

Phishing emails attempt to deceive individuals into providing sensitive information, suchdentals or financial
account acces@hrough fraudulent emails masquerading as legitimate communicalidtsshings typically used
to gain an initial foothold into a networik support of other activitiesSpear phishing and whaling® accounted for
approximately 15 percent of phishing emails reportedhe EISACTowards the end of 2017, reports pointed to an
increase in phishing activity originating from trusted businesses that may have been comprorhisddSACGlso
received a fgnificant increase in spear phishing reports with credential harvesting objectives in 2017-1SA€ E
believes that this is coordinated activity that is targetihg electricity industry whichis consistent with the findings
in Joint Analysis RepoidAR), JARL7-20114° discussed later

Malware Targeting Electric ity Industry Assets in Ukraine

In June, the ESAC released information on modular malware samples that may have been involved in the December
Hamc FOGGFO1T 2y | 1 NI A yepadst® A FOE O BA RASHIA Ak & & 2F 3 &ITRESK SY |
information was shared with the-ESAC by industrial control security company Dragos Inc. This information was
amplified in alevell (advisory) NERGlert2 Y Wdzy S Mo I H n mNakvar8 FaigdtingEBdRicits lad2isRylzt | |

Assets in Ukrain&

The malware is a modular framework that can be tailored to meet desired objectives against specific equipment in
the target environment. The malware sample analyzed included capabilities ag&8BstaAd possibly Siemens

76 SMB protocol allows applications, such as Microsoft Word to read and write to file sharestidenk files and resouss on a remote server
77 Spear phishing is a subset of phishing activity that targets specific individuals in an organization with tailored cantprave success
rates.

78Whaling is a subset of phishing activity targeting wealthy or powerful indifidudZ & dzOK & / 9h&a oA ®SodS aoA3d 7T
79 The Joint Analysis Report can be found at the following locatiips://www.us-cert.gov/sites/deéult/files/publications/JAR 16
20296A GRIZZLY%20STERRE1229.pdf

80 For more information, authorized users can go to ERKSAC portal ahe following location
https://www.eisac.com/portathome/documentdetail ?id=64317

81 For more information, authorized users can go to ERKSSAC portal ahe following location
https://www.eisac.com/portathome/documentdetail?id=64319

82The NERC Alert can be found at the following locatittp://www.nerc.com/pa/rrm/bpsa/Alerts%20DL/NERCAlert2A17-06-13-
01_ModularElectricindustryMalware.pdf
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SHdA LIYSYylid ¢KS YIfghkrNBQa FTNIYSEg2N] RSarAday tA1Ste |If
protocols.

The EISAC and SANS Industrial Control System Team released a joint product summarizing analysis of the module
YIf gl NB FNIYSg2N] aaz20Al SR gAGK GKS wnmc Fadl Ol
source information, clarified important details surrounding the attack, offered lessons learned, and recommended
approaches to help the ICS commursgarch for and repel similar attacks.

Thethreat level protocol TLR: AMBER versidhof the Defense Use Case contains considerations specifically for
electricity industry asset owners and operators. A TMPITE versidfi was also released without the indtry-
specific considerations.

Advanced Persistent Threat Actor Targeting the Electric ity Industry and Other Critical Sectors
In June, the ESAC releasedlavell (advisory) NERGlert to inform NERC registered entities of a campaign targeting
several dtical sectors, including the electricity industry.

The FBI anBepartment of Homeland SecuriipidJreleased thelAR17-201140n advanced persistent threat (APT)
actors targeting energy, nuclear, and critical manufacturing industry companies, incleldiogicity industry
members in the United States. APT actors have attempted to collect and compromise energy industry credentials.
The credential harvesting campaign used website whtding and spear phishing to trigger external authentication
attempts via SMB. The remote authentication attempts caused credentials to be exposed outside the protected
network, and they were likely compromised.

l O0O2NRAY3 (2 (GKS W w>x GKS O2YLINRBYAASR ONBRSyGAlfa Y
inside the environment, the APT actors used native network management and monitoring tools to collect additional
information, including additional authentication information and possibly establish persistence.

In July, the FBI and DHS released an updaiARL7-20114that expanded the list of targeted entities to include
government organizations as well as water and aviation sectors members. The update also provided additional
indicators of compromise and more details into the tactics, techniques, and:guoes used by the threat actors.

Dragonfly

In September 2017, Symantec published a refdying activity similar to activity reported in NERC Alert 2067
3001%G2 Fy !'t¢ IANRdAzZLI OFff SR G5NII2yFfeb dSAQSynmnted, aRINA S
other security researchers agree that the activity reported indicates high interest in electricity industry companies
and that the actors have a high level of sophistication.

83 For more information, authorized users can go to ERKSSAC portal ahe following location
https://www.eisac.com/portathome/documentdetail ?id=64398

84 For more information, authorized users can go to ERKSAC portal ahe following location
https://www.eisac.com/portathome/documentdetail?id=64412

85The Symantec report can be found at the following location:
https://www.symantec.com/connect/blogs/dragonfiwesternenergysectortargeted-sophisticatedattack-group
86 For more information, authorized users can go to ERKSAC portal ahe following location
https://www.eisac.com/portathome/article-detail?id=66010
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Level 2 Recommendation NERC Alert based on DHS Issuance of Binding Operational Directive
17-01

On October 5, 2017, thelIBAC releasedlavel2 (Recommendatiof NER@lert to inform NERC registered entities
of supply chain risks in relation to a directive to executive branch agencies by DHS and to requestiarfdoma
assess the extent of exposure of tB@S

To implement a stronger supply chain risk management security posture, on September 13, 2017, DHEhidisiged
Operational Directivd 7-01,%” which notified all executive branch agengi&® take actionsrelated to the use or
presence of information security products, solutions, and services supplied directly or indirectly by AO Kaspersky Lak
or related entities." This documefitdescribes the directive and the reasoning behind it and offers recommendation

and additional information on supply chain risks to the North Amerigas

Large Botnet s
In September 2017, CheckPdfand Netlab36€ reported that more than one million devices may be part of a
botnet larger than the Mirdf botnet. The new botnetha8 SSy yIF YSR GL2¢NRB2LX 2NJ dL2¢

The EISAC has previously reported on risks associated with Internet of Things devices, including the 2016 release o
alevel2 (recommendatiol NER@lert®? to registered entities.

Malware Targeting Safety Instrumented Systems

Dragos Inc. and FireEye identified a new malware that taggdtty instrumented system$|($devices in November
2017. Dragos directly shared analysis and threat information on this malware with-it®8&@E The malware can
disable he SIS protection, leaving critical industrial control systems vulnerable to failure without the safety trip from
the SIS.

The EISAC has not received any reports of the malware targeting SIS systems being found on systems within NERC
footprint.

2018 C yber Security Outlook
As the HSAC looks to 2018, advanced persistent threat actors will almost certainly continue to specifically target the
electricity industry. Some tactics and trends are anticipated:

1 Continued andMore Sophisticated Phishing Activity: The HSAC expects an increase in sophisticated
phishing activity againdEROmembers. Recent phishing activity has focused on the technique of directing
victims to a malicious site in order to harvest their credentials.

1 Compromise ofTrusted BusinessPartners. The HSAC expects an increase of phishing activity originating
from trusted business partners that have been compromised (e.g., construction contractors, business
support vendors, service providers). TRESAC expects sharing levels to incresssmaller business partners
may make easier targets of compromise from their smaller security budgets. Small besimed®e for
attractive initial targets because a phishing email from a trusted source may be more likely to be opened.

1 CryptocurrencyMining: As long as the value of cryptocurrency continues to remain high,-tBAE expects
illegitimate cryptocurrency mining activity to be consistent or increase. The activity may not be targeted

87 The Binding Operational Directive can be found at the following locédiitws://cyber.dhs.gov/bod/1701/

88 For more information, authorized users can go to BRESAC portal athe following location https://www.eisac.com/portathome/article-
detail?id=66141

89The CheckPoint report can be found at the following locatitims://research.checkpoint.com/neviot-botnet-storm-coming/

%0 The Netlab360 report can be found at the followingdtion: http://blog.netlab.360.com/iot reapeta-rappid-spreadingnew-iot-botnet-en/
91 For more information, authorized users can go to ERKSAC portal ahe following location https://www.eisac.com/

92 For more information, authorized users can go to BBESAC portal athe following location https://www.eisac.com/portathome/cyber
bulletin-detail?id=68561
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Physical Security

Security Metric: Reportable Physical Security Events
Since 20150ne physical security event occurred that caused a loss of load as refleétiediie6.1.

This neatzero result does not suggest that the risk of a physical security event causing a loss of load is low as the
number of reportable events has not dieed over the past two years. Although this metric does not include physical
security events affecting equipment at the distribution level (i.e.,-B&S equipment), NERC receives information
through both mandatory and voluntary reporting that indicatestdbution-level events are more frequent than

those affecting BES equipme®me observed and potential risks are detailed in tRkSECphysicalsecurity data
andfindingsavailable to those witlaccesso the EISAC portal

Responsible mtities must eport physical security events to thelEAC as required by ti¢ERC ECFO4-3 Event
Reporting Reliability StandaPéi This metric reports the total number of physical security reportable evéthat

occur over time and identifies how many of these events have resulted in a loss oft lsaidiportant to note that

any loss of load, whether directly caused by an adversary or intentionally shed as part of {timeaasponse, will

meet the theshold for inclusion in this metri€or example, ifoad was shed as a result of safety concerns due to a
breakin at a substation, the event is counted even though no equipment damage directly caused the loss of load.
The metric provides the number of psical security reportable events and an indication of the resilience of the BES
to operate reliably and continue to serve load.

Note: This metric does not include physical security events reported to tHeAE that do not meet the reporting
threshold aglefined by theNERC EGB04-3 Reliability Standarduch as physical threats and damage to substation
perimeter fencing. Also, this metric does not include physical security events that affect equipment at the distribution
level (i.e., norBES equipment).

35
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Figure 6.1: Reportable Physical Security Events

93 Reliability Stadard EOR04-3 Event Reportingan be found at the following location:
https://www.nerc.com/pa/Stand/Reliability%20Standards/EO®4-3.pdf
94 Reportable Events are defined in Reliability Sd EOF004-3 Event Reporting.
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Metric Contextual | nformation : Recent Physical Security Developments

E-ISAC Physical Security Findings

The EISAC physical security analysts captanmealyze, and disseminate physical security incidents reported by
electricity industry members to fellowESAC members, law enforcement, and government agencies. The information
is disseminated in a nonattributed format and is valuable in ongoing situatawareness, detection, and prevention

of similar incidents. The physical security analysts also provide reporting and analysis regardingzeot global
incidents.

Sources of the physical reports were voluntary incident shares, RCIS messag&ZsCihd EOCB04s. Members
shared over 57 percent of the incidents directly to thRkESBC, or further context was provided to thdSAC after the
incident was fully investigated.

There was a considerable increase in direct shares during 2017 by metmbleesEISAC compared to 2016. These
direct shares were often phone calls during incident response, emails sharing detgilspictures and law
enforcement engagement), or members voluntarily posting incidents to 48ME portal. ThelSAC conductealver

10 outreach eventsincluding quarterlyCritical Infastructure Protection Committedoriefings, visits taregional

security meetings, quarterly teleconference participation, andkagd O NXBIljdzSaidad ¢KS LK@ aA
outreach efforts and thely bulletins to industry were pivotal in creating a trusted environment for voluntary sharing,
and the EISAC benefited from regular correspondence from security managers throughout the Regions.

Reporting Trends

The physical security analysts reviewée incidents from all segments of the industry by morERCRegion, and

event type. The analysts reviewed events by overall type by using the following categories: Gunfire, Intrusion,
Surveillance, Suspicious Activity, Theft, Threat, and Vandalism.citterits that fell into multiple categories, the E

ISAC categorized them based on the intent of the action F8eee6.2.

Vandalism
8%

Suspicious Activity
14%

Figure 6.2: Breakdown of Physical Security Incidents for 2017
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In 2017, theft related incidents accounted for 24 percent of incidefitese thefts were predominantly copper
related but also included equipmetike vehicles, tools, and uniforms.

Figure6.3 shows the price of copper over the course of 2017 (left) and tracks the frequency of copper theft events
shared with the HSAC (right). While the price of copper has increased by almogr2ém over the past 12 months,
there is no correlation in the price increase and an increase in copper theft incidents. The fluctuation in incident
frequency is more likely attributed to seasonal temperature changes as individuals looking to steal areplesis

likely to do so during the coldemnd hottermonths. It might conversely align with periodsf increased construction

activities and greater access to materidltso, as states enact legislation and regulation on metal recycling and resale,
the market for stolen copper will diminish.

Price of High Grade Copper (2017) Instances of Copper Theft (2017)

$3.40 7

$3.20 6 .

$3.00 . ~

$2.80 > A / N\,
—_ . 4 7\ ¥ a N
o 52 60 J \ ,,:\\ 4 b
- - 3 .f'-J':r \ 4 \ / \\
2  $240 2 4 \ / N J .

/ \/ ~"
2 $2.20 1 — .-
W $2.00 0
L=}
5 SES S5 SNS5N55 QSR AE NS PSS
= 2L T 2 0 > g £ 5 5o FF& S & & & E
m 5 5§28 5% 55 3% 88 38 3 S ~ RS
o S 353 2 @ N @ O & &
a 2 2 & < - 5 E 28 E E c,BQ L o
[S] m O = < 8 L2 vy
[} I % o o o
Il z o

Figure 6.3: 2017 Copper Theft Prices and Reported Incidents

Surveillance accounted for 19 percent of incidents. Methods of surveillance inaduolees photography, and video
footage. While these incidents may seem trivial, this activity could lead to faltoactivity, such as theft or even a

coordinated attack. In 2017, thelEAC called for increased vigilance of surveillance activity during meattsyand
outreach events, which may have led to an increase in sharing.

Gunfire related incidents accounted for 15 percent of events. A majority of these came from damage discovered
during routine inspection. Many members provided theSRAC with photgraphs of the damage that provided helpful

context surrounding the incidents. In the fourth quarter of 2017, tRESEC observed a slight increase in gunfire
damage to wind farms.

2018 Physical Security Outlook

After a review of 2017 data, government s, and industry whitepapers and discussions, tHSAC has made
some security predictions for 2018. ThéFAC assesses that there will be an increase in theft, especially in areas
more negativelyimpacted by soci@conomic issues. This theft may bepper, equipment, or tools. The-ISAC
advises members to track copper prices, engage with law enforcement and metal recyclers, and continue to share
incidents with the HSAC. The-ESAC anticipates a rise in incidents involving suspicious actiuith & targeted

phone scams and individuals probing security personnel for facility information or response thresholds. While intent
is always challenging to assess, the possibility exists ititatmingled in this continued losevel threat activity

there could be probing attacks to gauge defenses and response actions in preparation for-dallattacksfrom
individuals or groups with a broad range of ideological motivati&nsployee education programs regarding topics

like protecting sensitive informatioand incident sharing procedures may help to counteract these tactics.
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Information Sharing

Security Metric : Industry -Sourced Information Sharing

The EISAC continues to share relevant cyber security information with its members vid 88 HportalThis metric

reports the total number of incident bulletins (i.e., cyber bulletins and physical bulletins) published bylS#eE
based on information voluntarily submitted by thd ®AC member organizations as showhiinre6.4.% TheEISAC
member organizations include NERC registerntities and others in the electricity sector, including distribution
utilities (i.e., it is not limited to the BP®)cidentbulletins describe physical and cyber security incidents and provide
GAYStezs NBESOIydzZ FYyR FOGA2YyFo0tS AYF2NNIGAZ2Y 2F 0ONP
rapidly changing threat environment, it is important that elécity sector entities share their own securitylated
intelligence as it may help identify emerging trends or provide an early warning to others. This metric provides an
indication of the extent to which the-ESAC member organizations are willing aile to share information related

to cyber and physical security incidents they experience. AsHISA\E member organizations increase the extent
that they share their own information, all member organizations will be able to increase their own awagstkess
ability to respond quickly and effectively. This should enhance the resilience of the BPS to new and evolving threats
and vulnerabilities. The modest but steady increase in the number of bulletins published BYySA€ Buggests that
member organizabns are sharing securiglated information.

140
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Number of Bulletins
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2015 2016 2017

m Cyber Bulletins Physical Bulletins

Figure 6.4: Industry -Sourced Information Sharing

Metric Contextual I  nformation: Recent Trends in Information Sharing

E-ISAC Information Sharing
In 2017, he EISAC portal included 226 posted cyber bulletins. Of theesatal 0f191 (ref. securitetric 3) included

information that members either provided to theIEAC or posted themselves, and a total of 31 of the bulletins
included information based o@yber Security Risk Information Sharing PrograRi$Pdata. In 2017, the HSAC
portal included 181 physical bulletins thatluded information that members either provided to théFAC or posted
themselves (ref. securitivletric 3). The ESAC also pted several bulletins based on information obtained from
government and trusted open source partners.

CRISP Reporting

Security Metric : CRISP Statistics
CRISP uses many different sources of threat reporting to identify potential indicators of compior287, a total
of 25 percent of investigations opened in CRISP were based on information initially shared by CRISP participants; thi

9% |n September 2015, the ISAC launched its new portal. Watchlist Entries are now called Cyber Bulletins. The category Physical Bulletins is on
the portal to share physical security information. Prior to 2015 Q4, physical security reports were sirargrhtthe EISAC Weekly Report
but not through Watchlist Entries.
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is an increase frorfive percent in 2016 as participants have become more comfortable sharing indicah&sISAC
anticipates this number to increase in the future.

CRISP is a pubficivate partnership cofounded by the DOE and NERC and managed bISA€ Ehat facilitates the
exchange of detailed cyber security information among industry, theA€, DOE, and Pacliorthwest National
Laboratory. The program facilitates information sharing and enables owners and operators to better protect their
networks from sophisticated cyber threats.

The purpose of CRISP is to collaborate with energy sector partners to tacHigatimely bidirectional sharing of
unclassified and classified threat information. CRISP information helps support development of situational awareness
tools to enhance the sector's ability to identify, prioritize, and coordinate the protection cfittsal infrastructure

and key resources.

CRISP participant companies serve approximately 75 percent of electricity customersUnitde States.The
guantity, quality, and timeliness of the CRISP information exchange allows the industry to betitet jiself against
cyber threats and to make the BPS more secure.

CRISP reports increased information sharing that resulted in enhanced security awareness of CRISP participants ar
the rest of the electricity industry. Additionally, anonymized CRISRmafoon shared with the intelligence
community led to the discovery of previously unknown compromised computer netwdedde 6.1 details the
reporting statistics from 2017.

In 2017, CRISP analysts generated 12ditelreports on a variety of threats:

1 ReconnaissanceCautious and methodical actors conduct reconnaissance by using a wide variety of
techniques and tactics, including port scannin@S/SCADA identification, enumeration, and social
engineering.

1 Credential HarvestingThis includes phishing emails, watering holes, open source research, and database
exploitation to collect user identification and password credentials to access a &fgfein or masquerade
as a legitimate user.

1 Ransomware This includes malware that encrypts systems, disks, or specific files/types and requires a
ransom payment for the decryption key. High profile ransomware campaigns include WannaCry and
NotPetya.

1 Watering Hole This includes attacks that leverage the false sense of security provided by a high volume of
traffic to legitimate sites. While performing normal functions at a seemingly innocuous site, victims are
exposed to malicious code capable of harvestirgglentials, redirecting users to malicious sites, or collecting
sensitive user information.

1 HighValue Threat ActorsHigh value threat actors typically employ multiple techniques and phases of
attacks in a cyclical pattern to gain unauthorized entryebaorks. Campaigns seen in 2017 include GRIZZLY
STEPPE, HIDDEN COBRA, and Operation CloudfiGessmastef’

9% Information on Operation CloudHopper can be found at the following location:
http://baesystemsai.bbgspot.com/2017/04/aptlperationcloudhopper_3.html

97 Information on Chessmaster can be found at the following location:
https://blog.trendmicro.com/trendlabssecurityintelligence/chessmastecyberespionagecampaign/
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Table 6.1: CRISP 2017 Reporting Statistics

Product 2017 Total
Case®©pened 1817
AnalystGenerated Reports 235
Site Annexes 442
AutomatedReports 187,403

Cases Openedrhe CRISP analysis team opens a case each timei@ator of compromisés queried againsCRISP
data. Even if no activity was observed against CRISP data, histasealprovide trending and tactics used by threat
actors.

Analyst GeneratedReports Ifindicators of compromisare observed in CRISP network traffic, the CRISP team works
with the DOE to declassify indicators to disseminate to CRISP patrticipants.

Site Annexes An individual site annex is provided to each CRISP participant where the indicators were observed. A
site annex consists of individual CRISP participant data that provides cyber defenders information on when the
activity occurred and which systés) may be communicating with the identified suspicious activity.

Automated Reports Due to the sheer volume of network data, CRISP has developed automated analytical tools.
These tools identify unique relationships between network traffic and CRISRipants. CRISP participants can
access the automated analytical tools and their unique site reports through the Cyber Analytics Services Access
interface. They can also use tBgber Analytics Services Accapplication programming interface to integraitato

existing processed at local sites.

Global Vulnerabilities

Security Metric : Global Cyber Vulnerabilities

This metric reports the number of global cyber security vulnerabilities considered to be high severity (as reflected in
Figure6.5) based on data published by the National Institute of Standards and Technblagyational Institute of
Standards and Technolodgfines high severity vulnerabilities as those with a common vulnerability scoring $§stem

2T aSOSYy 2NJ KAIKSNWY ¢KS GSN)Y aG3t20lté Aa Fy AYLRNILFY
typically used by electricity sector enéis. The yeaoveryear increase in global cyber security vulnerabilities
compared with global cyber security incidents indicates that vulnerabilities are increasingly being successfully
exploited and reinforces the need for organizations to continue toagce their cyber security capabilities.
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Figure 6.5: Global Cyber Vulnerabilities

9% Ref. NISThttp://nvd.nist.gov/cvss.cfm
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Continued Security Metrics Maturation

For this report, the ESAC an&ecurity Metrics Working Groupave taken a combined approach to assessing the
security of the BPS as it relates to overall reliability. Collecting and assessing the inherently quantitative metrics used
by the SMWG in recent years is now accompanied with a qualitative narrative wiretk@d 8 2 o KIF G é¢ FI O
metrics, highlight important findings, and provide context that may otherwise be obscured in a simple chart or
number. Underlying all this is the clear goal to use these metrics and narrative to projeatfiitoe time ard less
understoodtopicsto make an assessment about the future state of security of the BPS.

Principles for Future Work
To guide the continued refinement of how security is measured and assessed, five principles were identified and
agreed upon by the dirent groups working in this space:

1 Measuring and assessirggcurity requires a shared, cleaand complete lexicon whose use lisoadly
understood andtonsistentlyenforced.

1 Metrics, measures, and assessments are different and related:
A Metrics are theresult of counting things (vulnerabilities, incidents, etc.) and are usually quantitative.
A aSladiNBa LINPYGARS (GKS a2 gKIFaGé G2 GKS YSOINROa |
A Assessments are a projection of the measures into future timel@sslunderstood topics

1 Sometimes measurebutusually assessments, require assumptions to be mabdacing assumptions with
fact as more information becomes available is a standing high priority.

1 Using consistent frameworks for both the cyber and ptaisidomains, with different metrics but
philosophically similar measures, will improve process efficiency as well as external comprehension.

1 Stakeholders involved in these efforts must be diligennaintaining the appropriate distinctiortsetween
different use$® of measures even when thdata sourcesinderlyingthe metrics overlap.

Throughout 2018, the-ESACSystem Security Metrics Working Gro@MWQa, and ERO Enterprise stafifl continue

to refine how security is measured. One of the most prongisameas under development is the application of
sociotechnical probabilistic risk assessn®hto mathematically combine calibrated subject matter expert
assessments of thikelihood of contributing elements of a certain security outcormeassess the tindkounded
likelihood of the realization of a specific harm. Integral to this technique is the ability to similarly estimate the efficacy
of various mitigation strategies to inform risk management

991n recent years, these different uses could generally be divided into categories for the actual security outcomes seB®8npkeformance
objectives for the HSAC as supported by industry, and ERO Enterprise corporate metrics (which intermingletd &spn the first two
categories).

w2 KAfS y2i SELX-AOOKYRONt YORRPaKe@OARAGAO NR&]l aaSaavySyidé oe GKSY
W. Hubbard and Richard Seiersen in their 2016 bdok to Measure Anything iBybersecurity Risk.
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Chapter 7 : Actions to Address Recommendati ons in Prior State of
Reliability Report

TheState of Reliabilityeport identifies key findings, and many of these findings contain recommended actions for
NERC or the larger ERO Enterprise, PAS, and other subcommittees and workinglrgitdagsl shows the number

of past recommendations and includes whether the item was completed as @ttite of Reliability017report,
whetherthe itemwasongoing n 2017but has since been closed out as a completed recommendationhether

the item isstill an ongoing recommendation. Actions completed through 2b&7 report are considered archived,
and details about their completion are available in this chapfehe report°

Table 7.1: Recommendation Status Summary

Key Finding Action Status 2011 | 2012 | 2013 |2014 |2015 |2016 |2017 | Total

Completed Status Through

2017 Report 4 6 7 5 9 3 0 34
Completed During 201 0 0 0 0 1 2 3 6
Ongoing as of 2@lReport 0 0 0 0 2 2 1 5
Total Actions from All Reports 4 6 7 5 12 7 4 45

Table7.18 K2 6 852 G&NX G KS a A En NSIORE YEY RNB MIRNESIH @BORA2SYa G 2
GK24S &LISOATAO AGSYRNBODBY $ )@I@VUK?QW&@@@EREE[ZINEUK P8 K
0KS NBtAFOAfAGE 2F GKS .t{® LYy GKAA& NBLRNIZ FIRRAGA;
NB LJ32 NI S R{( K o 65T k- BN dNTI &

Table7.2 outlines actions that have addressed the recommendations completed during 2016 aéiel’.3 outlines
recommendations where actions are currently ongoing and will be included in future reports.

Table 7.2: Completed Recommendations for 2017

ltem gggng Key Finding
SOR Recommendations Actions Taken to Date
Reference | Report
Reference
Year
The ERSWG has The ERB-Measures Framework
recommended a measure 03 .
Report® contained a proposed measurg
that was approved by the . .
7, which was assigned to PAS to develq
OC and PC for data .
02 | Page 32 . . .| the necessary data collection processes
1 2015 collection and testing. This
Paragraph 1 to allow a test of measure 7 as a
may support development . .
.| potential future voltage and reactive
of new voltage and reactive .
; . metric.
support metrics going
forward.

101 Prior Sate of Reliabilityreports can be found ahe followinglocation https://www.nerc.com/pa/RAPA/PA/Pages/default.aspx
http://www.nerc.com/pa/RAPA/PA/Performance%20Analysis%20DL/2015%20State%200f%20Reliability. pdf

102 TheState of Reliability 201&an be found at the following location:
https://www.nerc.com/pa/RAPA/PA/Performance%20Analysis%20DL/2015%20State%200f%20Reliability.pdf

103The Essential Reliability Services Task Force Measures Frameworkdaedmetfound at the following location:
https://www.nerc.com/comm/Oher/essntlrlbltysrvcstskfrcDL/ERSTF%20Framework%20RepevtZ@Binal. pdf
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Table 7.2: Completed Recommendations for 2017

ltem glcr;cFinng Key Finding
SOR Recommendations Actions Taken to Date
Reference | Report
Reference
Year
During 2016, PAS developed and
conducted a voluntary data colléon
and released the data for analysis to the
SAMS.
During 2017, SAMS determined that thi
was not a feasible measure. The PC
accepted that recommendation and no
further work will be performed relative
to measure 7.
NERC and PAS are examining
NERC should consider Intercoqnectlc_)nlevel daily S_RI _
erforming dailyseverity calculations gor to developing possible
beric . daily SRI calculations on thegional
risk index $RJ calculations
o | Page 1 Key . . level.
2 2016 A on aregional basis to
Finding 2 investigate the feasibility of
9 Y O\ PAS determined in 2017 that SRI daily
correlating performance . .
: . calculations are not feasible at the
with regional weather data. . . : .
regional level. This report contains a pil
at the Interconnection level using WECC
NERC continues to host HP workshops
enhance awareness of the HP impact o
NERC should provide focus system riskNERC and NATF continue t
. conduct the annualmproving Human
on HP training and . :
. Performance on the Gridonference in
Page 1 Key | education through . :
3 2016 o Atlanta in late March, and Regions have
Finding 3 conferences and workshops .
) also conducted HP conferences/training
that increase knowledge of
possible risk scenarios. While this will continue as an ongoing
activity, this action is closed foupposes
of the report.
As NERC continues to track
and trend events and In analyzing events related toverter
Page 1 Ke provide recommendations | based generation events, NERC and
4 201705 age Y| for risk mitigation, NERC | WECC have included inverter vendors
Finding 1 .
should include vendors and| and manufacturers soon after
manufacturers in analyses | determination that issues existed.
when possible.

104 TheState of Reliability 2016an be found at the following location:
https://www.nerc.com/pa/RAPA/PA/Performance%20Analysis%20DL/2016_SOR_Report_Final_v1.pdf

105 TheState of Reliability 201@an be found at the following location:
https://www.nerc.com/pa/RAPA/PA/Performance%20Analysis%20DL/SOR_2017 MASTER 20170613.pdf
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Table 7.2: Completed Recommendations for 2017

ltem glcr;chang Key Finding
SOR Recommendations Actions Taken to Date
Reference | Report
Reference
Year
In addition to annual RF and SPP
. . . misoperation conferences, WECC has
Continue withregional . . "
: established a strong leadership position
efforts on education and L . . . .
Page 2 Key . with its Misoperation Summit webinar
5 2017 e outreach to continue : : " . ,
Finding 2 . . series. NERC is additionally working wit
reduction ofprotection . o
Ssvstem misoperations the Regions and with industry thrgh
y P ' the PC and SPCS to get a comprehens
misoperation DRI developed.
HPemerges as an issue in multiple
aspects of BPS performandecluding
TADS transmission outag®¢$ERC and
NATF jointly conduct the annual
Improving Human Performance on the
Gridconference in Atlanta in late March
and Regions and various industry grouf
Page 5 Ke Increase awareness of HP | also conduct high qualitdPconferences
6 2017 age Y| issues with industry and and training to adcess this need.
Finding 5 )
policymakers
This report has cited the HP conference
for years but this year is attempting to
link significant BPS reliability impacts th
drive the need for increasing HP efforts
with the educational venues. For
purposes of this reporthis itemis
closed.
Table 7.3: Ongoing Recommendations
Finding | Key
Item SOR Finding : :
Reference| Report | SOR Recommendations Actions Taken to Date
Year Reference
The collected data NERC, PAS, and the TADSWG are curr
(transmission related events . .
L evaluating data collection and methods
resulting in load loss) does not .
o that may be enhanced to provide
indicate whether load loss .
Page 31 . increased awareness of yeaver-year
06 during an event occurred as :
1 20159 | Paragraph . . .| trends when load loss occurs during
designed. Data collection will b .
2 . . . transmission events. These efforts may
refined in the future for this . . .
) include colhboration with IEEE and
metric to allow enable data . L :
L : industry forums. This is included in PAS
grouping into categoriesush - \ :
: annual reliability metrics review process
as separating load loss as

106 TheState of Reliability 201&an be found at the followintpcation
https://www.nerc.com/pa/RAPA/PA/Performance%20Analysis%20DL/2015%20State%200f%20Reliability.pdf
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Table 7.3: Ongoing Recommendations

Finding | Key
Item SOR Finding . :
Reference| Report | SOR Recommendations Actions Taken to Date
Year Reference
designed from unexpected firm
load loss. Also, differentiating
between load losses as a dired
consequence of an outage
compared to load loss as a
result of an operatoxcontrolled
action to mitigate an IROL/SOI|
exceedance shdd be
considered.
Since monitoring the changes
that occurred in 2014 versus
prior years, the time range TheTADSWG@ currently evaluating data
categories for IROL collection and methods that may be
exceedancemay need to be | enhanced to provide increased awarene
Page 43 reviewed. Based on this of yearover-year trends when load loss
g anticipated result (that occurs during transmission events.
Paragraph L .
2 2015 4 monitoring granularity has
increased, which may result in| Also, the Methods for Establishing IROL
variance over history}he Task Fore is currently reviewing
parameters for reporting on consistency of IROL exceedance criterig
Time Range 1 should be and may be recommending changes to
examined to ensure that the | the IROL exceedance metric.
correct information is bimg
captured.
Several modeling improvement initiative
NERC should provide leadersh have begun. The Synchr_onlzed
) ) Measurement Subcommittee and the
in collaborative efforts to . .
. Power Plant Modelingnd Verification
Page 2 improve system model
07 - . .| Task Force have beereated to
3 201697 | Key validation,particularly dynamic| . . .
7 . . implement and monitor several modeling
Finding 5 | models, including the use of | . .~ .
initiatives. There have also been a numk
synchrophasor and other L S .
of reliability guidelines and technical
advanced technology.
reference documents prepared to
enhance modeling efforts.
The ERO should lead efforts tq
monitor the impacts of
resource mix changes with _
4 2016 Key implementation plans for variouERS
Finding 6 f ERS measures for measures.
frequency and voltage
support that have been
developed and adopted

107 TheState of Reliability 2016an be found at the following location:
https://www.nerc.com/pa/RAPA/PA/Performance%20Analysis%20DL/2016_SOR_Report Final_v1.pdf
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Table 7.3: Ongoing Recommendations

Iltem
Reference

Finding
SOR
Report
Year

Key
Finding
SOR
Reference

Recommendations

Actions Taken to Date

 Methods to increase

the population and
capability of resources
providing frequency
response especially
under the scenario that
conventional
generation continues tq
be replaced with
variable energy
resources

Reliability of reactive
power generators, such
asstatic var
compensatorgSVCs),
FACTS devices, and
synchronous
condensers when
applied toreplace the
voltage support
function of retiring
conventional
generators, such as
low-voltage ride
through

Protection for these
devices as well as
compatibility and
coordination with other
BPS protection and
controls

20178

Page 3
Key
Finding 3

Increase awareness of
frequency response challenges

NERC has in the last three years (includ
in this report) emphasized that there is g
frequency response nadir to UFLS set
point margin risk in the arresting phase &
well as the requirement to meet IFRO in
the stabilizing phase. NERC has also
establisheda standard drafting teanto
explore and accomplish improvements t
BAL003.1.1 in response to the receipt of

108 The State of Reliability 2017 can be found at the following location:
https://www.nerc.com/pa/RAPA/PA/Performance%20Analysis%20DL/SOR_2017 MASTER 20170613.pdf
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Finding | Key

Iltem SOR Finding
Reference| Report | SOR

Year Reference

Recommendations Actions Taken to Date

SARs. This work will continue through
2018 at minimum.

NERC and thAGFare also jointly
addressing the need for increased
awareness of thehallenges.
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Appendix A : Statistical Analysis of  Daily Transmission and
Generation Performance

Assessment of Daily Transmission Performance and Daily Generation

Performance
Analyses in the following sections show a stable daily transmissistem performance and an improved daily
generation performance in 2017 based on the analysis of the @1 TADS and GADS data, respectively.

Daily Transmission Loss (DTL) and Daily Generation Loss (DGL)
The DTL is defined IBquation A.1

0"YD 2 Dpnnm

Equation A .1
In Equation A.1:

1 TADS elements are ac circuits, dc circuits, and transforrapestable in TAD.8°
i Sustained automatic outages havearation of oneminute or greater.
Defined byEquation A.1DTL is a share of the totadegavolt amperdMVA) of the BPS transmission system lost on

a given day due to sustained automatic outagf@srable A.1 and TableA.2 list equivalent MVA values for TADS
elements by the voltage class repainle in TADS.

Table A.1l: Equivalent MVA Values of  AC Circuits and Transformers

Voltage Class AC Circuits Transformers
100199 kV 200 100
200¢299 kv 700 259
3005399 kV 1,300 518
400c599 kV 2,000 1,034
600¢799 kV 3,000 1,441

Voltage Class DC Circuits

100199 kV 545

200¢299 kv 140

400c400 kV 1,033

500¢599 kV 818

109 From 20082015, TADS collected the inventory and outage dataransmission elements with voltages 200 kV and above. In,2Z04BS
data collection changed to include inventory and outage data for all BPS transmission elements in NERC footphandehésl to a larger
inventory (below 200 kV) and resulted in reautage data collected.

110 Theratio is multiplied by 100 for convenience to avoid working with and presenting very small numbers.
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The DGL is defined lquation A.2
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Equation A .2
In Equation A.2

1 Onlyconventional generation reported in the GAB$cludable generatian
1 A monthly capacity value is used as a denominator.

Defined byEquation A.2DQ. is a share of the total W rating of conventional generation reportabin GADS lost
on a given day due tonplanned(forced)outages!**

Daily Transmission Performance
DTL Statistics and Time Trend

Analysis of1 daily BPS transmission system performance is based ddThealues calculated for the years 2@13
2017 byEquation A.1TableA.3 shows thedescriptivestatidics of the fiveyear DTL data.

Table A.3: Descriptive Statistics of DTL (2013 i 2017)

Days | Mean Star?dallrd Minimum | Maximum | Median
Deviation
1.826| 0.81 0.59 0.00 8.41 0.69

TableA.3informs that, on average, about 0.08 percent of the total MVA has been lost dailp dustained outages

of TADS elements over these five years. For half of the days, the transmissimaddsslow 0.069 percent and for
another half it was above 0.069 percent; the maximum DTL was more than ten times the average with 0.84 percent
of the total MVA lost (July 4, 201®)n that day, 29 sustained outages were reported in TADR&al of24 of these

(22 outages of ac circuits and two dc circuit outages) were caused by wildfires in CanadadhNiPtGE)emaining

five outages were spread across the continent and not related.

In FigureA.1, the daily performance dhe DTL is shown over the fiyear history The daily values follow prominent
seasonal patternwhich is analyzed in detail in the next section. Atdearly visible are upper oligrst days with
multiple sustained outages of the transmission system.

11 Theratio is multiplied by 100 for convenience to avoid working with and presenting very small numbers.
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Daily Transmission Loss
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Figure A.l: Scatter Plot of DTL (2013 i 2017)

Because of TADS data collection change®15, a time trendine is calculated and significance of its slope is tested
for the DTL data limited for the years 2@P®17. The scatter plot of the 20483017 DTL is shown kigureA.2 data
along with a time trendine.
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Figure A.2: Scatter Plotof DTL with Time Trend Line (2015 7 2017)

The timetrend line has a positive slope that is netatistically significant (value=0.57. This result indicates that it
is very likely that the positive slope was observed by mere chanceoanaveragethe daily transmission system
performance was stable fro 20152017
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Seasonal Analysis of Transmission Performance

FigureA.1 and FigureA.2 reveal a prominent seasonality of tigTL Further aalysis othe seasonal performance
confirms and quantifiesdifferences inDTLby seasort'? Table A.4 shows theDTL descriptivetatigics by season
based on the 201017data.

Table A.4: Descriptive Statistics of DTL by Season

Season | N Mean Star_ldgrd Minimum | Maximum | Median
Deviation

Winter 451 0.68 0.54 0.00 3.93 0.56

Spring 305 0.72 0.53 0.00 4.34 0.62

Summer 765 0.95 0.63 0.00 8.41 0.85

Fall 305 0.70 0.53 0.00 4.80 0.60
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Figure A.3: Boxplot of DTL by Season 2013 i 2017

Statistical ests'® indicate satistically significant differenceamong seasonal distributions of the DTHgure A.4

shows the mean DTL by season ordered from highest (for summer) to lowest (for winter) and summarizes results of
5dzy OF yQa 3INBdzLIAY3I (GSad F2N GKS aSlrazylrf YSIyaod 9 OK
different) mean DTlvalues. Thus, differences in spring, ,falhd winter DTL(connected by a red barmare not
significant, and, on average, these seasons have similar daily transmission losses. Summer DTL is the highest al
statistically significantly different from the other seasons.

112 For seasonadnalysis of TADS and GADS data in Appendiinfenincludes the months of January, Febryamyd Decembeof the same
calendar yearSummer includes May through September; all other months are categorizpdiag/fall.
13l ph+! gAGK CAifcénBDifErance]teStlard iDungak G@gliping test at the significance level of 0.05.
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Daily Transmission Loss Duncan Grouping for
Means of Season (Alpha = 0.05)

Means covered by the same bar are not significantly different.

Season Estimate

Summer 0.a547 I

Spring 0.7243
Fall 0.5a78
Winter 0.Ga12
Figure A.4: Average DTL by Season and Seasonal Grouping by Mean DTL (2013 12017)

2017 Transmission Performance versus Historical Seasonal Bounds
The detected seasonal differences in the transmission system performance redtitfs analysis of daily 2017
transmission performance based on seasonal bounds for typical daily values.

FigureA.5 shows aaily plot of the DTL scofer 2017 (shown in blue) against bounds of typical seasonal performance
that iscalculatedoy using 20182016 (historicaldaily data. On a daily basisganeral normal range of performance
exists. Thisiormal range is defined as the 9@rcent confidence interval of historical seasonal values and is visible
as a band betweethe fifth percentile of seasonal values (orange line) #melninety-fifth percenile of seasonal
values (grey line)}-or each season, thastoricalmedian and mean are also showBimilarity ofparameters of the
distribution of the winter, springand fall DTL iurther visible inFigureA.5.

Days of stress rise above the seasonal daily control lifisireA.5 shows tha the BPSransmissiorperformance

in 2017, as measured by tiETL. hadeightstress dayshat exceeded corresponding historical seasonal bounds. This
indicates a stable overall performance comparatively to the previous four years since for a year sirthilar to
historical years 18 or 19 stress day would be expedtlmvever, he six most extreme days in 20&Xceededany
seasonal control bounds.

NERC [Stateof Reliability 2018 June 2018
60



Appendix A Statistical Analysis of Daily Transmission and Generation Performance

Daily Transmission Loss
w
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Figure A.5: 2017 DTL with the 2013 72016 90 -Percent Confidence Interval by Season

On two of these extreme days, September 10 andalfigtal 0f 325 sustained outagestarted (seventransformer
outages and 318acircuit outages), 194 of which happened in Florida and were causddriigane Irma (with the
TADSCCWeather,Excluding LightningThe najority of the 55 sustained outages that started on another extreme
day, December 5, 2017, were initiated by wiile in WECC (with the TARSFire). Thawo extreme days on April

29 and 30 had 146 sustained outags#x fransformer outages and 140 ac circuit outages) spread across North
America (alRegions except NPCC and FRCC) with 26 of these outages caW§edthgr,Excluding Lightningnd
remaining outages initiatetdy different causesOn thesetwo days,a total of 69 tornadoes were reported in SPP,
SERC, anceXasRE by the National Weather Service as well as multiple hails and winds spread in SPRRX8&ERC,
RE, MRCand RFOnN thelast extreme day, March, there were48 sustained outagedie transformer outages and
43 ac circuit outages) started, with 21 of them reported by SERC and 16/AyoR# 0f26 of these 48 outages were
initiated by Weathe, Excluding Lightningn this day,lie National Weather Service reports about 16 tornadoes, 11
hail occurrencesand 616 wind occurrences concentrated in RF and SERC.

It is noteworthy that Hurricane Harvey is not ookthe extreme transmission days of 2017. On Augus2Pa7,a

total of 56 sustained outages were reported in TADS, and 40 of them occurred in Texas and were caused by Harve'
(with TADSCCsWeather, Excluding Lightningand Failed AC Circuit Equipmeriiowever, most of the outages
involved the 10Q199 kV ac circuits*and their contribution to the daily transmission loss was relatively small (see
Equation A.1 andableA.1).

Daily Transmission Performance by Year
The descriptive statistics of the annual disttibas of the daily transmission loss valws listed inTableA.5.

114The 10@199 kV ac circuits account for about 80 percent of the Texas RE ac circuit inventory in TADS. The relatively low (spvemkeenth
of August 26 (Hurricane Hardey KA 3Kt A3KGa GKS FIFOG GKIG F wS3IAz2ylt Ay@Syiliz2NEBQa&
Regional transmission outage events to the DTL values because of theMdeRGrmalization in Equation A.1. This observation indicates that
similarregional/Interconnection analysis could be beneficial supplement to the analysis of the North American BPS.
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Table A.5: Descriptive Statistics of DTL by Year

Year N Mean Staqda}rd Minimum | Maximum | Median
Deviation

2013 365 0.99 0.83 0.00 8.41 0.84

2014 365 0.77 0.57 0.00 3.93 0.68

2015 365 0.76 0.47 0.03 3.63 0.67

2016 366 0.75 0.46 0.01 4.80 0.69

2017 365 0.75 0.52 0.05 5.86 0.65
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Figure A.6:Boxplotof DTL by Year (2013 i 2017)

TableA.5 and FigureA.6 show that the 2017 transmission performance was the best as measured by the mean and
median, but the variability of values as measured by the standard deviation was relatively high.

Becauseof TADS data collection changes in 2015, statistical tests on significance of differences in annual DTL
distributions were performed only for the annual datasets for the years 20A57. Statisticalests'® found no
statistically significant differencemong these annual distributions (with a remarkablgadue=0.96 for ANOVA). This

result provides just other confirmation of a stable performance of the BPS transmission system in 2017.

5 ph+! gAGK CA&AKSNRa [ SIad {draaphy Est 4 the/signifahce eeNBO0RS (Sad | yR 5dzyC
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Daily Generation Performance

DGL Statistics and Time Trend
Analysis o& daily BPS generation system performance is based db@iealues calculated for the years 2@E®17
by Equation A.2 TableA.6 shows he descriptivestatigics of the fiveyear DGL data.

Table A.6: Descriptive Statistics of DGL (2013 7

2017)
Days | Mean Stangrd Minimum | Maximum | Median
Deviation
1,826 | 10.97 4.03 2.68 74.18| 10.49

TableA.6 informs that, on average, about 1.1 percent of the total MW rating of conventional generators has been
lost daily due to unplanned outages. The maximum DGL was almost seven times greatbethaerage with 7.4
percent of the total MW rating lost on that day, January 7, 2Qkd peak day of theolar vortex**6

FigureA.7 illustratesthe daily performance othe DGL over the fivgear history The scatter plqgtof the valuesis
shownalong with a time trendine. The daily values follow prominent seasonal pattern, which is analyzed in detail
in the next section. Also clearly visible agper outliers days with extreme generation losses.
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Figure A.7: Scatter Plot of DGL with Time Trend Line (2013 i 2017)

TheDGLtrend line has a negative slope that is higlsigtistically significant (fvalue<0.000}. This result indicates
that it is extremely unlikely that the negative slope was observed by mere chance and confirnostaatragethe
dailygeneration system performance wamproving from 2018017,

16ph 9w/ Qa H n Mex Ravidw ikadIbetf@untd at the following locatiotttps://www.nerc.com/pa/rrm/Pages/Januar2014Polar
VortexReview.aspx
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Seasonal Analysis of Generation Performance

FigureA.7 reveals a prominent seasonality of tlEGL Further aalysis othe seasonal performance confirnasid
quantifiesdifferences inDGLby seasort!’ Table A.7 shows theDGL descriptivstatigics by season based on the
2013%;2017data.

Table A.7: Descriptive Statistics of DGL by Season

Season | N Mean Star_ldgrd Minimum | Maximum | Median
Deviation

Winter 451 | 11.67 5.81 3.54 74.18 10.58

Spring 305| 10.23 3.16 2.68 25.07 9.95

Summer 765| 11.45 3.20 4.29 25.58 11.06

Fall 305 9.46 2.76 3.26 20.27 9.45

{Sraz2ylf RATTSWRIK RS B KNIGKSR BIaNR 32 {

B0 - F 2712

Prob =F =.0001
vz o

60
Q371

40

7380
ara

Daily Generation Loss

387 @ a0z
g 427
20 Q %
%
0
Fall Spring Summer Winter

Season

Figure A.8: Boxplot of DGL by Season 2013 i 2017

Statistical ests'® indicate satistically significant differenceamong seasonal distributions of the DGlgure A.9

shows the mean DGL by season ordered from highest (for summer) to lowest (for fall) and summarizes results of
5dzy OF yQa 3INBdzLIAY I GSaid F2N GdKS & Ssimila? (vidt statistically sfgaifieantyl O K
different) mean DGL values. Thus, differences in summer and wintgicBi@lected by a blue bgare not significant,

and, on average, these seasons have similar daily generation losses; however, winter generfdromoce is more

volatile as indicated by the largest seasonal standard deviation and illustrated by multiple outkéysrigA.8. Fall

DGL is gttistically the lowestand the spring performage is the second best.

117 For seasonal analysis of TADS and GADS data in AppendikeAjimeludes the months of January, Februyangyd Decembeof the same
calendar yearSummer includes May through September; all other months are categorizpdiag/fall.
UBANOVA withFishe&a [ S+t ad {AIyATFTAOLIYyd S5AFFSNBYyOS G4Sad FyR 5dzy Ol y 3INERdzLIA
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Daily Generation Loss Duncan Grouping for
Means of Season (Alpha = 0.05)

Means covered by the same bar are not significantly different.

Season Estimate

Winter 11.6675

Summer 11.4541

Spring 10.22680 I
Fall 0.4572 I

Figure A.9: Average DGL by Season and Seasonal Grouping by Mean DGL (2013 12017)

2017 Generation Performance v S. Historical Seasonal Bounds
The detected seasonal differences motivated the analysis of the daily 2017 generation performance based on
seasonal bounds for typical daily values.

Figure A.10 shows a daily plot of the DGL score for 2017 (shown in blue) against bounds of typical seasonal
performance calculated using 204216 (historical) daily data. On a daily basis, a gdneormal range of
performance exists. This normal range is defined as thpedBent confidence interval of historical seasonal values
and is visible as a band betwethe fifth percentile of seasonal values (orange line) thininetyfifth percentile d
seasonal values (grey line). For each season, the historical median and mean are also shown.
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Figure A.10: 2017 Daily Generation Loss with the 2013 T 2016 90 -Percent Confidence Interval
by Season

Days of stress rise above the seasonal daily control lirigsreA.10 shows that the BPS generatiperformane in
2017, as measured by the DGad only sistress days which exceeded historiseisonal bounds (for a year similar
to the historical years the expected number of the stress days is 18.25). Additientdba) of 38 days were below
the corresponding historical lower seasonalbounds. These results show an improveskasonal generation
performancein 2017 as compared tilne previous four years.

Of the six stress days, there were thregtreme winter daysthat exceededany seasonalkontrol bound. Forced
outages due to weatherelated causes were clustered in groupsRegions.The following is irrank order from
greatest amount of capacity reporting forced outages: G&tcent (48,632 MW) of the capacity reporting forced
outages over the ttee extreme winter days was located in SERC, RF, and NPCger28r (20,178 MW) of the
capacity reporting forced outages was located in WECC, MRO, Texas RE, and SPP RE, with the repaateng 3.5
(2,565 MW) reported by units in FRCC.

Daily Generat ion Performance by Year
The descriptive statistics of the annual distributions of the dgelyerationloss values are listed imableA.8.

Table A.8: Descriptive Statistics of DGL by Year

Year N Mean Stangrd Minimum | Maximum | Median
Deviation

2013 365 11.58 3.40 3.26 20.92 11.16

2014 365 11.60 5.73 4.35 74.18 10.61

2015 365 10.99 3.77 4.14 34.41 10.49

2016 366| 10.67 3.33 3.77 25.58 10.52

2017 365 9.99 3.14 2.68 27.61 9.71
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Figure A.11: Boxplot of Daily Generation Loss by Year (2013 1 2017)

TableA.8 and FigureA.11 indicate that the 2017 generatioperformance was the best aseasured by the mean
and median as well as smallariability of values as measured by the standard deviation.

Statistical tests®found statistically significant differens@among annual distributionsf the DGLFgure A.12 shows

GKS YSIty 5D[ o6& @&SIN 2NRSNBR FTNRBRY KAIKSAG O0AY wHAawmn
grouping test for the annual means. Each bar connects years with similar (not statistically significantly diffeaent) m
DGL values. Thus, differences in 2014 and 2013(é@@hected by a blue baare not significant, and, on average,

these years had similar daily generation losses. The 2017 DGL was statistically significantly lower than for the previou
four years.

9 ph+! gAGK CA&AGKSNRa [SFad {AIYyATFAOIYyG B5AFFSNBYOS (GSaid | yR 5dzyC
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Daily Generation Loss Duncan Grouping for
Means of Year (Alpha = 0.05)

Means covered by the same bar are not significantly different.

Year Estimate

2014 11.6045
2013 11.88132
2015 109877
201G 106750

2017 9.9930 I

Figure A.12: Average DGL by Year and Grouping by Mean DGL (2013 i 2017)

Theresults provided in thepreviousfour sectionsof this appendixead to the conclusionthat BPS generation
performance improved significantig 2017
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Appendix B : Statistical Analysis of Transmission Data

This appendix provides an analysis of TADS outage events based on their TADS outage initiating or sustained cause
with an impact of an event defined as its transmission outage severity giveqguation B.1

Study Method

The followingfour sections provide a description of the data analysis methodology us#dsiappendix to rank
transmission outage causes gk to the transmission system and track TADS data changes by edinal section
in this appendix provides TADS event statistics by year.

Defining BPS Impact from Transmission Risk

Theimpact of a TADS event to BPS reliability is called the T8 ef/ént. A TADS event TOS is definedither
Equations B.Dbr EquationB.2 depending on the element types includélthe equationsire aligned to the definition

of transmission component of the SEIquation B.lis used for TADS studies involving acuifroutage events;
Equation B.2is applied to TADS studies involving both ac circuit and transformer outage eVhntseverity of a
transmission outage is calculated based on its estimated contribution of power flow capacity through TADS
transmission edment based on voltage clasBhe average power flow MVA values or equivalent MVA values are
shown inTable B.1. These equivalent MVA values are algpleed to the denominator of the TOS equation to
normalize the function. For normalization, the denominatoEiquation B.lis defined as the sum of the equivalent
azx! Qa Za&ciratit ivéntory for the same year as the event; similarly, the denommat&quation B.2is
RSTFAYSR ad (KS adzy 27 atdr&it dhd tomisBrimér Siyeitoryafar thedsameydar a¢ thé {
event. This allows comparison of TADS events across years while taking into account the changing number of a
circuits and transformers within the BPS.

Vi @& i G Uioi oW QUH OGO QI G @ REDAME O
B

PprimT

Equation B.1
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5 S PprmT
Equation B.2
Table B.1: Equivalent MVA Values of TADS Elements
Voltage Class AC Circuits Transformers
100¢199 kv 200 100
200c299 kV 700 259
300¢399 kV 1,300 518
400c599 kV 2,000 1,034
600¢799 kV 3,000 1,441
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Impact of the TADS Data Collection Changes
Beginning in 2015, the reporting changed througheRC Rules of Procedure 1600 Data Regodbiat TADS data

collection would align with the implementation of the FERC approved BES defiffiflovo additional voltage classes
were amended, namely, less than 100 kV andc199 kV.

TADS provides information to classify automatic outages as momentary or sustdidednomentary outage is
defined asan automatic outage with an outage duratiohlessthan one minute. If the circuit recloses and trips again
within less than a minute of the initial outage, it is only considered one outage. The circuit would need to remain in
service for longer than one minute between the breaker operations to be comsidevo outages. A Sustained
Outagé??is defined as an automatic outage with an outage duration of a minute or greater.

Changes to TADS data collection had an impact on existing metrics and provides for expanded Bnlalysi&.
illustrates the ac circuit data collected at the various voltage classes available to support outage metrics. For example,
discontinuation of the norautomatic planned outag data no longer supports a total outage availability (or
unavailability) metric. Sustained outages are the only common outages collected at all voltage classes above anc
below 200 kV.

Table B.2: TADS BES Outage Data Collection by AC Voltage Class (Effective Jan 1, 2015)

AC Voltage Class Automatic Outages NonAutomatic Outages
9 Sustained Momentary Planned Operational

Below 100 kV Yes No No No
100c199 kV Yes No No No
200299 kV Yes Yes No Yes
300¢399 kV Yes Yes No Yes
400c599 kV Yes Yes No Yes
600¢799 kV Yes Yes No Yes

Legend \

Yes Outage data collected for this type of outage and voltage class

No Outage datanot collected for this type of outage and voltage class

In this Appendix,te following TADStudy cases were analyzed by ICC or. SCC
1. TADS sustained and momentary events for 200 kV+ ac circuitsg@it3 analyzed by ICC
2. TADS common or dependent mode (CDM) events for 200 kV+ ac circuitgd@07Banalyzed by ICC
3. RBEransmissim analysis of momentary and sustained events of 200 kV+ ac circuit;@2113 by ICC
4. TADS sustained events of 100 kV+ ac circuits and transfdff{@@&152017) analyzed by ICC

120The FERC approved BES definition caotedf at the following locatiorhttp://www.nerc.com/pa/RAPA/Pages/BES.aspx

121 TADS information on automatic outages can be found at the following locdtigm/{/www.nerc.com/pa/RAPA/tads/Pages/default.aspx

122The TADS definition of Sustained Outage is different from the Kld®€ary of Termssed inReliability Standarddefinition of Sustained

Outage that is presentlyonlyusddy’ C! / mannomnmm® ¢KS It 2aal NB RS T &nefiZedehergizett&dnditibnof R h d:
a transmission line resulting from a fault or disturbancéofwing an unsuccessfalutomatic reclosing sequence and/or unsuccessful manual
reclosingLINE OSRdzZNBE ¢ ¢ KS RSTAYAGAZ2Y A& AYylFRSldzkdGS F2NJ ¢! 5{ NBLENIAY
ddzadl AYSR 2dzit3S FNBY | Y2YSy Gl NB 2dzil 3Sd {SO2y RS> FT2NEI A DA KK GA
has a successful manual reclosing under the glossary definition.

123Transformer voltageare RS G SNYA Y SR o6l aSR 2y GKS StSyYSyiqQa aSO2yRINE @2t dGF3sS
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Appendix B Statistical Analysis of Transmission Data

5. Sustained cause code and {8CC study for sustained outages of 100 kV+ ewitsi(20152017).

The less than 200 kV sustained automatic outage data set was not inclueaiynlc3 to allow for a valid year
overyear comparative analysis of the 200 kV+ data set for the year3¢2017. Instudies X3 and5, the TOS of
TADS events is calculated by udtggiation B.1InSudy 4 it is calculatedoy usingequation B.2

Determining Initiating Causes and Modification Method

TADS collects automatic tges?* and operational outage¥> A TADS event is a transmission incident that results

in the automatic outage (sustained or momentary) of one or more elements. TADS events are categorized by ICC
These ICCs facilitate the study of caeffect relationshig 06 Si6SSy Sl OK S@SyidiQa L/ /
procedure illustrated irFigureB1A & dza SR (2 RSGSNX¥AYS | ¢! 5 {fineSIgSyoidda L
TADS event allows ICC assignment to a majority of transmission outage events recorded in TADS.

TADS Event Validation [ TADS ICC Selection Final Validation and

Manual ICC Selection

Determine which TADS Select ICC for event Validate selected ICC
events can have an ICC based on TADS Outage and select ICCs manually
selected, Mode codes, for remaining events.

Figure B.1: TADS Event Initiating Cause Code Selection Procedure

TheState of Reliability 202017 reportsincluded analysis based on an augmented data set that defined changes
in ICCs to further distinguish normal clearing events from abnormal clearing events. Two TADS ICCs are impactec
Human Error and Failed Protection System Equipment.

1 TADS Human Error ICC is subdivided by type codes, which first became available in 2012. Using the type code
in the consequen8&ate of Reliability reports, data for two specific type codes related to protection system
misoperations have been removed from the Human Error ICC and added to the Failed Protection System
Equipment ICC. Those type codes are 61, dependafi(figilure to operate), and 62gecurity’ (unintended
operation).

1 TADS Failed Protection System Equipmé€, plus the Human Error type code 61 and 62 data, are added
G§23SGKSNI AY | ySg 2NJ I dzAY Sy (i Sdke ot RelfabilifydpatSt SR daAia?z2

Note: n this appendixreferences to ICC mean the augmented ICC as described above.

Determining Relative Risk
The process of the statistical analysis (performed to identify top causes to transmission risk) is demonsfigige in
B.2 Steps t4; dter preliminary steps of & a A 3y Ay 3 L/ / Qéscribed in the prdviouS e&igaidi

124 This is a outage that results from the automatic operation of a switching device, causing¥rSeleli (2 OKIF y3IS FNRBY |y
I y2i AymaSNIBAOS HFkHd 2w SRA WwRt SdedaXSS aFNF LIHNOYamaltghthficSutagg2 £ S o LK 4S50
125This is amnonautomatic outage for the purpose of avoiding an emergency (is& tosihuman life, damage to equipment, damage to property)
or to maintain the system within operational lireiand that cannot be deferred. Thixiludes nonautomatic outages resulting from manual
switching errors.
126 Event Type 61 Dependability (failure to operate): one or more automatic outages with delayed fault clearing due to failsiegid
protection g/stem (primaryor secondary backup) aler either of these conditions:

1 Failure to initiate the isolation of a faulted power systefament as designedr within its designed operating time

1 Inthe absence of a fault, failure to operate as intended within its designed operating time
127Event Type 62 Security (unintended operajicone or more automatic outages caused by improper operation (e.g., overtrip) of a protection
system resulting in isolating one or more TADS elements it is not intended to isolate, either during a fault or in the abadaalt.
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calculation of a TOS for every event by uddggdion B.1 or Equation B.2 NERC sthproceeded to determine
relative risks of ICCs and ranked them by contribution to the total TOS of TADS events.

Step 1: Probability of

Event Initiation

e Probability of event
initiation per hour
estimated via
frequency of events
with a given ICC

* Freqguency
calculated from the
number of events
initiated by a
COMMON cause

Step 2: Transmission Outage

Severity by ICC

Statistical analysis of
TOS distribution by ICC
T-tests to determine ICC
groups with significant
differences in expected
TOS and TOS variances
Grouping of 1CCs with
similar expected TOS
T-tests and Fisher’s LSD
tests to determine
statistically significant
year-over-year changes

in average TOS by ICC

Sl Step 3: ICC Risk [
Identification

ICC transmission outage
risk per hour calculated
as a product of the
probability of an event
initiation and the
expected event impact
Expected eventimpact is
defined as TOS mean for
a given ICC group

Total transmission outage
risk of TADS events is the
sum of all ICC risks

Step 4: Relative Risk

Identification

® ICC relative risk is
determined as
percentage of the
total TOS of TADS
events

® ICC are ranked by
relative risk

e T-tests and Fisher's
LSD tests to
determine statistically
significant year-over-
year changes in
relative risk by ICC

- J \_ 4 o )
Risk Identification Method

Figure B.2: Transmission Outage

First, e probability that an event from a given group initiates during a given Wasestimated from the frequency
of the events of each type without taking into account the event durafidren, dstributions of TO®/ere examinel

for all TADS events asgparately for events with a given ICC. A series@dts'?® were performed to compare the
expected TOS of a given ICC with the expected outage sewkttity rest of the events at significance level of 0.05.
¢ KSyYy (i K SLeag /SiyrfifiSaNtIDifferené® method was applied to determine statistically significafft
differences in the expected TOS for all pairs of IBGE (i = 5 dzy O y'&faunddNi@etslafl GCHroupS itk
similar expected TOS values.

Statistically sigficant differences in the expected TOS for each ICC group were analyzed for each year of data. This
showed if the average TOS for a given ICC group had changed over time.

The relative risk was calculated for each ICC group. The impact of an outage asatdfined as the expected TOS
associated with a particular ICC group. The risk per hour of a given ICC was calculated as the product of the probabilit
per hour and the expected severity (impact) of an event from this group. The relative risk was tived def the
percentage of the risk associated with each ICC out of the total (combined for all ICC events) risk per hour.

TADS Event Statistics by Year

TableB.3 provides the information about the number of transmission outage evantdyzed in Appendix Bhere

are 18,693 momentary and sustained 200+ ac circuit events included in the analysisedfor Sudies X3 (shown

in the following sections)rhese studies includdiae-year range of data from 20£2017. There are 19,548 sustained

100 kv+ ac circuit and/or transformer events analyzed indies 4 and shown in the following sectionsps
momentary outage datare not available for 109199kV circuitsthese studies only include the impact of sustained
outages. It should also be noted that the number of ac circuit and transformer events does not equate to the sum of
the two individual valus combined due to events including both ac circuits and transformers.

128 For ttest, see DC. Montgomery and G. C. Runger, Applied Statistics and Probability for Engineers. Fifth Edition. 2011. John Wiley & Sons.
Pp. 36%369.

229C2N) CAaKSNRa [SFHad {A3ayATAOlyOS
for Engineers. Fifth Edition. 2011. John Wiley & Sons. Pp5384

130 At significance level of 0.05

131D, B. Duncan. Multiple Range and Multipleegts.BiometricsV.11, No.1, March 1955, pg42.

SATTSNBYOS o[ {50 ios&ndR@HRbIi&yNI (S :
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Table B.3: TADS Automatic Outage = Event Summary (2013 1 2017)

2&5’;?,?@3‘;2;;“%;anstgﬁa‘”ed 3762 3,434 3,772/ 3,935/ 3,790 18,693
gfgﬁ:&gﬁ:‘ed 1dasAC N/A | N/A | 6,155/ 6,105 6,370 18,630
Hanstrmer TADSrants NA | NIA | 445 450| 502| 1406
IC\IJl::Jge;nﬂcT?;:;?cl)?r?\%rl 'Ol'i/l;g/((:ents* N/A | N/A | 6,456 6,404/ 6,688 19,548

* Value does not equal sum of 1@+ accircuit plus 10kV+ transformer events due to
overlap in element involvement.

Study 1: TADS Sustained and  Momentary Even ts for 200 kV+ AC Circuits

Events with Common ICC by Year and Estimates of Event Probability

TableB.4 lists annual counts andolirly event probability of 200 kV+ ac circuit automatic outagents by IC@nd
for all ICC combined=rom 20182017, a total of 18,693 events wre reported, includng 8,457 momentary (45
percent of total) events and 10,236 (55 percent of total) sustained even®&udly 1¢3 momentary and sustained
events are analyzed together.

Almost all TADS ICC groups have sufficiantber of eventso be used in a statisticabgprto-year analysi$®? Only

three ICCs (Vegetation; Vandalism, Terrorism, or Malicious Acts; and Environmental) do not have sufficient size fot
NBfAIFIofS aidlFiAaagAlort AYyFSNByOSad ¢KSNBTF2NB> (K&asS L/
L// DNRdzZLJA¢ GKIG OFy oS adlriaradaortte O02YLI NBR G2 S«
of TOS.

For TADS events initiated by a common cause, the probability of observing the initiation of an event during a given
hour (listed in the last column oTableB.4.) is estimatedby using the corresponding historical event occurrences
reported in TADS3¢ KS NBOALINRBOFf 2F (GKS 2@0SNIrftt S@OSyd AYyAOGAL G,
defined BES system of 200 kV+ ac circuits the automatic outage event started, on averagé&,tewegs/and 20
minutes.

Table B.4: TADS 200 kV+ AC Circuit Events and Hourly Event Probability by ICC (2013

2017)
Initiating Cause Code 2013 | 2014 | 2015 | 2016 | 2017 38? E‘r’;;‘;t')ﬂ:g"’;ﬂl%lr
Unknown 771| 766| 888| 777 732 3,934 0.090
Lightning 830| 681| 817| 730 664 3,722 0.085
Weather,ExcludingLightning 444 | 447| 536| 638 655 2,720 0.062
Failed AC Circuit Equipment 252 223| 272| 358 300 1,405 0.032

132 A size of the dataset should be sciént to apply the Central Limit Theorem for the annual sample means (40 or more observations).
133 Probability is estimated using event occurrence frequency of each ICC type without taking into account the event duaatiely, the
event occurrence proHaility is the total number of occurrences for a given type of event observeidgithe historical data periodivided by
the total number of hours in the same period. Therefore, the sum of the estimated probabditersall ICCs& equal to the estimatd
probability of any event during a given hour.
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Table B.4: TADS 200 kV+ AC Circuit Events and Hourly Event Probability by ICC (2013 T

2017)

Initiating Cause Code 2013 | 2014 | 2015 | 2016 | 2017 ;8? ﬁ:g&;gﬁ:g?ﬂ%lr

Misoperation 303| 319| 223| 251 232 1,328 0.030
Foreign Interference 191| 222| 260| 254 220 1,147 0.026
Contamination 163| 149| 163| 290 276 1,041 0.024
Failed AC Substation Equipment 197| 226 232| 208 162 1,025 0.023
Human Error (w/o Type 61 OR Type § 213| 150| 140| 151 126 780 0.018
Fire 154 42 66 72 196 530 0.012
Power System Condition 107 85 57 82 105 436 0.010
Other 84 75 82 78 59 378 0.009
Combined Smaller ICGoups 53 49 36 46 63 247 0.006
Vegetation 36 39 30 33 45 183 0.004
Vandalism, Terrorism, or Malicious A 9 8 2 7 7 33 0.001
Environmental 8 2 4 6 11 31 0.001
All Events 3,762 | 3,434 | 3,772 | 3,935| 3,790| 18,693 0.427

The six largest ICC groups combined amount to 7é&pe: of TADS eventsr the most recent five years. ICC Unknown
is the biggest group of events with 21 percent of the events from 22QB7.

This increased number efrents with the Fire ICC in 2013 and 2017 were caused by high numbers of wildfires and
largely should not be attributed to causes that are directly preventable by utilities.

In 2017 there was a significamtecrease irthe number of event$or a majorityof ICC groups (Unknown, Lightning,
Failed AC Circuit Equipment, Misoperatiett.,) reflected inan overall derease in the number of outage everfts
decrease of four percent from 2016 to 201 contrast, ICC groups Fire, Combined smaller ICC gamg&ower
System Condition significantly increased from 2016 to 2017.

The number of events initiated by Vegetation increafedn 33 in 2016 to 45 events in 20%°%

TOS by ICC

Using the TOS measure and TADS event NEBX stafftatistically analyzthe most receat five years of TADS data
(2013,2017).3%5 The distribution of TOS was studied separately for events with a given ICC and the complete dataset
for the five years combined.

1341n response to ineffective vegetation management, as identified as a major cause of the August 14, 2003, blackout, NiRE alesel

has since updated a vegetation management Reliability StandardQ@2«Cis the latest versions). TADS contains all transmission outages of

the BPS elements caused by vegetation.-BB&E4 has a different sustained outage definition than TADS, concerns a smaller voltage level
population, and deals only with limited and spac® 2 dzil 354 &dz0K | & G(KR2¥S 0O dz28gRdzaa2PpSaSibBG
sets should be avoided.

135 Al statistical tests in Study 1 are performed at the significance level alpha = 0.05.
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The average TOS of the 2@2817 automatic outagevents of the 2004+ ac cieuits is 0.12, the median TOS is 0.07,
and a sample deviation is 0.0helargest TOS of 2.75 was obsenmdAugust 5, 201,3n a NPCC event initiated by
Lightning with outages on nine 699KV ac circuits.

Next, satistical testsare perfomed todeterminestatistically signi€ant differences in the averageOS between ICC
groups.The TOS averages (means) by ICC are shawgureB.3. A series of the-tests reveals that each gfroups

of events initiated byFire,Misoperation, Failed AC Substation Equipment, Power System Conditatamination,
and Human Errohasstatistically greater expectedutageseverity than other event¥*® This means thatwhen an
event initiated by ol of these causes occurs it is expected to havgreater impact and a higher risk to the
transmission system. The tests on hogeneity of variances findtatistically greater variances (and the standard
deviatiors) for thesamelCC groupsxcept Contaminatioms compared with other events. The greater variance can
signify additional risk since it implies more frequent occurrences of events with high TOS.

Further ttests indicate that each of the ICC groufmreiq Interference, Combined Smaller ICC groups, Failed AC
Circuit Equipment, WeathdExcluding Lightnidgand Unknown hastatisticallysmallerexpectedoutage severity

than other events®' Finally, events initiated by Lightning and Other do not have afisigni difference in outage
severity with other eventsand therefore are expected to have an average dataset TOS when h&Bpen

TOS Duncan Grouping for Means of ICC group (Alpha=
0.05)

Means covered by the same bar are not significantly different.

ICC group  Estimate

Fire 01411
Misoperation: FFSE OR (HE AND Type G1/52) 0.1410
Failed AC Substation Equipment 0.1385
FPower Systern Condition 0.1333
Contamination 0.1325
Human Errar AND NOT{Type 1 OR Type G2) 0.128&
Lightning 01207
Cther 01154
Unknown 0.1133
Weather, excluding lightning 0.1080
Failed AC Circuit Equipment 01087
Combined Smaller 12T groups 0.09885
Fareign Interference 0.09434 I

Figure B.3: TOS of 200 kV+ AC Circuit Outage Events by ICC and ICC grouping by Expected
TOS (2013 7 2017)

136 Additionally, a test on significance of correlatiorhich is equivalento a polled ttest, confirms that these ICCs have a statistically significant
positive correlation with TOS.

137 Additionally, a test on significance of correlati@rhich is equivalento a polled ttest, confirms that these ICCs have a statistically significant
negative correlation with TOS.

138 Additionally, a test on significance of correlatiavhich is equivalento a polled ttest, confirms that ICCs Lightning and Other have no
significant correlation with TOS.
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FigureB.3 shows the mean TOS by ICC ordered from highesi 2 f 2 6Sad FyR &adzyYlI NAT Sa |
test for the TOS means. Each bar connects ICC groups with similar (not statistically significantly different) expectec
TOS. For example, differences in TOS between events initiated by Lightning, abthénknown, connected by a

brown bar, are not significant, meaning thatlividual impacs of events from these groupshe expected TO%e
similar.

Average TOS by ICC: Annual Changes

Yearoveryear changes in calculated TOS for 200 kV+ ac circuit events by ICC are reviewedunexi4 shows
changes in the average TOS for ed2 for the 203¢2017 dataset. The groups of ICC events are listed from left to
right by descending average TOS for the five years comlfihedcaverage TOS are listedRmureB.3). The largest
average TOSver the fiveyear period was observed favents initiated by Firanostly due to the very high average
TOS in the year 2013he unusually high severity of Fire events can be contributed to ecpktistring of events
that occurred in Canada, putting a number of high voltage elements out of service repeatedly.
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Figure B.4: Average TOS of 200 kV+  AC Circuit Events by ICC and Year (201 371 2017)

I & SN S aleastSigrifitaitOfFavandsts allowed to identify statistically significant yearer-year changes
in TOS by ICC and for all event combined. In 20&7average TOS statisticallyrsficantly decreased for ICCs:

1 Fire'*®compared with 2013, 2015, 2016
1 Power SystenCondition:compared with 2014 and 2015

I Contamination compared with 2013

1 Weather,Excluding Lightningcompared with 2013 and 2015
1 Foreign Interferencecompared with 2015

In 2017 the average TOS statistically significantly increased for ICCs:

139 Although the number of Fire initiated events was higher in 2017 than in previous years, the severity of the individuata@yemish lower,
causing the overall TOS due to Fire events to be the lowest within the studizdeta
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9 Other:compared with 2014
1 Unknown compared with 2014 and 2015

There were no significant changes for other ICC groups in 2017. For all events combined, the average TOS in 201
was staistically greater than in 20k2017, and for 2012017 the TOS had, on average, no significant changes.

TOS Risk and Relative Risk of 200 kV+ AC Circuit Outage Events by ICC

The risk of each ICC group can be defined as the total TOS associatedsigtiotipi. Its relative risk is equal to the
percentage of the group TOS in the 2@PB17 database.The risk of a given ICC per hour can be defined as the
product of the probability that an event with this ICC initiates during an hour and the expectednigast)iof an
event from this groug*°

Relative risk of the 2052017 TADS200 kV+ac circuit events by ICC is listedTiable B.5 in decreasing order
Lightning and Unknown are two ICCs with the largest relative risk of more than 20 percent of the tegabfivilkOS

each. Events initiated by Lightning have a small expected individual TOS but they happened more frequently than
events with other ICCs. Siarly, ICC Unknown initiates events with an average expected TOS but very frequently.
Firehas a low rankvith respect to relative risk despite having tlegest average TOS of an individual evdund to

small number of events with this ICC, anespecively, their low probability.

Table B.5: Relative Risk of TADS AC Circuit 200 kV+ Events by ICC (2013 12017)
Probability that an | Expected Risk Associated . _
Group of TADS events Event from a Group| Impact with a Group per Relative Risk
Startsduring a (Expected TOS by Group
Given Hour of an Event) a2l
All TADS events 200 kV+ 0.427 0.119 0.051 100.0%
Lightning 0.085 0.121 0.010 20.2%
Unknown 0.090 0.113 0.010 20.1%
Weather,BExcludingLightning 0.062 0.109 0.007 13.4%
Misoperation 0.030 0.141 0.004 8.4%
Failed AC Circuit Equipment 0.032 0.107 0.0034 6.8%
Failed AC Substation Equipmen 0.023 0.139 0.0032 6.4%
Contamination 0.024 0.132 0.0031 6.2%
Foreign Interference 0.026 0.094 0.0025 4.9%
?;g;agz)amr (wio Type 61 OR 0.018 0.129 0.0023 4.5%
Fire 0.012 0.141 0.0017 3.4%
Power System Condition 0.010 0.133 0.0013 2.6%
Other 0.009 0.115 0.0010 2.0%
Combined Smaller ICC groups 0.006 0.099 0.0006 1.1%

140 The probability that an event from a given ICC group initiates during a giverishlisted inTableB.4, and the expected TOS by ICC are
shown inFigureB.3. For any ICC group, the relative risk per hour is the same as the relative risk for a year (or any other time period)datlestim
from the same dataset.
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FigureB.5 shows yeawoveryear changes in the relative risk of TADS events by ICC. The groups of ICC events are listec
from left to right by descendqg relative risk foyears 20182017 combined. The togontributor to transmission risk
Lightning had a decrease in relative risk in 2016 due to a decrease in the number (and the frequency) of events as
reflected inTableB.4. The elative risk of Unknown slightly increased from 2016 to 2017 because of an increase in
the average TOS of this group bustill remained below the 2015 and 2016 levels. In contract, Weathec|uding
Lightning had consecutive yeato-year increases from 20£3017.

The relative risk of Misoperatistayed essentially flat over 2048017 after significant decrease from 2014 td.80
Also, there was a significadiecreasein the relative risk for the ICEailed AC Circuit Equipmethtie to significant
reduction in the frequency of these events in 2017
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Figure B.5: Relative TOS Risk 200 kvV+ AC Circuit Outage Events by ICC and Year (201 3i

2017)

Study 2: TADS Sustained and Momentary CDM Events for 200 kV+ AC
Circuits

CDM Event ICC Analysis (2013 1 2017)

TADSrovides information to lassify outages as Single Mode or CDM events. A Sitagle event is defined as a
TADS event with a singidement outage. CDM events result in multiple transmission element outages where all
outages have one of the mode codes (other than Single Modegsasibied inrableB.6. Typically, hese TADS events

have a higher TOS than TADS events with a Sihgile outage. It is important to monitor and invégite CDM
events due to their increased risk to system reliability.

Table B.6: Outage Mode Codes

Outage Mode Code Automatic Outage Description
Single Mode Qu?:gg;eelement outage that occunsidependently of another automatic
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Table B.6: Outage Mode Codes

Outage Mode Code Automatic Outage Description

A singleelement outage that initiates at least one subsequent element
automatic outage

An automatic outage of an element that occurred as a result of an initiating
Dependent Mode outage, whether the initiating outage was an element outage or a-atement
outage

One of at least two automatic outages with the sal@€&where the outages are
not consequences of each other and occur nearly simultaneously

A commonmode outage that initiates one or more subsequent automatic
outages

Dependent Mode Initiating

Common Mode

Common Mode Initiating

TableB.7 lists numbers of CDM events of 200 kV+ ac circuits by ICC f8¢Z¥. There was a total of 2,58DM

events The reciprocal of the probabilityf 0.059CDMeventsper hourindicatesthatiy b 9w/ Q4 RSTAY SR
of 200 kV+ ac circuits a CDM event stdrton average, every 16 hours and B@nutes.CDM events comprise 13.8
percent of all TADS 200 k¢ circuitevents from 208¢2017. The largest group of CDM events was initiated by
Misoperations followed by Failed AC Substation Equipment (18 and 15 percent of the CDM events, respectively).

TableB.7 alsoprovides the population perceage of CDM events in the different ICC groups. These percentages vary
greatlyt from 3.9 percent of CDM events among events initiated by Contaminati@®8.8percent of events initiated
by Failed AC Substation Equipment

Table B.7: CDM Events 200 kV+ AC Circuits and Hourly Event Probability by ICC

(2013 i 2017)

Initiating Cause Code SR SRS CRlICE I(r:lli::izltigxem
Bvents | BEvents 200 kV+ | Percentof ALL Probability/Hour

Misoperation 471 1,328 35.5% 0.011
Failed AC Substation Equipment 398 1,025 38.8% 0.009
Lightning 369 3,722 9.9% 0.008
Unknown 244 3,934 6.2% 0.006
Weather,BExcludingLightning 225 2,720 8.3% 0.005
Human Error (w/o Type 61 OR Type 62) 182 780 23.3% 0.004
Failed AC Circuit Equipment 163 1,405 11.6% 0.004
Power System Condition 162 436 37.2% 0.004
Foreign Interference 116 1,147 10.1% 0.003
Other 115 378 30.4% 0.003
Fire 75 530 14.2% 0.002
Contamination 41 1,041 3.9% 0.001
Combined Smaller ICC groups 20 247 8.1% 0.0005
Vegetation 8 183 4.4% 0.0002
Environmental 7 31 22.6% 0.0002
Vandalism, Terrorism, or Malicious Acts 5 33 15.2% 0.0001
TADS events 2,581 18,693 13.8% 0.059
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Annual datasets of CDM events do not have enough observations to track statistically significaoteygaar
changes in TOS. Upon combining the three smallest ICC groups (Vegetation; Environmental; and Vandalism
Terrorism, or Malicious Acts) into a ngnoup (Combined Smaller ICC groups), theyear ICC groups are used for

the comparative statisticanalysis***

The distribution of TO8f CDM eventsvas studiedoy ICC andor all CDM event combined’he average TOS of the
20132017 CDMevents of the200 kV+ ac aiuits is 0.17, the median TOS is 0.13, and a sample deviation is 0.14.
These parameters amgreater thanfor all 200 kV-ac circuitevents(0.12, 0.07and 0.07, respectivelyyvhich is not
surprising since CDM events involve multiple outages

Next, $atistical testsare performed todeterminestatistically significant differences in the average TOS between ICC
groupsof CDM eventsThe average (mean) TOS by ICC are showiyimeB.6. A series of the-tests confirms that

the group ofCDMevents initiated byContaminatiorhas statistically greater expectefiOShan other eventg*? This

means that when a CDBVent initiatedContamination occurs, this event is expected to haygeater impact and a

higher risk to the transmission system. The tests on homogeneity of variances highlights statistically greater variances
(and the standard deviations) fd€Cs Contamination, Hum&rror, and Power System Condit@s compared with

other CDMevents. The greater variance can signify additional risk since it implies more frequent occurrences of
events with high TOS.

Further ttests indicate that ICC groupsreign Interference, Otlieand Failed AC Circuit Equipméave statistically
smallerexpectedoutageseverity than otheCDMevents'*3Finally, events initiated by the remaining nine ICC groups
of CDM events do not have a significant difference in TOS with other CDM ;ghentfore, are expected to have
average TOS when happé&h

141 All statistical tests in Study 2 are performed at the significance level 0.05.

142 Additionally, a test on significance of correlatiavhich is equivalento a polled ttest, determines that ICCs Contamination and Human
Error have atatistically significant positive correlation with TOS.

143 Additionally, a test on significance of correlatiavhich is equivalento a polled ttest, determines that ICCs Foreign Interference @ier
have a statistically significant negative correlation with TOS.

144 Additionally, a test on significance of correlatiavhich is equivalento a polled ttest, finds no ICC except Contamination, Human Error,
Foreign Interference, an@therthat has a sigficant correlation with TOS.
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TOS Duncan Grouping for Means of ICC group (Alpha=
0.05)

Means covered by the same bar are not significantly different.

ICC group  Estimate

Contamination 02431 I
Human Error AND NOT(Type @1 OR Type G2} 0.18a7
Power Systern Condition 0.1830
Combined Smaller ICC groups 01768
Misoperation: FPSE OR (HE AND Type G1/82) 0.1744
Fire 0.1594
Weather, excluding lightning 0.1688
Failed AC Substation Equipment 0.1688
Lightning 0.1&860
Urnknown 0.1598
Failed AC Circuit Equipment 0.1533
Other 0.13a7
Fareign Interference 0.1287

Figure B.6: TOS of 200 kV+ AC Circuit CDM Outage Events by ICC and ICC grouping by
Expected TOS (2013 1 2017)

FigureB6aK2¢a GKS YSIFy ¢h{ o6& L// 2NRSNJ FNRY KAIKSadG {:
test for the TOS means of ®Devents. Each bar connects ICC groups with similar (not statistically significantly
different) expected TOS. For example, differences in TOS between events initiated by Misoperation, Fire, Weather
(Excluding LightningFailed AC Substation Equipmdrightning, Unknown, Failed AC Circuit Equipment, Other, and
Foreign Interference, connected by a brown bar, are not significant, meaningnttigidual impacs of events from

these groupgthe expected TOSre similar.Something nteworthy is thatthe resultsof -0 S& G | YR 5 dzy Ol
reflect lessTOSvariability between ICC groups for CDM events than ficeveen This igartially due tothe smaller

size of CDM groups

Finally, he transmission risk and relative risk by ICC group for CDM eventscalewdated and rankedlable B.8
provides a breakdown of relative risk of CDM events by ICC group.

Table B.8: Relative Risk of 200 kV+ AC Circuit CDM Events by ICC (2013 i 2017)
A aEelly Expeted Risk
that an Event : , .
Impact Associated Relative Risk by
Group of TADS events from a Group .
: (Expected TOS | with a Group | Group
Startsduring a
: of an Event) per Hour

Given Hour
All TADS 20@V+ 0.427 0.119 0.051 100.0%
CDMEvents 0.059 0.168 0.010 19.6%
Misoperation 0.011 0.174 0.002 3.7%
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Table B.8: Relative Risk of 200 kV+ AC Circuit CDM Events by ICC (2013 12017)
Probability Expeted Risk
that an Event . , .
Impact Associated Relative Risk by
Group of TADS events from a Group .
: (Expected TOS | with a Group | Group
Startsduring a
: of an Event) per Hour

Given Hour
Failed AC Substation Equipment 0.009 0.169 0.002 3.0%
Lightning 0.008 0.166 0.001 2.8%
Unknown 0.006 0.160 0.001 1.8%
Weather,Excluding ightning 0.005 0.169 0.001 1.7%
Human Error (w/o Type 61 OR Type ¢ 0.004 0.190 0.001 1.6%
Power System Condition 0.004 0.183 0.001 1.3%
Failed AC Circuit Equipment 0.004 0.153 0.001 1.1%
Other 0.003 0.140 0.0004 0.7%
Foreign Interference 0.003 0.129 0.0003 0.7%
Fire 0.002 0.169 0.0003 0.6%
Contamination 0.001 0.243 0.0002 0.4%
Combined Smaller ICC groups 0.00® 0.177 0.0001 0.2%

Overall, TADS CDM eventsntribute almost 20 percent of the total TOStlé 200 kV+ ac circuits from 2042017
with top ICC groups dflisoperation, Failed AC Substation Equipmeand Lightning

Study 3: Regional Entity Transmission Analysis of 200 kV+ Momentary and

Sustained Events

The following is a study of the TOS oDBAevents by Region. This analysis is based on ti3eZM TADS data for

the 200 kV+ ac circuits and utilizes the general methodology described in the previous sections. Here, a summary o
this analysis is introduced and similarities and differences in transmission risk profiles by Region are examined.

FigureB.7 illustrates differences among the Regions by showirggbreakdown of NER®@ide inventory, TADS ac
circuit events and TOS risk by Regidrhe breakdown of the number of outage events and total TOS is similar to
breakdown of the NERC inventory by ac circuit counts and by ac circuit miles.
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Figure B.7: NERC 200 kV+ AC Circuit Inventory, TADS Even ts and Breakdown by Region
(2013 1 2017)

The TOS by ICC was studied for each Region. A comparative analysis of RE relative risks by ICC is sufiumegized in
B.8. ICCs are listed from left to right by decreasing relative risk for NERC data.

NERC 20% 20% 13% % 6% 5% 5% 3% 3%

WECC 19% 30% 13% 5% 4% 4% 3% 5% 6% 3% 3%
TRE 29% 19% 13% 5% 4% 15% 6% 1%
SPP 26% 18% 23% 8% 4% 3% 5% 2%

SERC 18% 17% 10% 8% 9% 15% 7% 4% 3%

RFC 23% 10% 10% 9% 3% 5%

NPCC 21% 9% 10% 7% 8% 4% 4% 8% 8%
MRO 17% 16% 28% 6% 6% 3% 8% 1% 3%
FRCC 11% 18% 15% 12% 6% 4% 24%
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
M Lightning B Unknown W Weather, excluding lightning
Misoperation M Failed AC Circuit Equipment ® Failed AC Substation Equipment
m Contamination m Foreign Interference m Human Error (w/o Type 61 OR Type 62)
M Fire MW Power System Condition W Other

B Combined Smaller ICC groups

Figure B.8: Relative Transmission Risk of 200 kV+ AC Circuit Outage Events by ICC and
Region (201 371 2017)
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The ICC contributions vary dramatically among Regions for the top NERC ICCs. For example, Misoperation has tt
highest relatie risk in NPCC (p@rcent) and the lowest inekasREfour LISNOSy G0 g A (i K 2 (b&i®NI wS
closer to the NERC averageniie percent. ForTfexasREand WECC, AC Substation igqent failures resulted in

four percent of the total TOS while theyntributed 13 percent in RRA relative risk ICC Unknown varied from 30
percent in WECC taine percent in NPCC while NER{@e it ranked second with 20 percent of the total TOS.

Cw// KEa I @SNE RAAGAYOGADS LINBpFiSkICE isFdraigiterferenceywhighdzs N,
rankslow for NERC and other Regiohsy (G KS 2GKSNJ KI' YR bow/ Qa f I NBHSaid O2
MM LISNOSyld (2 Ccw// Qa ¢h{o

Finally FigureB.9 shows changes in the total TOS by year for Regions and NERC. FRCC had consetaotieayear

TOS increases from 2048nmMT X awhQ&a ¢h{ aidl&@SR SaaSydaAil théeseTOS I (i
compared with 2013, RF consistently improved from 22037, SERC had a stable performance in 22486 and

the best year in 2017, SPP arekaskRE had an increase from 2014 to 2015 and stayed stable frong2015, WECC

and NERC had the highe€dS in 2013, smallest in 2014, and rsignificant changes from 20§8017. NERC year
to-year TOS changes reflect changes in the number of outage events (the bottomTeie®.4) as well as changes

in the expected TOS of an individual event showiRignireB.4.
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Figure B.9: Total TOS by Year by Region and NERC for 200 kV+ AC Circuit Outage Events
(201 31 2017)

Study 4 : TADS Sustained Events of 100 kV+ AC Circuits and Transformers

Sustained Events with Common ICC by Year and Estimates of Event Probability

The addition of the BES elements below 200 kV, beginning in the year 2015, significantly increased TADS inventor
especially for ac circuits. It should be notedttbnly sustainedutomaticoutages were collected by TADS for voltages

less than 200 kV. The definition of Sustained Outage has been extended to a TADS event with duragionrafte

or greater. This study is based on the 24817 TADS data for susteed outagesventsof the 100 kV and above ac
circuitsand transformers
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TableB.9 lists annual counts andourly sustained event probabilityyd CCand for all ICC combineérom 201§

2017, the total of 19,546 sustained events was reported. AlImost 93 percent of events involved only ac circuit outages,
about five percent involved only transformer outages, and the remairtimg percent involved both acircuit and
transformer outages. In Study 4 these events are analyzed together.

Almost all TADS ICC groups have suffigientber of eventdo be used in a statistical yetw-year analysis* Only

two ICCs (Vandalis Terrorism, or Malicious Actgnd Envionmental) do not have sufficient size for reliable
statistical inferencesTherefore, these ICC groups are added to ICC Contamination to ereew group, hamed

G/ 2YOAYSR {YIftSMELOKI DNPUz2WIA o Bl dzRe (A & G Aup antl &lsd st@@d LI N
with respect to annual changes of TOS.

For sustainedevents initiated by a common cause, the probability of observing the initiation of an event during a
given hour listed in the last column dfableB.9, is estimated using the corresponding historical event occurrences
reported in TADS® The reciprocal of ie probability of 0.743 events per hoestimates that in the defined BES
system a sustained ac circoit transformerevent started, @ average, ever§ hour and 2Iminutes.

Table B.9: Sustained Events 100 kV+ AC Circuits and Transformers and Hourly Event

Probability by ICC (2015 i 2017)

Initiating Cause Code 2015 |2016 |2017 | 20152017 E;’gg‘;&ﬂ:gﬁ%ﬁr
Weather,ExcludingLightning 1,117 1,095 1,458 3,670 0.140
Failed AC Circuit Equipment 794 847 790 2,431 0.092
Unknown 906 750 722 2,378 0.090
Lightning 755 654 714 2,123 0.081
Failed AC Substation Equipment 667 639 611 1,917 0.073
Foreign Interference 494 571 515 1,580 0.060
Misoperation 481 491 469 1,441 0.055
Vegetation 333 320 378 1,031 0.039
Human Error (w/o Type 61 OR Type 62) 348 358 309 1,015 0.039
Other 211 165 165 541 0.021
Fire 118 127 218 463 0.018
Power System Condition 110 185 137 432 0.016
Combined Smaller ICC groups 122 202 200 524 0.020
Contamination 89 178 162 429 0.016
Environmental 26 11 23 60 0.002
Vandalism, Terrorism, or Malicious Acts 7 13 15 35 0.001
All Events 6,456 6,404 6,686 19,546 0.743

145 A size of the dataset should be sufficient to apply the Central Limit Theorem for the annual sample means (40 or mort@ooberva
146 Probability is estimated using event occurrence frequency of each ICC type withoutitakimgcount the event durationNamely, the
event occurrence probability is the total number of occurrences for a given type of event observed during the historigatidei@ivided by
the total number of hours in the same period. Therefore, the sunthe estimated probabilities over all IC@&sequal to the estimated
probability of anysustainedevent during a given hour.
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ICC WeatheiE:xcludindightning, is the largest group of sustained events. It had a significant increase of 33 percent
from 2016 to 2017. Other ICCs with significant increases were Fire (72 percent) and Vegetation (18 percent). ICC
Power System Condition, Human Error, and Fprénterference had the biggest decreases from 2016 to 2017 (26
percent, 14 percent, and 10 percent, respectively). Overall, the number of sustained events marginally decreased
from 2015 to 2016 (a decrease of less tlwane percent) and increased bgur percent from 2016 to 2017.

TOS by ICC

Using the TOS measure and sustaiegdnt ICCINERC stafftatistically analyz#the most recat three years of
TADS data (20%2017).14’ The TOS of a sustaineglent is calculated by applyifigable B.1 and Equation B.2The
distribution of TOS was studied separately $astainedevents with a given ICQi@ the complete dataset for the
three years combined.

The average TOS of the 2@2817 sustained outageventsis 0.034, the median TOS is 0.012, and a sample deviation

is 0.039Thelargest TOS of 0.961 was observed in a NPCC event coded as having initiated by Misoperation (an origina
TADS ICC of Failed Protection System Equipment) on August 10, 2017, with outages on 18 ac cimsinits and
transformers. The event occurred in Northéas hy G F NA 2 | yR NBadzZ 6SR gAGK (KS
Additional investigation is currently being performed by NERC Event Analysis.

Next, $atistical testsare performed todeterminestatistically signi€ant differences in the averageOS betwen ICC
groups.The TOS averages (means) by ICC are shdviguireB.10 listed from highest (ICC Power System Condition)
to smallest (VegetationA series of the-tests determined that each afroups of events initiated by Power System
Condition Fire, Combined Smaller ICC grougisoperation, Failed AC Substation Equipmeétiman Error and
Unknown hasstatistically greater expectedutage severitythan other events“® It means that when an event
initiated by ore of these causes occurs, it is expected to hageeater impact and a higher risk to the transmission
system. The tests on hargeneity of variances fingtatistically greater variances (atite standard deviations) for
the samelCC groupgxcept Human Error and Unknovais compared with other events. The greater variance can
signify additional risk since it implies more frequent occurrences of events with high TOS.

Further ttests indicate tlat each of the ICC group®getation, Foreign Interference, Weath@&xcluding Lightning

and Failed AC Circuit Equipment Btatisticallysmallerexpectedoutageseverity than other event§®Finally, events
initiated by Other and Lightning do not have a significant difference in outage severity with other events, therefore,
are expected to have an average dataset TOS when hagpen

147 All statistical tests in Study 1 are performed at the significance level 0.05

148 Additionally, a test on significance of correlatigrhich is equivalento a polled ttest, confirms that these ICCs have a statistically significant
positive correlation with TOS.

149 Additionally, a test on significance of correlati@rhich is equivalet to a polled ttest, confirms that these ICCs have a statistically significant
negative correlation with TOS.

150 Additionally, a test on significance of correlatiavhich is equivalento a polled ttest, confirms that ICCs Lightning and Other have no
significant correlation with TOS.
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TOS Duncan Grouping for Means of ICC group
(Alpha = 0.05)

Means covered by the same bar are not significantly differant.

ICC group  Estimate

Power Systern Condition 0.05354
Fire 0.05285
Combined Smaller ICC groups 0.052E2
Misoperation: FPSE OR (HE AND Type G1/62) 0.04420 l
Failed AC Substation Equipment 0.03823
Human Error AND NOT{Type 81 OR Type 82) 0.038497
Unknown 0.03704
Other 0.03459
Lightning 0.03306
Weather, exeluding lightning 0.02044
Failed AC Circuit Equipment 0.0z2842 I
Foreign Inteference 0.023G6 l
Vegetation 0.01830 .

Figure B.10: TOS of 1 00 kV+ AC Circuit and Transformer Sustained Events by ICC and ICC
grouping by Expected TOS (2015 1 2017)

FigureB10l f a2 &adzYYIl NAT S& NBadzZ 6§&a 2F 5dzy OF yQa 3ANRdzZLIAYy 3T (&
similar (not statistically significantly different) expected TOS. For example, difesrencTOS between events
initiated by Power System Condition, Fire, and Combined Smaller ICC Groups, connected by a red bar, are no
significant, meaning thahdividual impacs of events from these groupshe expected TO%e similar.

Average TOS by I CC: Annual Changes

Yearoveryearchanges in calculated TOS f@01kV+sustainedevents by ICC are reviewed nexigureB.11 shows
changes in thewverage TOS for each ICC years2015¢2017. The groups of ICC events are listed from left to right
by descending average TOS for the five years comlfthedcaverage TOS are listedrimgureB.10).
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Figure B.11: Average TOS of Sustained Events of 1 00 kV+ AC Circuit s and Transformers by
ICC and Year (201 5i2017)

I & SNXR S aleastSigrifitantfavandists allowed to identify statistically significant yearer-year changes
in TOS by ICC and for all events combined. In 2017 the average TOS statistically significantly decreased for ICCs:
1 Fire compared with 2016
1 Combined Smaller ICC Grougempared with 2016
9 Failed AC SubstatioEquipment: compared with 2015 and 2016
1 Weather, ExcludingLightning: compared with 2015 and 2016

In 2017 there were no statistically significant increases in the geef®S by ICC. For all sustained events combined,
the average TOS in 2017 was statistically lower than in 2016 and similar 2015.

TOS Risk and Relative Risk of 1~ 00 kV+ AC Circuit and Transformer Sustained  Events by ICC

The risk of each ICC group can lkéirted as the total TOS associated with this group. Its relative risk is equal to the
perceniage of the group TOS in the 2@PB17database. Equivalently, the risk of a given ICC per hour can be defined
as the product of the probability that an event witthis ICC initiates during an hour and the expected TOS (impact)
of an event from this group*

151 The probability that an event from a given ICC group initiates during a giverishlisted inTableB.9, and the expected TOS by ICC are
shown inFigureB.9. For any ICC group, the relative risk per hour is the same as the relative risk for a yegrofbeatime period) if estimated
from the same dataset.

NERC [Stateof Reliability 2018 June 2018
88



Appendix B Statistical Analysis of Transmission Data

Table B.10: Relative Risk of Sustained Events of 100 kV+ AC Circuits and

Transformers by ICC (2015 T 2017)

Probability that an | Expected Risk :
: Relative

Group of TADS events Event from a Group| Impact Associated Risk by

Startsduring a (Expected TOS| with a Group Grou

Given Hour of an Event) per Hour P
TADSsustainedevents 100 kV+ 0.743 0.034 0.025| 100.0%
Weather,ExcludingLightning 0.140 0.029 0.004 16.3%
Unknown 0.090 0.037 0.003 13.3%
Failed AC Substation Equipment 0.073 0.039 0.003 11.3%
Lightning 0.081 0.033 0.003 10.6%
Failed AC Circuit Equipment 0.092 0.028 0.0026 10.4%
Misoperation 0.055 0.045 0.0025 9.7%
Human Error (w/o Type 61 OR 0.039 0.039 0.0015|  6.0%
Type 62)
Foreign Interference 0.060 0.024 0.0014 5.6%
Combined Smaller ICC groups 0.020 0.053 0.0010 4.2%
Fire 0.018 0.053 0.0009 3.7%
Power System Condition 0.016 0.054 0.0009 3.5%
Other 0.021 0.035 0.0007 2.8%
Vegetation 0.039 0.016 0.0006 2.5%

Relative risk of the 20r2017TADS.00 kV+ac circuitand transformer sustaineevents by ICC is listedTiableB.10

in decreasing ordeiVeather,Excluding LightnindJnknown, and Failed AC Substation Equipment are three ICCs with
the largest relative risk. Eventsitiated by WeatherExcluding Lightnindhave a small expected individual TOS but
they happened more frequently than events with other ICCs. Despite having the three [&@fsteragesPower
System ConditionFire, and Combined Smaller ICC Groapk low with respect to relative risk becagi®f a small
number of events with thesekC@ andtheir low frequency.

FigureB.12 shows yeaioveryear changes in the relative risk of TAfStaired events by ICC. The groups of ICC
events are listed from left to right by descending relative riskyéars 20162017 combined. The topontributor to
transmission riskWeather Excluding Lightnindpad asignificant increase in the total TOS from 26d2017due to

abig increasen the number (and the frequency) of events as reflecteddbleB.9. Another ICC with significant risk
increase from 2016 to 2017 was Fire. Relative risk of ICCs Failed AC Substation Equipment, Combined Smaller Grou
Human Error, Power System Condition, &wdeign Interference significantly decreased from 2016 to 2017. Other
ICCs did not have significant changes in 2017.
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Figure B.12: Relative TOS Risk 100 kV+ AC Circuit Outage Events by ICC and Year (201 51
2017)

Study 5 : Sustained Cause Code and ICC -SCC Study for Sustained Outages

of 100 kv+ AC Circuits

Besidsan ICC, &CC is assigned to a sustained outage. The SCC describes the cause that comttibetedgest
duration of the outage. The list of TADS SCCs is the same as the list of ICCs as SholeBi A method of
assigning a single SGLa TADS event with multiple outages having different SCCs has not yet been developed;

therefore, it is not yet possible to analyze SCCs by applying the same mieiipp@s described in Studieg4ifor
ICCs.

In this study, the 20162017 sustained outagesf the 100 kV+ ac circuits with a TOS calculateBdnyation B.lare
investigated by SCC. TADS outages, unlike TADS events, can be dependent; thus, they do not represent a statistic
sample with independent observations. Therefore, the risk analysis for outages is limited to the TOS calculation,
numerical comparisonfahe TOS of SCC groups, and their ranking. However, there is another important variable
reported for sustained outagst the outage durationTableB.11 provides some statistics on the outage duration by

SCC anthen suggest way to incorporate duration into analysis of the relative risk by SCC.

TableB.11 lists the number of outages, the average, the median, and the maximum outage duration by SCC and
overall br the 201%2017sustained outages of the 100 kV+ ac circuits. §Gapsare listed in decreasing order by
number of outages.
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Table B.11: TADS Sustained Outages 100 kV+ AC Circuits (2015 12017)
Number | Average Outage Median Outage | Maximum
Sustained Cause Code of Duration Duration Duration
Outages | (Hours) (Hours) (Days)

Failed AC Circuit Equipment 3,664 59.9 13.0 366.0
Failed AC Substation Equipment 2,392 44.5 3.3 365.0
Weather,ExcludingLightning 2,341 20.8 1.7 245.8
Other 2,055 7.6 0.2 95.1
Unknown 1,986 8.6 0.2 83.4
Misoperation 1,714 8.5 1.0 345
Foreigninterference 1,457 9.9 2.3 25.6
Lightning 1,223 4.1 0.1 37.6
Vegetation 1,204 26.8 10.9 57.9
Human Errofw/o Event Type 61 or 62 1,030 5.0 0.3 40.1
Power System Condition 814 21.9 0.8 161.0
Fire 387 25.3 1.8 52.9
Contamination 341 8.0 0.4 5.6
Environmental 73 38.2 11.9 24.2
Vandalism, Terrorism, or Malicious A 28 54.4 6.3 53.9
All Sustained Outages 20,709 24.8 2.0 366.0

The SCC ordéiffers from that seen for ICC groupsSndiesl, 2, and 4T{ableB.4, TableB.7, andTableB.9). Outages

with SCC Failed AC Circuit Equipment not only comprise the largest group, but they have also, on average, the longe:
durations. Another observation is #t the SCC Other is the fourth biggegbup that contains almost 10 percent of

the 20152017 sustained outages compared with the low ranked ICC OtfiextileB.4. Outages with SCC Other, on
average, areshorter than overall sustainesutages. The same is true for the fifth largest SCC grominown

The TOS of each outage is calculatedqyation B.1 then the total TOS of each SCC group is calculated, and the
relative risk of a SCC is determined based on contribution of the group to the total TOS of el(@1stained
outages. The analysis is repeated for the Weighted with an outage duration with the purpose to take into account

the outage duration and incorporate it as a factor that impacts transmission outage risk. The results of these two
analyses of the relative SCC risk are compared to illustrate howgeutiaration affects the SCC ranking.

Since there are outages with very large durations (up to 366 days), two types of sensitivity analysis are péoformed
the evaluation of transmission severity weighted with outage duration: First, the SCC analgpisai®d for all
outages not longer than one month (with tAi@ 1outages or about 0.6 percent of the total dataset removed); second,
the analysis is rerun with the top perceuitlongest outages removed (208 outages longer than ddys removed).

Figure B.13 summarizes results of the four analyses of the relative transmission outage risk bySGCC.
Environmental andsCG/andalismTerrorism, ad Malicious Acts, the two groups with less thame percent of the
relative transmission outage risk each, are not shown.
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Figure B.13: Relative TOS Risk by SCC for Sustained Outages of the 100 kV+ AC Circuits
(201571201 7)

FigureB.13 shows the SCC relative transmission outage risk and the SCC relative transmission outage risk weightec
GAGK RdzNI A2y ¢KS fIFNBSal RATT-5ANBYO&E outafiSrgiing (SeNIJ S R
the average outage duration significantly differérdm the average duration of 248urs).

Events with SCC Failed AC Circuit Equipment have the highest avatageduration. The relative transmission
outage risk of this GCincreases from 15 percent to 45 percamhen measured by unweighted and weighted
transmission outage risk, respectively (in both causes this SCC ranks the hi§jhakijly, be relative tansmission
outage risk oSCQrailed AC Substation Equipmemntreases from 1 percent to20 percent For SCCs with shorter
average durationssuch as Unknown, Other, Lightning, Misoperation, Human Error, and Foreign Interference, the
relative transmission outage risks are noticeably lower when weighted with outaigéioh (e.g., for SCDAnknown

and Otherfrom 11 percent tothree percent ofthe total transmission severitgnd for SCC Misoperation fronine
percent tothree percent).

Comparison of the three righitand side bars for each SCC allfavghe drawing d some observations on sensitivity
analyses and evaluate effect of the longest outages on the SCC relative risk. Overall, an SCC relative risk does n
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change much among these three types; this fact confirms that the SCC relative transmission outagsgiit&d
with duration calculationsare robust with respect to duration outliers.

Table B.12 shows the SCC rankings by relative transmission outage risk (unweighted and weighted with outage
duration).

Table B.12: SCC Ranking for TADS Sustained Outages 100 kV+ AC

Circuits (2015 1 2017)

By Relative By Relative Transmissior
Sustained Cause Code Transmission | Outage Risk Weighted
Outage Risk | with Outage Duration

Contamination 13 11
Environmental 14 14
Failed AC Circuit Equipment 1 1
Failed AC Substation Equipment 3 2
Fire 12 10
Foreign Interference 9 9
Human Error 8 12
Lightning 7 13
Misoperation 6 6
Other 4 8
Power System Condition 10 4
Unknown 2 7
Vandalism, Terrorism, or Malicious A 15 15
Vegetation 11 5
Weather,Excluding ightning 5 3

For several SCCs, theaee significant differences between their respective radke to differences in outage
duration impact

Asummary of analysis of the sustained outages by theSCC pair is presentedTliableB.13. The table lists the IGC
SCC groups with the total percent of all outages in each group, the percent of the total TOS {@02F1¢omprised

by the outages in each group, atitk percent ofthe TOS weighted with outage duration calculated by the method
described above in Study 5.

Table B.13: TADS Sustained Outages 100 kV+ AC Circuits by ICC -SCC (2015 7 2017)
Percent Percent of Percent of Total
Initiating Cause Code Sustained Cause Code of Total TOS Weighted
Total TOS . .
Outages with Duration
Failed AC Circuit Equipment | Failed AC Circuit Equipment 11.3% 9.8% 25.8%
Failed AC Substation Equipmel Failed AC Substation Equipmel 9.3% 9.2% 17.2%
Weather,Excluding ightning Failed AC Circuit Equipment 3.1% 2.7% 14.2%
Weather,Excluding ightning Weather,ExcludingLightning 10.9% 10.2% 10.2%
Power System Condition Power System Condition 2.4% 3.1% 4.3%
Misoperation Misoperation 7.0% 8.0% 2.4%
Unknown Unknown 8.7% 10.4% 1.8%
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Table B.13: TADS Sustained Outages 100 kV+ AC Circuits by ICC -SCC (20157 2017)
Percent Percent of Percent of Total
Initiating Cause Code Sustained Cause Code of Total TOS Weighted
Total TOS : .
Outages with Duration
Foreign Interference Foreign Interference 6.4% 4.6% 1.6%
Vegetation Vegetation 4.5% 2.4% 1.6%
Fire Fire 1.8% 3.0% 1.4%
Foreign Interference Failed AC Circuit Equipment 0.6% 0.4% 1.4%
Contamination Contamination 1.5% 2.6% 1.3%
Other Other 2.4% 2.4% 1.2%
Human Error Human Error 4.6% 4.8% 1.0%
Lightning Failed AC Circuit Equipment 0.9% 0.8% 0.9%
Lightning Lightning 5.8% 6.5% 0.8%
Lightning Failed AC Substation Equipme 0.6% 0.5% 0.6%
Weather,Excluding ightning Other 1.4% 2.0% 0.4%
Lightning Other 1.9% 1.9% 0.2%
Failed AC Substation Equipmel Other 1.9% 0.3% 0.1%
Unknown Other 1.4% 1.7% 0.1%
Failed AC Circuit Equipment | Other 1.4% 0.3% 0.1%

Theoretically, for the 15 ICCs and 15 S@E5715*15 ICGCC pairs are possible. In the 2B 7 dataset of
sustained ac circuit outages total 0f164 distinct pairs appear. IrableB.13, only the top 22 ICESCC pairs are listed
with at least 0.5 percent of the total number of outages (a minimum of 121 outages out#f®dor the three years

in each group. These 22 largest groups are listed by decreasing number of outages. Togetheprdssnt 90
percent of outagesa total of 88 percent of the total TOS, and 89 percent of the total TOS weighted with outage
duration. The top nine groups are comprisadoutages with coinciding ICC and SCC. Th&ITFailed AC Circuit
Equipment is thdargest group followed by Weathe(Excluding LightningFailed AC Substation Equipment, and
Unknown.

Ranking with respect to the TOS is different: the-BOCT Unknown ranks highest with the 10.4 percent of the total
TOS for 2012017 followed by ICEE@ WeathefExcluding Lightningand ICE&CC Failed AC Circuit Equipment. The
ICGSCC Failed AC Circuit Equipment is the top ranked by the TOS weighted with outage duration with the total 25
percent of the relative outage risk. In the weighted ranking,l®€{ / / | y1y26y Qa NBfI GAGS 2
1.8 percent due to shorter outage duratioran effect of the weighting as described in a discussioRignreB.13.

In regards tétudys, bothunweighted and weightedankingsn TableB.12andTableB.13are derived and presented
without making a decision about superiority of either method of the relative transmission outage risk evaluation.
Each method has its advantages and disadvantages: the transmission outage risk that is based on TOS calculatiot
without duration is simpler and allows for the analysis of all outages and events of both momentary and sustained.
The transmission outage risk, based on the TOS weighted with outage duration discards momentary outages from
the analysis, and while it does ®linto account differences in sustained outage duration, more analysis and the
industry expert discussions are needed to decide whether the weighing is fair. For example, as a result of this
weighting, a300¢399 kV voltage clagsne-hour ac circuit outageontributes to the total weighted transmission
severity equally with an outage of the 1109 kV ac circuit with duration efxhours and 30 minutes; with an outage

of the 20@;299 kV ac circuit with duration aine hourand 51 minutes; with an outage die¢ 400;599 kV ac circuit

with duration of 39 minutes; and with an outage of the §@09 kV ac circuit with duration of 26 minutes.

Asummary of results of Studieg3 is provided in Overview of TADS Analysishapter 1
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Introduction

GADS, beginning in 20X&llectsdesign, performance, and event d&dtar conventional generating units that are 20
MWandlarge® LY | RRAGAZ2Y S &aYlFftSN dzyAida [|maRrepartifoSSDSdayf & G a
voluntary basis. The analysis for this report includes only active units with a mandatoryrgpbligationthat have
reported performance data as of the reporting deadline for the period being anal\2ath used in the analysis
includes information reported into GADS through the end of2201

GADS does not include wind, solar, other renewaddhnology generating assetistributed energy resource®r

other small energy sources. Wind performance data reporting requirements have been developed, and aiphased
reporting process ben in 2017 and continues through 2020. Reporting data requiets for solar have been
initiated with a target goal of data submitttd beginby 2021.

GADS collects and stores unit operating information. By pooling individual unit information, overall generating unit
availability performance and metrics are caltath The information supports equipment reliability, availability
analyses, and risikhformed decision making to industry. Reports and information resulting from the data collected
through GADS are used by industry for benchmarking and analyzing elestrgr plants.Table C1 shows the
number of units and average age characteristics of the populagiparting intoGADS and select unit types for each
year.

Table C.1: Key Characteristics of GADS

Metric/year 2013 2014 2015 2016 2017

Numbering ofReporting Units 6,129 6,100 6,106 5,982 5,810
AverageAge of theHeet (Years) 34 34 35 35 34
AverageAge ofCoal Units (Years) 43 44 44 43 44
AverageAge ofNatural GasUnits (Years) 21 22 22 23 23
AverageAge ofNuclearUnits (Years) 35 36 36 37 38

The age of the generating fleet is considered to be a particularly relevant statistic d@owed>ADSbecause an

aging fleet could potentially see increasing outages. However, with proper maintenance and equipment replacement,
older units may perform comparably to newer units. In addition, WiEFORreported later in this section, shows
stablerates of forced outagesiableC1 alsoshows the age of conventional units remaining stalBleture reports

will continue to monitor tke age to sedow the fleet is changing.

FigureC1 uses GADS data to plot fleet capacity by age and fuel BygereC 1 shows two characteristics of the fleet
reported to GADS: an age bubble exists arouBg#d years, by a population consisting of coal and soratiralgas

units, and a significant age bubblecaind 13¢21 years is comprised almost exclusivehynaturalgas units. The data
shows a clear shift towardaturatgasfired unit additions, and the overall age of the fleet across North America is
almost20 years younger than the age of the céiséd base-load plants that have been the backbone of power supply

for many years. This trend is projected to continue given current forecasts around price and availability of natural gas
as a power generation fuel as well as regulatory impetus.
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Figure C.1: Fleet Capacity by Age and Fuel Type

Generator Fleet Reliability

GADS contains information that can be used to compute reliability megssuels as WERD WEFOR is a metric
measuring the probability that a unit will not be available to deliver its full capacity at any given time, taking into
consideration forced outages and derates.

FigureC2 presents the monthly megawatteighted EFORacross the NERC footprint for tfige-year period of
2013¢2017.15% The horizontal steps show the annual EFOR compared to the monthly EFOR; the solid horizontal bar
in FigureC2 shows the mean outage rate over each yedihe mean outage rate over the analysis periogegen
percent. The EFOR has been fairly coestswith a nearexact standard distribution.

152 Equivalent Forced outage rate (EFOR)
153The reporting year covers January 1 through December 31
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Figure C.2: Monthly MW Capacity -Weighted EFOR 201 37 2017

Forced Outage Causes

To better understand theauses of forced outages of generators, the annual and top 10 forced outage causes for the
summer and winter seasongere analyzed for the period of 2842017. This analysis is focused on forced outage
causes measured in terms of nB&V/h of potential prodetion lost, so both the amount of capacity affected and the
duration of the outages are captured.

The levels of forced outages reported into the GADS database are preseritemiaC3 and TableC2, providing
detail on the nefTwh of potential production lost due to forced outages for the pdr&D13¢2017 by calendar year.
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Figure C.3: Total Net TWh of Potential Production Lost Due to Forced Outages 2013 12017

Table C.2: Net TWh of Potential Production Lost Due to Forced Outages, by Calendar Year

20131 2017
NERC Total Annual TWh | Summer TWkMonths | Winter TWhMonths Spring/Fall TWHVonths
2013 313.7 84.8 132.9 96.0
2014 278.6 73.6 97.4 107.6
2015 258.5 79.9 89.9 88.7
2016 257.0 89.1 74.5 93.4
2017 285.7 84.6 100.3 100.7

Based orfive years of data, the following observations can be made:

9 Outages from avere storms in the last quarter of 2012, such as Hurricane Saodyinuedthrough first
quarter of 2013 and are responsible for the increased production lost in Winter £2613.

1 The shoulder months of Spring/Fall in 202816 and 2017have higher forced outage ndWh than the
corresponding summer or winter periods.

Further anaysis into the causes of forced outages considered the impact of weather. The percentagd\éfimet
potential production lost due to weatheelated forced outage cause codes reported each year ranges from two

154 Winter includes the months of December, January, and February. When analysis is performed owla ga&lar basis, as for this report,
these three months are included from the same calendar year. Summer includes May through September; all other monthgaaizecbis
Spring/Fall. For this analysis, the season of a forced outage is associatedeastbaion in which the start date of the event was reported in
that year; thereforewhen an event continues into the next year, a new event record is created in Jaresaringin the eventimpactsbeing
categorized as occurring in the wintef the folowing year as well
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percent to four percent annually. This indies that while weather does cause major headlines, the overall effect of
weather on the fleet is minimal. The real impacts of weattedated events are localized impacts and of relatively
short duration.

To gain additional insight into the drivers fhietreported nefTwh of potential production lost due to forced outages,
the top 10 forced outage causes were examined to determine their impact on the annual totalle¥heif potential
production lost. The number of events reported in the top 10 foroethge causes represent betwesavenpercent
and 12 percent of all forced outage events reported annually while contributing an averagepefcent to the
annual total megawatt hours lost.ableC3 shows the contribution of the top 10 forced outage causes toTweh

of potential production losbn a NER@ide basis over the period 2082017. With the exception of 20168yinter
periods slow the highest percentage of potential production lost for the top 10 forced outage causes.

Table C.3: Percentage of Top 10 Forced Outage Causes to Net TWh of Potential Production

Lost over the Period 2013 i 2017

NERC Total Annual TWh | Summer TWh Winter TWh Spring/Fall TWh
2013 32% 7% 15% 10%
2014 28% 6% 11% 11%
2015 24% 7% 9% 8%
2016 25% 8% 8% 9%
2017 24% 6% 10% 8%

The top 10 causes vary annually, and the contribution from each of the top 10 causes to the total megawatt hours
lost varies as welllableCA4 lists the top 10 forced outage causes on an annual basis in order of the most impactful

cause to the least, based on annual net MWh of potential production lost due to forced outages.

aple op 0 3 e odes as Percentages or A a3 e Of Pote al Prod O
0 due to Forced Outage
Rank 2013 2014 2015 2016 2017
Waterwall Waterwall Waterwall Waterwall Waterwall
1 (Furnace wall) | (Furnace wall) | (Furnace wall) | (Furnace wall) | (Furnace wall)
6.2% 7.7% 7.0% 6.9% 5.5%
Main I(_iif(l(rrolj Tiltjafelz Main Main Other Exciter
2 Transformer P Transformer Transformer Problems
supply of fuel)
4.1% 5.7% 4.6% 3.1%
3.6%
. StatorWindings, Unattrlbuted
Main . . Vibration of
Rotor- General First Reheater | Bushings, and )
3 Transformer . Turbine
3.2% 2.5% Terminals
3.2% 3 20 Generator
e 2.4%
Second Second I(_iif:rroj TiLtj)(IaeI Other Exciter Main
4 Superheater Superheater SUDD| gf fuel) Problems Transformer
3.0% 2.7% pply 2.6% 2.3%
1.7%
Operator Error | First Reheater Second Flood Buckets or
5 2 8% 2 504 Superheater 2 1% Blades
’ ' 1.6% ) 2.2%
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ab 4 op 0 Ca e Codes as Percentages of A 3 e OoT Potential Proad 0
oSt due to Forced Outage
Rank 2013 2014 2015 2016 2017
Stator Windings, Emergency First Stator Windings,
Bushings, and | Generator Trip First Reheater | Bushings, and
6 . . Superheater .
Terminals Devices 1.5% 1.9% Terminals
2.2% 1.8% ' 2.0%
Other Low _ Other
Pressure Boiler- Second .
Stator- General ) . Miscellaneous
7 2 0% Turbine Miscellaneous | Superheater problems
Problems 1.5% 1.7% 1.8%
1.7% '
Other
Hurricane AC Conductors G'ener_ator Miscellaneous | Second
8 2 0% and Buses Vibration Generator Superheater
’ 1.6% 1.5% Problems 1.7%
1.6%
Residual Heat
Rotor Windings First Other Boiler Removal/Decay | Bunker
9 1.9% Superheater Tube Leaks Heat Removal | Structures
' 1.6% 1.4% System 1.5%
1.5%
First Reheater qulerq OtherExciter Other Boiler Flood
10 1.8% Miscellaneous | Problems Tube Leaks 1.4%
' 1.5% 1.4% 1.5% '

Several outage causes appear in the top 10 more often than others: Weatladed outages in 2012 due to
Hurricane Sandy resulted in flooding impacted several units that continued to repoad outages into 2013 and
2014. Lack of Fuel occurs within the top causes in 2014 and B02B17, three new cause codes entered the top

10: Unattributed vibration ofTurbine Generator, Buckets or blades, and Bunker structuresble C5 lists the
recurring cause codes and number of years that the cause code appears in the top 10.

Table C.5: Recurring Top 10 Cause Codes

Code Description Number of Years in Top 10 Cause
1000 Waterwall 5
(Furnace wall)
1050 Second Superheater 5
3620 Main Transformer 5
1060 First Reheater 4
4609 Other Exciter Problems 3
4520 Stator WindingsBushings, and Terminals 3
1040 First Superheater 2
Lack of Fuel
9131 (interruptible supply of fuel) 2
1090 Other Boiler Tube Leaks 2
1999 BoilergMiscellaneous 2
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The Second Superheater (1050), Waterwall (1000), and First Reheater (1060) are all related to tube leaks in the
respective systems. Given the amount of steam generating units that make up the fleet, the magnitude of these
outages would not be unusual. Tleeare not uncommon failures that occur in normal operation.

Both the Main Transformer (3620) and Stator Windings (4520) are high on the list. These items are the result of a
very low likelihood event occurring that has a high impact. Most plants doana bpares available for these assets
because the likelihood of failure is very low. However, if an event does occur, it can take several months to remedy,
causing the event to show very high on this cause code list.

Wind performance data reporting reqeiments have been developed, and a phasedeporting process bem in
2017 and continues through 2020.

1 January 1, 201L//oluntary reporting

1 January 1, 2018/andatory reporting for plants with total installed capacity of 200 MW or larger

1 January 1, 2019 andatory reporting for plants with total installed capacity of 100 MW or greater

1 January 1, 202@Ylandatory reporting for plants with total installed capacity of 75 MW or greater
There are 357 wind generation groups/subgroups across 155 entities thauarently set up for reporting in Wind

GADS. NERC, through the GADSWG, will begin to provide analysis of wind generation performance as part of thi
report when sufficient datare available.

2017 performance of the BPS generation system measured Iy M&i/ rating losses due to unplanned outages of
conventional generators was the best over the five most recent years.

GADSWGuture Considerations

1 GADSWRG®night consider requiringadditional design data from theconventional generatinginits to help
improve analytics on the generating fleet and its possible impacts to BES reliability.

1 GADSWaightcontinue to investigate seasonal performance trends for all types of reported generation. As
the generation fleet continues to shift towardghturalgasfired units, and the overall age of the fleet reduces,
new emerging trends must be examined to identify common outage concerns across fuel types.

1 GADSWGnight examine outage cause codasthe system level instead of the component level to see if
further insidht can be gained.

NERC [Stateof Reliability 2018 June 2018
101



Appendix D : Analysis of Demand Response Data

Overview

In 2017, the DADSWG continuedeifts to improve data collection areporting through outreach and develogent

of training materials. Future DADSWG efforts are focumednproving data collection, updating existing materials
developing additional guidance documents, maintaining data quality, and providing observations of demand
response contributions to reliability.

Demand Response Programs

Demand Response Registdr@rogram data provides important information about the individual programs that
include product and service type, relationships to other entities and programs, and monthly registered capacities.
BAs andDistribution ProvidersP$ that administer demandesponse programs that have been commercially in
service for at least 12 months with 10 MW or more of enrolled capability are required to report into DADS. In
accordance with two 2015 FERC ordétseporting by Purchasin§cheduling Entities and Lo&erving Entities was
discontinuedafter the Summer 2016 reporting period

DADS datarereported semiannually as summer and winter seasons with the summer season representing program
data from April 1 through September 30 and the winter season representogygon data from October 1 to March
31 of the following year. This report includes data reported through Septembét. 201

Registered Capacity

FigureD.1 represents the registered capacity MW for all demand response registered programs in NERC; registered
capacity for summer is based on August of each year, and winter is based on JanuahyyeiaeaT he total registered
capacityduring ummer 2017 shows aright percentincrease over 2016, and an increase during the winter period

of two percent Over the fiveyear period of 2013 to 2017, summer and winter enrolled demand response capacity
increased by 1percentand 20percent respectively.

It is important to note that the demand response registered capacity is considered fungible (resources and associated
OF LI OAGASE INB AYUSNDODKIyYy3aSIof Sud C2 Ngratbhybedn Sghredation Sy (
of individual resources and each year the individual resources could be from different sources and programs.

155 Orders RR18-000: http://www.nerc.com/FilingsOrders/us/FERCOrdersRules/Order RBR_ROP_20150318.RIR Ahd RR15-4-001:
http://www.nerc.com/FilingsOrders/us/FERCOrdersRules/Order RBR_ROP 10152018.RIR15
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Figure D.1: Registered Demand Response Capacity MW by Season for All Registered
Programs, 2013 12017

Product and Service Types

The webDADS portal collects information about demand response programs based on product type and product
service type. Current product types in DADS include Energy, Capacity, and RésguveS.2 shows the registered
capacity MW of demand response across NER&ifamer 20182017 and Winter 2013,2017 by reported product

and service type.
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Figure D.2: Registered Demand Response Capacity MW by Service Type and Season, 2013 T
2017

A review of available capacity registered for each service type supperfeitbwing observations:
1 Demand Response program enrollment shows growtioinspinning reserves both seasons

1 Load as a Capacity Resource and Interruptible Load continue to attract the highest enroBosme
resources may also be eligible to pravidh other Service Typeonly unigue MW are shown.

1 Continued impacts td.oad as a Capacity Resoua due in part to changes i2016 environmental
regulations for Emergendngines

1 Changes in enrollment due to regulatory policies in some areas havikegtguan eight percent increase in
summer enroliment and redistribution of existing demand response resources to other servicestygleas
Non-Spinning Reserves and Emergency.

Demand Response: Reliability Events

Demandresponse programs are deploybg system operators that are monitoring conditions on the grid. Demand
response program rules may require advanced notification for the deployment of these resources that can be several
hours ahead of when the emergency condition actually occurs. As dtential for the emergency condition
approaches, many operators have more responsive demand response resources that may be deployed with as little
as 10 minutes of notification to ramp afwat curtail load.

Reliability event reasons reported and summarized in DAB®re demand response supports the BRI®
categorized as one of three types of events: forecast or actual reserve shortage, reliabilityoefreqgtiency control.
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Reserve shortage events tend to be drivgrelxtreme weather eventsor example, the following events all resulted

in demand response deployment increases: the polar vortex of 2014 and extreme heat conditions on the East Coast
and Northeast during 2013 and the West Coast during the summer of BR&li&bility events can occur at almost any

time, day, or month. These can typically be caused by a large number of unit trips or extreme weather that occurs
during periods when the generation fleet is going through fleet maintenance periods faltlaed spring. Frequency

control reliability events are a type of event that is more local and in isolated areas. For example, a large unit trip may
cause a frequency disturbanoghich is then arrested by the instantaneous tripping of loads using uftdguency
relaysinstalled at facilities of demand response resources

FigureD.3 and FigureD.4 showthe number ofdemand response evemtays each month in a seasdnom January

2013 through September 2@%°® The black diamond in each column indicates the number of calendar days in a
month when demand response was deployed for a reliability event. The stacked bars show the number of days that
demand response events occurred in each NERC Region. When thel dtaclkexceeds the black diamond, it is an
indication that multiple Regions had demand response events on the same day within the month.
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Figure D.3: Summer Demand Response Event Days by Month and Region, 2013 72017

156 Event data for October 2017 through December 207 reot reported until after publication of this report.
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The peak number of events deémand responseapacity during this fivgear period occurredluringthe summer
peak season anid especially evident during June and July of 2013. The second mghasér of demand response
deployments occurred during July of 2016e frequency of deployment eveniis Summer 201Avas lower than the
previousfour yearswith someRegions having no demand response event d&m exampleQummer 2016°” had
23 calendar days with deployments whiBammer 20X had 15 calendar days with deployments (& Bercent drop
in the number of calendar days during which demand response was deployed). The impaqialativertexis also
evident in the number of days andegions that dispatched demand response in January 28ibte 2015winter
deploymentshave dropped to single digitslue to warmer weather without the severity of thmlar vortex events
that occurred in 2014Data forWinter 2017/2018 will not be reporte until after the publication of this report.
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Figure D.4: Winter Demand Response Event Days by Month and Region, 2013 12017

DADS Metrics
Four metricshavebeendeveloped by the DADSWG and approved by PAS. These metrics are desdritieelliil.

157 Defined as April @September 30
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Table D.1: DADS Metrics |

Metrics Title Purpose

Shows the amount of demand response reduction (in MW)
provided during all the reliability events deployed igigen month
by time of day.

Reflects the cumulative megawatts of demand reduction
dispatched by service type in reliability event days per month a
the NERC or Region level

Reflects the cumulative time weighted megawatts of demand
reduction realized by service type in reliability event days per
month at the NERC or Region level

DADS Metric 4bemand Response Eventg Allows for the creation of a demand response realization rate f(
by Montht Dispathed vs. Realized reliability events to be established and trending

DADS Metric 1Realized Demand
Reduction of Event Deployment by Month

DADS Metric 2Dispatched Demand
Response MW by Service Type

DADS Metric 3Realized Demand Respon
MW by Service Type

The DADSWG has completed analysis of Metrics 2, 3, and 4 and determined that Metrics 2 and 4 are most relevan
for inclusion in this report. The working group will evaluate the DADS metrics, includengeasibility of
implementing Metric 1.

DADS Metric 2: Dispatched Demand Response MW by Service Type

The amount and types of demand response dispatched by season and year illustrate how much weather can affect
the deployment of demand responsEigureD.5 and FigureD.6 show the cumulative dispatched MW of demand
response by service type for summer and winter, respectively. D@ingmer 2013, the emulative amount of
demand response deployed over all events was nearly 20,000 MW with over 70 percent of the demand response
dispatched from load as a capacity resource and nearly equal amounts of direct load contirteangbtible load

Since 2013 e summerdave beermuch milder, resulting in few deployments and more conservative utilization of
demand response primarily from direct load control and interruptible load. Duimgmer 2016, deployments
included a marked increase in the amount of demagdponse dispatched to provide spinning resengents

during Qummer 2017 were exclusively to demand response resourcesintétruptible load and direct control load
management capabilities
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Figure D.5: Cumulative Dispatched MW by Service Type for Summer Demand Response
Events, 2013 12017

Winter deployments of demand response are much less extensigdlasted in the cumulative MW dispatched each
winter in the analysis period-{gureD.6). Deploymentsluring the analysis period were primarily tordand response
provided from interruptible load resources. Durifginter 2013 and 2014, demand response providing reserves
(spinning and notspinning) accounted for almost osikird of the cumulative dispatched MW each year.
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Figure D.6: Cumulative Dispatched MW by Service Type for Winter Demand Response Events,
201312017

DADS Metric 4: Performance 0 Demand Response Events by Month & Dispatc hed vs. Realized

The effectiveness of demand response to support reliability is illustrated by a comparison of the cumulative
dispatched MW to the average realized reduction MW each season andfygareD.7 and FigureD.8 show the
cumulative dispatched MW and corresponding performance of all demand response types deployed in a season for
each year of the analysis period.

Duringummer 2013, demand responsenformed at 82 percent of its committed capacifydureD.7). This includes

the deployment of voluntary and emergency types of demand response, wwpatally performs at a much lower

rate (about 15 percent of registered) than other categories of demand response. The voluntary and emergency types
of demand response deployed 8Bimmer 2013 represented 1.3 percent of all dispatched MW. Waenmer 2013
performance was evaluated without the voluntary and emergency types of demand response, there was a slight
increase in performance, from 82.1 percent to 82.9 percent. Performance d8mmgner 2014t 2016 was well

above 90 percentiue to the amount and typeof demand response deployeBummer 2017 showed a slight drop

in performance to 89 percent.
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Figure D.7: Demand Response Performance for Summer Demand Response Events, 2013 1
2017

As previously stated, fewer MW of demand response were deployed in the winter seasons. Performance exceeded
96 percent during events Winter 2013;,2014 and 90 percent in 2015i¢ureD.8). Fewer than 100 MW of demand
response were deployed Winter 2016.During theWinter 2017 period, the 215 MW of demand response deployed
performed above registered capability by §&rcent
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Figure D.8: Demand Response Performance for Winter Demand Response Events, 2013 12017

Looking Ahead

The DADSWG is focused on improving the qualithh@fdemand response data collected by NERC, and this will
provide a better perspective on how this type of resource is being used to support reliability. To achieve this objective,
the following initiatives are planned for 28 And beyond:

1 Development of a introductory video for DADS reporting.
1 Completion of training and data quality materials to improve data reporting.

9 Finalization and implementation of requirements for data reporting capabilities for mdndstd demand
response programs that support rability.
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Appendix E : Frequency Response Statist ics and Essential
Reliability Services

Primary frequencyesponseis essential for maintaining the reliability of the BPS. Frequency maintained within
predefined limits is a key ALR performance outcome. Frequency response is necessary to support BPS reliabilit
during loss of generation resource or loss of load distndes that result in frequency deviations, amds critical

during system restoration efforts where frequency fluctuations must be controlled during load pick up and
connection of additional resources. Frequency response and frequency control are oft@rsyrsonymously and
involve the ability of the BPS to support frequency following a disturbance.

Frequency response is comprised of the actions provided binteeconnection to arrest and stabilize frequency in
response to frequency deviations. Frequgmesponse is provided from automatic generator governor response, load
response (typically from induction motors), and facilities that provide an immediate change in output when frequency
changes are detected by local deviegel control systems.

Metri ¢ M-4: Interconnection Frequency Response

The purpose of the M metric is to determine frequency response trends for elatdrconnection so that adequate
primary frequency control is provided to arrest and stabilize frequency during frequency excurkapsedefined
magnitude. Frequency response is bidirectional fmtdrconnection resources should respond to loss of resource
events that result in low frequency to avoid tripping the first stage of UFLS as well as loss of load events that result in
high frequency that could trip connected generation (o¥erquency generation protection relays and turbine over
speed control action) from the BPS to prevent from damaging equipment.

The M4 metric is based on methods defined in BXI3-1.1 fordevelopinga frequency response measuthat is

used to calculat@aninterconnection frequency response performance meaglfF&M.g) as the ratio of the resource

or load megawatt (MW) loss that initiated the event to the difference ofglisturbance frequency (Mag¢ A) and the
stabilizing period frequency (Value B). Value A and Value B are average frequencies tmm eind too to tsy,
respectively, as defined in NERC BB&1.1. The MW loss experienced by timterconnection that initiated the

event mustbe determined in order to calculate ¥l frequency response performance. Measurement of frequency
performance in that time period is a surrogate for the lowest frequency during the event (the nadir or Point C) based
on the limitations of system control ardhta acquisition scan rates. Below is the equation for calculatingdERM

‘O0YD 5
Where:
MW Loss = Resource or Load Output immediately prior to the start of the event
fa-8=Change in frequency from Value A to Value B

The predomnant reliability risk is the frequency during the arresting period (from the start of the event at T=0 to the
time of the nadir) of a frequency event when the low frequency nadir (Point C) is experienced in the first few seconds
of the event. Peormance during the arresting period is vital to ensure that customer load is not shed nor equipment
damaged due to a low frequency nadir that activateslffiei SNO2 yy SOU A2y Qa | C[ { RSQOAOS:
periods are illustrated irigureE 1.
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Figure E.1:Primary and Secondary Frequency Control

FigureE1 shows the Arresting, Rebound, Stabilizing, and Recovery Periods of a frequency event following the loss of
alarge generation resource.

Primary Frequency ControT hisis the action by thénterconnection to arrest and stabilize frequency in response to
frequency deviations and has three time components; the arresting period, rebound panddtabilizing period.

Arresting Period Thisis the time from time zero (Value A) to the time of the nadir (Value C) and is the
combination of system inertia, load damping, and the initial primary control response of resources acting
together to limitthe duration and magnitude of frequency change. It is essential that the decline in frequency is
arrested during this period to prevent activation of automatic UFLS schemes lmé¢heonnection.

Rebound Period Thisincludes the effects of governor ngsnse in sensing the change in turbine speed as
frequency increases or decline® dza Ay 3 |y FR2dz&AGYSyd (2 GKS SyfeNBHS2
Rebound Period can also be impacted by-esdr customer or other loads that are @lgbe of selfcurtailment

due to local frequency sensing and control during frequency deviations.

Stabilizing PeriodThisis the third component of primary frequency control following a disturbance when the
frequency stabilizes following a frequency excursion. Valwpisents the interconnected system frequency at
the point immediately after the frequency stabilizes primarily due to governor action but before the contingent
control area takes correctiveutomatic generation contraction.

Secondary Frequency Contrdlhiscomes from either manual or automated dispatch of resources from a centralized
control system. Secondary Control also includes initial reserve deployment for disturbances and maintains the
YAYdzi St 2nYAydzi S ol :fitis ys€iSo estateNBqdzady fndmiinalfollovBing A Histurbance and

is provided by Operating Reserve, both Supplemental and Spinning.
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This report provides analysis miterconnection frequency response performance during both the arresting period
and the stabilizingperiods. Value A, Point, @nd Value B definitions can be found in tb@12 Frequency Response
Initiative Report®®and the BA1003-1.1 Reliability Sandard*® as well asn this appendix.

Deteriorating performance during the arresting period of a low frequency event can result in the loss of load due to
activation of automatic UFLS schemes. Deteriorating performance during the rebound and stabilizing periods can
result in increased risk af subsequent frequency event occurring from a lower starting frequency. It is important to
understand that performance in the arresting and stabilizing periods are only loosely coupled; therefore, an
Interconnection can realize improved performance in egiod and yet have decreased performance in the other.

NERC applies statistical testsltderconnection frequency event datasets. An operating year, for frequency event
purposes, runs from December of the previous year through November of the currant fyer the 20182017
operating years, historical frequency response was statistically analyzed to evaluate performance trends for each
Interconnection. An increasing trend over time indicates that frequency response is improving in that
Interconnection. i should be noted thatin the 2017 operating yeano Interconnection had an M frequency event

where the IFRM was below its IFRO as defined in theDBAL ReliabilityStandard. It is important to note that there

is a difference between the measureaduency response for a given event and the amount of response that was
actually available at the time of the event. Measured response varies depending on starting frequency as well as the
size of the resource loss. The amount of frequency response dealiieedso dependent on the amount of frequency
responsive reserves available (Operating Reser&spplemental and Operating Reservedpinning) in the
Interconnection, sometimes called headroom, and the magnitude of the frequency deviation outside of/éra@o

dead band settings. Calculated frequency response provided bintarconnectioncan be influenced by the
magnitude of the frequency deviatipmelatively small deviations can indicate rather large response due to the
normalization to 0.1 MW/Hz cetia.

Events for frequency response analysis are selected by the RERC CNXB lj dzSy O& 2 2 NJ-deffndd D NP
event selection criteria. The event dasse used to support Reliability Standard B223-1 in addition to the M4

metric and ERS Measure Brequency data for all four Interconnections are available to NERC staff through the
University of Tennessee by using the Frequency Monitoring Network (HKetHata consists of sukecond high
ALISSR FTNBIljdzSyOe @I fdzSa o6mn A& lfrequshcg distuthihds reedsderBafaRar allO | LI
AAIAYATFAOLIYG FTNBIljdzSyoOe S@gSyia IINB O2ftf SOGSR ghSpedds =+
frequency data surrounding the event) and stored on a spreadsheet for use in the event detection and selection
process and various analyses.

NERC staff and Interconnection representatives analyze frequency data to detect events for incthei@@aimdidate
Frequency Event List. The event detection criteria is slightly broader than the criteria used to select everds for M
and BAE003-1.1 to ensure that all the potential events are detected as showiralrieE 1 below.

To be considered for inclusion in the Candidate Frequency Event List, a frequency event shall satisfy either of the
following:

1 The delta frequency measured between Valuams Point C is greater than or equal to the designated
threshold found inTableE1 for the Interconnection where the event occurred

1 The net MW losfor the event (either generation or load) is greater than or equal to the designated threshold
found inTableE1 for the Interconnection where the ewv¢ occurred.

158 The2012 Frequency Response Initiative Repant be found at the following locatiohttps://www.nerc.com/docs/pc/FRI_Report 180
12 Master wappendices.pdf
159The BAI0O03-1.1 Reliability Standard can be found at the following locatidips://www.nerc.com/pa/Stand/Reliability%20Standards/BAL

003-1.1.pdf
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Appendix E Frequency Response Statistics and EsiséReliability Services

Table E.1: M-4 Event Selection Criteria

Interconnection | Dfac(mHz)or >= MW Loss

Eastern 36 800
Western 70 700
Texas 80 450
Québec 300 450

In the 2016 operating year, a change in selection criteria was implemented that included frequency events with a
smaller MW loss if the event resulted in a sufficient frequency deviation. Note that this change resulted in a larger
sample of events for dlhterconnections as compared to previous years and is meant to capture frequency response
performance over a wider range of operating conditions (e.g., those that might occur during light load conditions
when less generation is dime and therefore the iartia and governor response of theterconnections might be
reduced). Due to this change, results shdmconsidered as any detected statistically significant difference in-year
overyear performancehat can be partially due to the criteria modificatio

Note that frequency response (i,dFRO and IFRM§ expressed amegative numbers expressed in MW/0.1 Hz
because the change in MW output should be in the opposite direction as the change in frequency. For purposes of
illustration in this reportfrequency response is expressed as an absolute value.

The NERC RS has identified issues related to the ability of existing generating resources to provide sustaine
frequency responsencluding incorrect governor dedashnd and droop settings and/or plant generator control

logic. The NERC RS developed and NERC OCRsdiabidity Guideline: Primary Frequency Control v1.0'®ital

provide technical guidance to the industry to address these issues.

The M4 metric andNERC BADRO3-1 Reliability Sandardcalculate thelFRMin the context of the stabilizing period,

which isthe interval of 20 to 52 seconds after the start of the event that is known as Value B. The Value B average
frequency is compared to prédisturbance frequency, known as Value A, in tiddito the total resource or load MW

loss to determine the IFRM.

It is also important to understand the impact of the arresting period of a frequency event where Point C is the low
frequency nadir experienced in the first 12 seconds of the event. Radace during the arresting period is vital to
ensure that customer load is not shed nor equipment damaged due to a low frequency nadir that exceeds the
yd SNO2yySOuA2yQa | C[{ aStidAiay3aao

FigureE2 illustrates a frequency deviation due to a loss of generation resource and the methodology for calculating
frequency response in accordance with definitions in the-B231 Reliability Sandard The event stds at time t0
(00:00). Value A is the average frequency calculated fraftb t2 seconds from t0, Point C is the lowest frequency
point observed in the first 12 seconds after #d Value B is the average frequency from t+20 to t+52 seconds from
t0. The difference between Value A and Value B is the change in frequency used for calculating primary frequency
response.Frequencyresponseis calculated as the ratio of the megawatts lost when a resource trips and the
frequency deviation. Frequency responsaformance in the correct direction is expressed as a negative value since
the resultinglnterconnection change in megawatts should be in the opposite direction as the change in frequency.
Frequency response with a more negative value indicates bettgroree than a frequency response that is less
negative or positive. For convenience of reporting and graphical representation, in this figquuréncy response is
expressed as an absolute value. All events analyzed in this report had a response in tipeiaigpdirection.

160The Primary Frequency Control Reliability Guideline can be found at the following location:
http://www.nerc.com/comm/OC/Reliability%20Guideline%20DL/Primary Frequency Control_final.pdf
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Figure E.2: Criteria for Calculating Value A and Value B

Frequency Response Arresting Period Performance

TableE2 through TableE5 compare the frequency event statistics for the four Interconnections with an emphasis
on performance during the arresting period as showrkigureE1L. It is important to understand that frequency
response is bidirectional with generating resources and loads capable of responding to frequency events that result
in either high or lowinterconnection frequencyr loss of load or loss of generation, respeely. However, the
predominate risk relevant to the arresting period of an event occurs during a low frequency event and results in the
activation ofUFLSelays that disconnect load from the system. As such the events analyzed in this section &8l be lo

of resource events only and will exclude loss of load events that result in high frequency.

In the 2016 operating year, a change in selection criteria was implemented that included frequency events with a
smaller MW loss if the event resulted in a stifint frequency deviation. The purpose of this change was to increase
the sample size of qualifying events in support of tests for statistical significance and to capture frequency response
during a wider range of operating conditions.

Table E.2: Frequency Event Statistics for Eastern Interconnection

Total Mean Mean Mean Mean Mean Mean Lowest Lowest
Operating | Low Resource B-C Pt GUFLS Pt GUFLS
Value A | PtC Value B . . PtC .
Year Frequency | Loss (H2) (H2) (H2) Margin Margin (H2) Margin
Events (MW) (Hz) (mHz) (mHz)
2013 32 1,157 | 60.000| 59.950| 59.948 -0.001 0.450| 59.909 0.409
2014 34 1,212 | 59.995| 59.947| 59.948 0.001 0.447| 59.910 0.410
2015 36 1,103 | 59.996| 59.948| 59.950 0.002 0.448| 59.928 0.428
2016 61 938 | 59.999| 59.956| 59.959 0.003 0.456| 59.930 0.430
2017 79 851 | 60.003| 59.959| 59.963 0.004 0.459| 59.935 0.435
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The following are observations fromableE2:

The mean Point C frequencies have increased each year since 2014.

The lowest Point C to UFLS margin has increased each year singes@fijesting improvement in the
arresting period.

For al years studied the lowest Point C to UFLS margin was above 4Q@uggesting reduced risk during
the arresting period.

Statistical analysis indicates thaiver the 20182017 operating yearsthe El had an improving mean
frequency response trend during the arresting period that was highly statistically significant (slof#6= 8E
p-value = 1.804B8, Average Annual Increase = 2.93 mHz).

Table E.3: Frequency Event Statistics for Texas Interconnection

-Il_-g\f | Mean Mean Mean Mean Mean Mean Lowest Lowest
Operating Resource B-C Pt GUFLS Pt GUFLS

Frequen Value A | PtC Value B : . PtC .
Year oy Loss (H2) (H2) (H2) Margin Margin (H2) Margin

Events (MW) (Hz) (Hz) (Hz)
2013 40 721 59.997| 59.836| 59.896 0.061 0.536| 59.732 0.432
2014 33 639 59.996| 59.850| 59.900 0.050 0.550| 59.744 0.444
2015 34 642 59.999| 59.866| 59.912 0.046 0.566| 59.728 0.428
2016 50 601 59.998| 59.868| 59.920 0.052 0.568| 59.704 0.404
2017 48 568 60.002| 59.876| 59.930 0.054 0.576| 59.733 0.433

The following are observations frofrableE 3:

1

The mean Point C frequencies and resulting Point C to UFLS margins have trended higher each year sinc
2013, suggesting improved overall primary frequency response in both the arrestiog.peri

The lowest Point C to UFLS margin was greater than 400 mHz for all years, stuggsssting reduced risk
during the arresting phase of frequency events.

Statistical analysis indicates thaiver the 20182017 operating yearsthe Tl had an improvingnean
frequency response trend during the arresting period that was highly statistically significant (slof#b= 3E

p-value = 3.026, Average Annual Increase = 9.53 mHz).

Table E.4: Frequency Event Statistics for Québec Interconnection

Total Mean Mean Mean Mean Mean Mean Lowest Lowest
Operating | Low Resource B-C Pt GUFLS Pt CUFLS
Value A| PtC Value B : : PtC .
Year Frequency| Loss (H2) (H2) (H2) Margin Margin (H2) Margin
Events (MW) (Hz) (Hz) (Hz)
2013 30 973 | 59.996| 59.395| 59.825 0.430 0.895| 58.868 0.368
2014 24 806 | 60.004| 59.413| 59.836 0.423 0.913| 58.986 0.486
2015 24 627 | 60.003| 59.555| 59.872 0.292 1.055| 59.273 0.773
2016 31 740| 59.998| 59.487| 59.859 0.372 0.977| 59.019 0.519
2017 33 532| 60.007| 59.592| 59.895 0.304 1.092| 59.362 0.862
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The following are observations frofrableE4:

1 Thelowest Point C to UFLS margin was greater than 400 mHz for all years except 2013 with the largest margir
of 862 mHz seen in 2013uggesting reduced risk during the arresting phase of frequency events.

9 Statistical analysis indicates thatver the 20182017 operating yearghe QI had an improving frequency
response trend during the arresting period that was highly statisticalhjfisignt (slope = 0.0001 -ypalue =

4.07E5, Average Annual Increase = 39.4 mHz).

Table E.5: Frequency Event Statistics for Western Interconnection

Total
: Low Mean Mean Mean Mean Mean Mean Lowest Lowest

Operating Frequen Resource Value A | PtC Value B B-C Pt CUFLS Pt C Pt CUFLS
Year oy q Loss (H2) (H2) (H2) Margin Margin (H2) Margin

Events (MW) (Hz) (Hz) (Hz)
2013 13 945| 59.993| 59.887| 59.924 0.037 0.387| 59.843 0.343
2014 17 1095| 60.001| 59.880| 59.917 0.036 0.380| 59.671 0.171
2015 21 846| 59.998| 59.903| 59.934 0.032 0.403| 59.845 0.345
2016 47 734 60.008| 59.918| 59.956 0.037 0.418| 59.819 0.319
2017 38 1067| 60.001| 59.887| 59.939 0.052 0.387| 59.697 0.197

The following are observations frofrableE5:

9 After trending higher in previous yearthe mean Point C frequencies were lower in 20d/hich could
suggest increased risk during thgesting period of an eventhis could also be due to a significant increase
in mean resource loss in 2017.

1 For frequency events in the 2017 operating year, the lowest Point C frequency was above #tegitdELS
setting of 59.5 Hz by 197 mHghichis the smallest margin since a frequency event margin of 171 mHz in
2014. The resource MW loss for these two events were 2685 MW and 2826 MW, respectively, more than
double the mean resource MW loss for each year and close to the Resource ContingencljdprGidteria
of 2740 MW defined in the 201Rrequency Response Initiative Rep®his suggests increased risk during
the arresting period of frequency events. It should be noted that the WI IFRM performance was above its
IFRO for both events where thdUS margins were below 200 mHz.

1 Statistical analysis indicates thaiver the 20182017 operating yearshe WI mean frequency response
trend during the arresting period was neither statistically improving nor declining (slope = 0.0628ep=
0.2663).

Frequency Response Stabilizing Period Performance

Interconnection Frequency Response: Time Trends

The time trend analysis uses th@erconnection frequency response datasets for the 2(P(BL7 operating years. In

this section, performance of frequency response measured in the stabilizing period and its changes in time are studied
by investigating relationships between frequency resgodsta and the explanatory variabtene.'®! Figure E3

through Figure E6 show theInterconnection frequency response scatter plots withreedir regression line that

161 That isfrequency responsé considered to be a stochastic procésxjuency respons€T), where T changes from December 1, 2012 to
November 30, 2017, and changesfrefquency resporns(T) are studied, quantifiednd statistically analyzed. Observations of this stochastic
process are assumed to be independent because the frequency events are typically separated by a significant time intgrad @tiah.
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represents changes of the mean frequency response and a quantile regression line that represents changes in the
median frequency response. A significance of a linear or quantile regression is tested at the significance @5.el of 0.
The 95 percent confidence interval for slopes of both trend lines are shown as shaded areas. For each
Interconnection, general trends for mean and median frequency response are simitatheir rates of change
represented by a slope of the trend limean be different.

It is important to note that there is a difference between the measured frequency response for a given event and the
amount of response that was actually available at the time of the event. Measured response (IFRM) varies depending
on starting frequency as well as the size of the resource loss. The amount of frequency response delivered is alsc
dependent on the amount of frequency responsive reserves available idnteeconnection, sometimes called
headroom, and the magnitude of tHeequency deviation outside of the governor dead band settings

Eastern Interconnection
In theEl a linear regression line (a trend line for the méaguency responsgeand a quantile regression line (a trend

line for the medianfrequency responsge shawn in FigureE3, both have negative slopes. However, the negative
slopes are not statistically significant because the statistical test on significance of each regression fails to reject the
null hypothesisabout zero slope at a standard significance level (fet Mean pvalue=0.34 and for M median p
value=0.85). These results imply that it is very likely that the negative slopes may have occurred simply by chance. I
leads to the inference that, on avera@nd on median, th&lfrequency respons@as been neither increasing nor
decreasing significantly from 2042017
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Figure E.3: Eastern Interconnection Frequency Response Scatter Plot and Time Trend Lines
for Mean and Median  Frequency Response 201371 2017

Texas Interconnection

In the T, a linear regression line (a trend line for the mé&amuency respongeand a quantile regression line (a trend
line for the mediarfrequency responseg shown inFigureE4, both have positive slopes. The slope 0.000000&e
trend line for mean is statistically significant\(plue=0.033), and it is unlikely that the increasing trend for the mean
may have occurred simply by chance. On average Ttifieequency responsgrew from 20182017 at the annual
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rate of 25.86 MWO.1 Hz. On the other hand, the slope of the trend line for the median is not significant because the
statistical test on significance of quantile regression fails to reject the null hypothesis about zero slope at a standard
significance level (palue=0.@). It leads to the inference that from 2042017, theTIfrequency responshas been
increasing as measured by the mean and has been steady as measured by the median.
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Figure E.4: Texas Interconnection Frequency Response Scatter Plot and Time Trend Lines for
Mean and Median Frequency Response 2013 i 2017

Québec Interconnection
In the QI, a linear regression line (a trend line for the mdequercy responsgand a quantile regression line (a

trend line for the mediarfrequency responge shown inFigure E5, both have positive slopes. However, these
positive slopes are not statistically significant because the statistical test on significance of each regression fails to
reject the null hypothesis about zero slope at a standard significance level {domkanp-value=0.22 and for M

median pvalue=0.59). These results imply that it is very likely that the increasing trends may have occurred simply
by chance. It leads to the conclusion that, on average and on mediaQltihequency responséas been neither
increasing nor decreasing significantly from 2€AGL7.
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Figure E.5: Québec Interconnection Frequency Response Scatter Plot and Time Trend Lines
for Mean and Median  Frequency Response 201371 2017

Western Interconnection

In the WI, a linear regression line (a trend line for the mdeagquency respongeand a quantile regression line (a
trend line for the mediarirequency responsg shown inFigureE6, both have positive slopes. The slope 0.00000425
of the trend line for mean is highly statistically significanvgue=0.003). Even though an upper extreme outlier for
the September 22017 event withfrequency response6645 MW/0.1Hz affects the mean, a slope of the trend line
for the mean of the dataset with this outlier removed would still be statistically significantly positixadi(@=0.006).

It should be noted that the September 20emt occurred in the early morning hours on a day when significant
amounts of solaPVgeneration resources were increasing in output; this likely being a contributing factor in the high
frequency response performance for that event. These results implyitiehighly unlikely that the positive slope

for the mean may have occurred simply by chance. On averag&/ltfrequency responsgrew from 20182017 at

the annual rate of 134.0 MW/0.1 Hz. On the other hand, the statistical test on significancentifejtegression fails

to reject the null hypothesis about zero slope at a standard significance levaly@=0.08). It leads to the inference
that from 20132017, theWlfrequency responsbas been increasing as measured by the mean and has been neither
increasing nor decreasing as measured by the median.
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Figure E.6: Western Interconnection Frequency Response Scatter Plot and Time Trend Lines
for Mean and Median  Frequency Response 201371 2017

Interconnection Frequency Response: Year -Over -Year Changes

The analyses of changes by year useltiberconnectionfrequency responsédatasets for the 201017 operating
years. The sample statistiese listed by year ifable E6 through Table E9. The last column lists the number of
frequency responsevents that fell below the absolute IFR®.

FigureE7 through FigureE 10 show the box and whisker plots of the annual distribution of i@l SND2 yy SO .
frequency responseThe boxes enclose the interquartile range with the lower edge at the first (lower) quartile and
the upper edge at the third (upper) quartile. The horizontal line drawn thraadiox is the second quartile or the
median. The lower whisker is a line from tfiest quartile to the smallest data point within 1.5 interquartile ranges

from the first quartile. The upper whisker is a line from the third quartile to the largest data point within 1.5
interquartile ranges from the third quartile. The data points begdhe whiskers represent outliers, or data points

more than or less than 1.5 times the upper and lower quartiles, respectively. The diamonds represent the mean.

Next, to statistically compare parameters of the annual distributions of the frequency resjietes] inTableE6 to
TableE9Z ! bh+! Q4 CAAKSNRA [ S| & -est vercdugeiicfahalyreallipaibise EraMgeslhy O S
the meanfrequency responseghe ManrWhitney and Wilcoxon test was used to compare annual medians, and the
tests on the homogeneity of variances to analyze changes in variance (thus, in the standard dé¢tation).

In the 2016 operating year, a change in selection criteria was implemented that included frequency events with a
smaller MW loss if the event resulted in a sufficient frequency deviation. Note that this change resulted in a larger
sample of events for alhterconnections as compared to previous years. Due to this change, results of the statistical

162The Information Filingst FERC can be found at the following locatfgtp://www.nerc.com/FilingsOrders/us/NERC Filings to FERC
DL/Final _lio_Filing Freq Resp_Annual Report 03202015.pdf
163 All tests at the significance level 0.05.
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tests should be taken with caution as any detected statistically significant difference howearear performance
can be partially due to the criteria modification

Eastern Interconnection
TableE6 andFigureE7 illustrate9 Ly@a&to-year changes in the annual average and median frequency response as
well as in its variability. There were no frequency events fwehuency responsbelow IFRO in 20£2017.

Table E.6: Descriptive Statistics for Eastern Interconnection Frequency Response
Number of
Number | Mean SIS
Operating Standard . - : IFRO for| Frequency
of Frequency. o Median | Minimum | Maximum
Year (OY) Deviation the OY | Response
Events | Response
Below the
IFRO
;817& 244 2,397 714 2,300 1,043 4536 N/A 0
2013 32 2,239 384 2,201 1,707 3,264 1,002 0
2014 34 2,640 627 2,620 1,300 4,304 1,014 0
2015 36 2,480 577 2,372 1,636 3,997 1,014 0
2016 61 2,483 767 2,369 1,253 4,307 1,015 0
2017 81 2,257 823 2,143 1,043 4,536 1,015 0

FigureE7 shows the box plots of the annual distribution of the Easfeeguency response
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Figure E.7: Box Plots of Eastern Interconnection Frequency Response Distribution by
Operating Year 2013 i 2017
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The 2017 requency responsevents comprised the largest dataset with the greatest variability over the five years
This igndicated by the standard deation, the minimum and the maximum valyesxda wider spread of values in a
scatter plot shown irFigureE3. The 2017 variance was statistically significantly larger than in 2013 and 2015. The
meanfrequency responsand the mediarfrequency responsén 2017 were statistically similar to all other years

except 2014, which was the best year from 2¢A317.

Texas Interconnection
TableE7 andFigureES8illustrate ¢ Ly@a&to-year changes in the annual average and methiaguency responsas
well as in its variability. Over the five years, there was one frequency eventregthency responseelow IFRO (in

2015).

Table E.7: Descriptive Statistics for Texas Interconnection

Frequency Response

Number of
Number | Mean Events with
Operating Standard . - . IFRO for | Frequency
of Frequency o Median | Minimum | Maximum
Year (OY) Deviation the OY | Response
Events | Response
Below the
IFRO
20132017 206 782 263 733 404 2,304 N/A 1
2013 40 752 218 705 407 1,354 286 0
2014 33 727 246 720 426 1,628 413 0
2015 34 756 197 722 469 1,316 471 1
2016 50 807 316 752 404 2,304 381 0
2017 49 835 283 764 491 2,041 381 0

FigureE8 shows the box plots of the annual distribution of the Tefkaguency response

NERC [Stateof Reliability 2018 June 2018

124




Appendi E Frequency Response Statistics and Essential Reliability Services

o125

200 o 160
O BE e
1500
Q
-1
! a
= © 103 o
Q o o S
s]
8
1000 T —" -
o <
2, & <@
- | T 4 T 4
2013 2014 2015 2016 2007
Cperating Year

Figure E.8: Box Plots of Texas Frequency Response Distribution by Operating Year 2013 T
2017

There were no significant changes in the mean and the mddiguency responsef the annual distributions from

2013 to 2017 operating years, with the 2017 mean and median being numerically largest ones over the five years.
The variances in 2016 and 2017 were two highest partly due to the extreme upper outliers seen in a bagyiet (

E8) and in a scatter plotHigureE4).

Québec Interconnection
TableE8 andFigureE9 illustratev L yedrto year changes in the average and mediaguency responsas well
as in its variability. There were no frequency events Witiquency responseelow IFRO in 20%2017.

Table E.8: Descriptive Statistics for Québec Interconnection Frequency Response

Number of
events with
Operating | Number Mean Standard : - . AL Frequency
Frequency o Median | Minimum | Maximum | for the
Year (OY) | of Events Deviation Response
Response oY
below the
IFRO
20132017 217 648 435 558 221 4,355| N/A 0
2013 35 624 188 596 389 1,228 179 0
2014 33 555 236 469 288 1,231 180 0
2015 29 586 190 532 320 1,167 183 0
2016 47 616 248 538 336 1,900 179 0
2017 73 748 676 599 221 4,355 179 0

NERC [Stateof Reliability 2018 June 2018
125



Appendix E Frequency Response Statistics and Essential Reliability Services

FigureE9 shows the box plots of the annual distribution of tQéfrequency response
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Figure E.9: Box Plots of Québec Interconnection Frequency Response Distribution by
Operating Year 2013 12017

The 2017 requency responsevents comprised the largest dataset with the greatest variability over the five .years
This igndicated by the standard deviation, minimum and maximum valaada wider spread of values in a scatter
plot (FigureE5). The 2017 variance was statistically significantly highest over the five years. Thdrewancy
responseand the mediarirequency responsi 2017 were numerically largest than &t other years and statistically
larger than the 2014 mean and median, respectively.

Western Interconnection
TableE9 lists the average and medidrequency responsas well as in its variability. Over the five years, there were
two frequency events witfrequency responsbelow IFRO (in 2013 and 2014).

Table E.9: Descriptive Statistics for Western Interconnection

Frequency Response

Number of
Number | Mean SISl
Operating Standard : - . IFRO for | Frequency
of Frequency o Median | Minimum | Maximum
Year (OY) Deviation the OY Response
Events | Response
Below the
IFRO
201352017 139 1,556 697 1,400 822 6,645 N/A 2
2013 13 1,374 251 1,463 822 1,645 840 1
2014 17 1,295 235 1,266 905 1,743 949 1
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Table E.9: Descriptive Statistics for Western Interconnection

Frequency Response

Number of
Number | Mean Sl
Operating Standard : - . IFRO for | Frequency
of Frequency o Median | Minimum | Maximum
Year (OY) Deviation the OY Response
Events | Response
Below the
IFRO
2015 21 1,361 269 1,349 1,008 2,099 906 0
2016 47 1,545 673 1,400 902 4,368 858 0
2017 41 1,836 968 1,539 870 6,645 858 0
FigureE10 shows the box plots of the annual distribution of té frequency response
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Figure E.10: Box Plots of Western Interconnection Frequency Response Distribution by
Operating Year 2013 i 2017

The 2017 requency responsevents comprised the largest dataset with the greatest variability over the five years
This igndicated by the standard deviation, the minimum and the maxinwatnes anda wider spread of values in a
scatter plot FigureE6) and the box plotsKigureE10). The 2017 variance was statisticaligrsficantly larger than in

2014, 2015and 2016 (the 2013 data set is too small for a valid statistical inference). Thefragaancy response

and the mediarfrequency responsen 2017 were statistically similar to 2016 and significantly greater th&91ma

and 2015. It leads to an observation that 2017 was the best performance year from213 It should be noted

that the upper outlier event in 2017 occurred in the early morning hours on a day when significant amounts of solar
photovoltaic generatiomesources were increasing output; this likely being a contributing factor in the high frequency
response performance for that event.
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Interconnection Frequency Response: Analysis of Distribution

Eastern Interconnection

FigureE11 shows the histogram of thElfrequency responséor the 20132017 operating years based on the 244
observations of M4, This is a righdkewed distribution withthe median of 2,300 MW/0.1 Hz, the mean of 2,397
MW/0.1 Hz, and the standard deviation of 714 MW/0.1 Hz.
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Figure E.11: Histogram of the Eastern Interconnection Frequency Response 2013 12017

The Kolmogorossmirnov, Cramevon Mises, and Andersebarling Goodnessf-Fit tests showed that a lognormal
distribution can be a very good approximation for thdrEtjuency responsdistribution for the fiveyears (pvalues
are greater than 0.50, 0.2and 0.50, respectively).

The parameters of this lognormal distribution are as follows: the threshel®3.3, the scale = 7.8, and the shape =
0.28. The probability density function of the fitted distributies shown irFigureE11as a curve.

Texas Interconnection
FigureE12 shows the histogram of th&lfrequency responséor the 20132017 operating years based on the 206

observations of M4. This is a rigkskewed distribution with the median of 733 MW/0.1 Hz, the mean of 782 MW/0.1
Hz and the $andard deviation of 263 MW/0.1 Hz.
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Figure E.12: Histogram of the Texas Interconnection Frequency Response 2013 12017

KolmogorovSmirnov, Cramevon Mises, and AnderseDarling Goodnessf-Fit testswere carried oufor standard
distributions but theyfound no good fit for the Texdeequency responsdata. Additional @Q analysis showed that
a poor fit to the closest lgnormal distribution is due to the upper outliers in 2016 and 2017 seéigimeE4 and

FigureES.
Québec Interconnection
FigureE13 shows the histogram of th@®Ifrequency responsfor the 20132017 operating years based on the 217

observations of M4. This is a righskewed distribution with the median of 558 MW/0.1 Hz, the mean of 648 MW/0.1
Hz, and the standard deviation of 435 MW/0.1 Hz.
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Figure E.13: Histogram of the  Québec Interconnection Frequency Response 2013 12017
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KolmogorovSmirnov, Cramevon Mises, and AnderseDarling Goodnessf-Fit testswere carried oufor standard
distributions but they found no good fit for the Québeftequency responseéata. Additional @ analysis showed
that a poor fit to the closest lognormal distribution is due to the extreme upper outliers in 2017 séeyuireES
and FigureE9.

Western Interconnection

FigureE14 shows the histogram of th@/l frequency responsér the 2013;2017 operating years based on the 139
observations of MA. This is a rightkewed distribution with the median of 1400 MW/0.1 Hz, the mean of 1556
MW/0.1 Hz, and the standard deviation of 697 MW/0.1 Hz.
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Figure E.14: Histogram oft he Western Interconnection Frequency Response 2013 12017

KolmogorovSmirnov, Cramevon Mises, and AnderseBDarling Goodnessf-Fit testswere carried ouffor standard
distributions but theyfound no good fit for the Wirequency responsdata. Additional @ analysis showed that a
poor fit to the closest lognormal distribution is due to the four upper outliers in 2016 and 2017 seguirE6 and
FigureE10.

Explanatory Variables for Frequency Response and Multiple Regression

Explanatory Variables

The goal of this section te evaluate and quantify how specific indicators could be tied to severity of frequency
deviation events. In theState of Reliability2016'%* a set of explanatory variables that might affect the
Interconnectionfrequency responsecluded 10 variables. In 2017, the renewable generasadded by source for
allInterconnections except thEl The selected variables are neither exhaustive norese uncorrelated, and some
pairs are strongly correlated; however, all are includsctandidates to avoid the loss of an important contributor to
the frequency responseariability. First, the frequency response and explanatory variables are tested for a significant

164 TheState of Reliability 2016an be found at the following location:
https://www.nerc.com/pa/RAPA/PA/Performance%20Analysis%20DL/2016_SOR_Report Final_v1.pdf
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correlation (positive or negative); if a significant correlation isnfhunumerical estimates are provided of the
explanatory variable impact to th&equency responseThen a multiple (i.e., multivariate) regression model,
describing the frequency response with these explanatory variables as regressors, is built fimtezacnnection.

Model selection methods help ensure the removal of highly correlated regressors and run multicollinearity
diagnostics (variance inflation diagnostics) for a multiple regression model selected. The explanatory variables
included in this studgre as follows:

Time A moment in time (year, month, day, hour, minute, second) whireguency responsevent happened. Time
is measured in seconds elapsed between midnight of January 1, 1960 (the time origin for the date format in SAS), anc
the time o a correspondindrequency responsevent. This is used to determine time trends over the study period.

Winter (Indicator Function) Defined as one fofrequency responsevents that occur from December through
February, and zero otherwise.

Spring (Indcator Function) Defined as one fdrequency responsevents that occur from March through May, and
zero otherwise.

Summer (Indicator Function)Defined as one fdirequency responsevents that occur from June througfugust,
and zero otherwise.

Fall (Indicator Function)Defined as one fofrequency responsesvents that occur from September through
November, and zero otherwise.

On-peak Hours (Indicator Functioripefined as one fofrequency responsevents that occurred during epeak

hours, aml zero otherwise. Oipeak hours are designated as follows: Monday to Saturday fromq2200 (Central
Prevailing Time for El, @hdQI; Pacific Prevailing Time for MIE Of dzZRAy 3 &AE K2f ARIF&&Y b$
Independence Day, Labor Day, fiksgiving Day, and Christmas Day.

Predisturbance Frequency:Aalue A as shown FigureE1 (measured in Hz).

Margin = GUFLS Difference between an event nadir, Poin{a shown inFigureE1) and the UFLS for a given
Interconnection. Measured in Hz. The UFLS values are listebiaE 10.

Table E.10: Underfrequency Load Shed

Interconnection | Highest UFLS Trip Frequend
Eastern 59.5 Hz
Texas 59.3 Hz
Québec 58.5 Hz
Western 59.5 Hz

Interconnection Load LeveMeasured in megawatts.

Interconnection LoadChange by HourDifference betweerinterconnection load at the end of the hour and at the
beginning of the hour during which the frequency event occurred. Measured in megawatts.

Renewable Generation by Typ&exas provided the 2082017 hourly data for wd generation resources. Note that
wind is the only significant renewabiesource in Texas with the average hourly generation of ab@@Q@3MW in
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2015 (for comparison, solar generation is still less than 200 MW total installed capacity and hydrogéeetration
is even smaller).

TheQlprovided the 20182017 hourly data for wind generation resources.

WECC provided the 2042016 hourly data for renewable generation output levels in the WI by generation type
(Hydro, Wind, and Solar).

Data SetsWhile the time trend analysis for M is based on the most recent five years of fregquency response

data, the multivariate analyses with the explanatory variables require large data sets and use the data for the 2012
2017 operating years when available. Sodatasets (Interconnection load for the EI and the WI, Wind Load for Texas
and the WI, Hydro and Solar resources) are not available for theaixange for the 20k2017 operating years. In

such cases, the correlation betwe@mquency responsand ths explanatory variable is calculated based on the
available data. Even complete si@ar data sets have insufficient sizes for a good explanatory and predictive model,
which requires estimates of big number of parameters. An adequate model forle@ebonnection can only come

with an annual addition of th&requency responsdata sets.

Summary of Correlation Analysis

The results of the correlation and a single regression analysigdrgonnection are shown ifiableE14, TableE 18,
TableE22, and TableE26 and explained in details in the respective sections below. The eafolignvariables are

NI} yY]1SR FNRY KAIKS&G tSINaA2yQa O2STFTFAOASYG 2F RSGSNYJ
power of an explanatory variable for the frequency response. Summalnye E11 lists the ranks of statistically
significant®® variables for frequency response in ealctterconnection. InTableE11> (G KS at 2aAGA DS
adFdAradaAaortte AaA3AYATAOLY(H LRAAGADGS O2NNBf I GA2Y I abs.
dash indicates no statistically significant linear relation. Fomgte, 4 (positive)for the El Interconnection load
means that the load rarddforth6 & A G&a SELIX I yI G2NB LR 6SNI 0YSI adzNBR 0 &
frequency responseand there is a statistically signific#ipositive correlation between the El Interconnection load
andfrequency responséhe higher load the bettefrequency response

Table E.11: Explanatory Variables: Ranking and Significance of Correlation
Explanatory Variable Eastern Texas Québec Western
Time - 2 (positive) | - 2 (positive)
Winter - - 3 (positive) | -

Spring 3 (negative) | - 5 (positive) | -

Summer 5 (positive) 4 (negative) | -

Fall - - 6 (negative) | -
Predisturbancdrequency AHz) 1 (negative) | 1 (negative) | - 1 (negative)
Margin=CUFLS (Hz) 2 (negative) | 4 (negative) | 1 (positive) | -

OnPeak Hours - - - 3 (positive)
Interconnection Load 4 (positive) | 5 (positive) | 2 (positive) | -

165 At the significance level 0.1.
166 At the significance level 0.1
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Table E.11: Explanatory Variables: Ranking and Significance of Correlation

Explanatory Variable Eastern Texas Québec Western

Interconnection Load Change by

Hour

wind Load No data 3 (positive) | - -
Hydro Load No data No data No data -
Solar Load No data No data No data -

A statistically significant positive correlation between time &edjuency responseonfirms an increasing trend for

the meanfrequencyresponsein the Tland WI. Predisturbance Frequency has a statistically significant negative
impact tofrequency responsa all thelnterconnections excepthe QIt the higher A the lowefrequency response

Low frequency eventwith a starting frequency above 60 Hz (Value A) tend to have srradprency responssince

it is less likely that frequency will drop below the governor deadband setting. Interconnection load is significantly and
positively correlated witHrequency reponsein all Interconnections except th&/l. Amonglinterconnections with
renewable generation data available, Wind load in ERCOT positively and statistically significantly affect the respective
frequency response

Seasonal differences frequency respogeare found statistically significant in the El and the QI. It is noteworthy that
spring events have on average smallerquency responséhan other seasons in the El but greafeequency
responsethan other seasons in th®l. Summer events have on aage smallefrequency responsé¢han other
seasons in the QI but greatequency responsthan other seasons in the El.

Margin = QUFLS is statistically significantly correlated viidfyuency responsa the EI.TI, and QI; however, in the
QI the corrdation is positive (the highdviargin the highefrequency respongewhile in the El and@lIthe correlation
is hegative.

Other observations from the comparative analysidriigrconnection are as follows:

1 As expected with larger datasets, the statistisgnificance of the results and the explanatory power of
regressors improve. However, to build good explanatory and predictive models of frequency response with
multiple explanatory variables more years of data and possibly additional variables are needed

1 The majority of the events occurs during-peak hours, ranging from 61 percent of events in the WI to 68
percent in the QI.

1 In the El,a total of 47 percent of events start with Predisturbance Frequency A>60 Hz while the other
Interconnections majorityf events start with A>60 Hz (55 percentlirand the WI, and 57 percent in the

Ql).

1 Inthe WI 60 percent of thtequency responsevents occur when the Interconnection load level increases
while for the otherinterconnections these comprise about haffall events.

More details on the correlation analysis and multivariate models by Interconnection are provided in the following
information.

Eastern Interconnection.: Correlation Analysis and Multivariate Mode/
Descriptive statistics for the 10 explanatory variables andlfrequency responsare listed inTableE12 (numerical
variables) and ableE 13 (categorical variables). A statistical significance of a differeniteqnency responsa the
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last column offableE13 (e.g, betweenfrequency responsef winter events and nowwinter events) is drawn from

the t-test.1¢”

Table E.12: Numerical Explanatory Variables for Eastern Interconnection

Variable N Mean Star_ldgrd Median | Minimum | Maximum
Deviation

Time 254 N/A N/A N/A 12/1/2012 | 11/30/2017
'(ﬁi;j'swrba”"ﬂeq”e”cy A 254|  60.00 0.01| 60.00 59.97 60.03
Margin =GUFLS (Hz) 254 0.45 0.01 0.45 0.41 0.49
Interconnection Load (MW) 173 | 345,137 66,714| 331,998 222,968 512,504
Load Change by Hour (MW) 173 234 10,577 547 -33,129 28611
Frequency Response 254 2393 701 2,291 1,043 4,536

Table E.13: Categorical Explanatory Variables for Eastern Interconnection

Frequency Response

Total Mean Mean Is Difference in
Number | Number of | Percent of | Frequency | Frequency | Frequency
Variable of Events Events Response | Response | Response
Frequency| with with for Bvents | for Bvents | Between 1 and O
Response | Indicator 1 | Indicator 1 | with with Statistically
BEvents Indicator 1 | Indicator O | Significant?6®
Winter 254 62 24% 2,460 2,371 No
Spring 254 72 28% 2,189 2,474 Yes
Summer 254 55 22% 2,593 2,338 Yes
Fall 254 65 26% 2,386 2,395 No
OnPeak 254 164 65% 2,400 2,381 No
Hours

Interconnection load andnhterconnection load change by hour data are available for the fig@uency response

events that occurred from 202016 calendar years. Other data are available for all 254 events.

The correlation and a single regression analysis result in the hierarchy of the explanatory variableB foequency
responseas shown infableE14. The table lists walues of the test on the significance of correlation between each
explanatory variable anffequency responsdf pvalue is smallethan 0.1, the correlation is statistically significant
at the 0.1 significance level. For such a variable, the value of a coefficient of determinéimoth&® last column
indicates the percentage in variability of tifieequency responselata that can beexplained by variability of this
explanatory variable. Note that for categorical variablesgfue of the correlation between their indicator function
andfrequency responses the same as-palue of the pooled test used to populate the last columialbleE13.

167 Pooled or Satterthwaite-test a the significance level 0.1
168 At the significance level 0.1
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Table E.14: Correlation and Regression Analysis for Eastern

Interconnection  Frequency Response

Correlation
Explanatory Variable \II:V:;hquency P-Value g:g(rllgfi?rtli)slggcally
Response
Predisturbancdvequency A (Hz) -0.55 <.0001 30.7%
Margin =GUFLS (Hz) -0.33 <.0001 10.8%
Spring -0.18 0.003 3.4%
InterconnectionLoad (MW) 0.17 0.023 3.0%
Summer 0.15 0.017 2.3%
Winter 0.05 0.390 N/A
Load Change by Hour (MW) 0.05 0.488 N/A
Time -0.04 0.514 N/A
On-Peak Hours 0.01 0.841 N/A
Fall -0.01 0.925 N/A

Out of the10 explanatory variables, five have a statistically significant correlation witletfrequency response
Predisturbance Frequency A has the strongest correlation with and the greatest explanatory power (30.7 percent)
for the frequency responsePredisturbace Frequency and Margin are negatively correlated viidguency
response Thus, events with higher A tend to have smaller expeitegfiency responseon average, the El frequency
response decreases by 382 MW/0.1 Hz as A increases by 10 mHz. Siméatk/wéth larger Margin (and therefore
higher nadir C) tend to have statistically significantly smaller expdotegiency responseon averagefrequency
responsedecreases by 193 MW/0.1 Hz as Margin increases by 10 mHz. Note that A and Margin atepestdent
variables: there is a statistically significant positive correlation of 0.70 between theral{p of the test of the
significance of correlation <0.0001).

Next, Interconnection load anfilequency responsare positively (and statistically sifjoantly) correlated: events
happened with higher Interconnection load tend to have better response. On averagéretiigency response
increases by 16 MW/0.1 Hz when Interconnection load increases by 10,000 MW.

As reflected inTable E13 and Table E14, spring events in the El have statistically significantly |dnesuercy
responsehan other events with respective average frequency respons@sl8® MW/0.1 Hzand 2474MW/0.1 Hz
(shown inTableE13). In contrat, sunmer events have statistically significantly betiequency responsthan other
events with respective average frequency responses583MW/0.1 Hzand 2338 MW/0.1 Hz.

The sum of the coefficients of determination in the last columable E14 (for the explanatory variables that
statistically significantly correlate witliequency respongeequals 50.1 percent. However, it doest meean that
together variability in these five regressors explains more than a half of variability in firegE&ncy response
because these variables are collinear (not mutually independeiot) example, A and Margin are highly correlated,
as mentioned bove. The best multivariate model for thefilquency responsdescribed below has the explanatory
power (the adjusted coefficient of determination) of 33.7 percent.

169 At the significance level 0.1
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Multivariate model selection, performed by the stepse selection and the forward sekon algorithms, results in
a multiple regression model that connects the 2§2@17Elfrequency respons&ith Predisturbance Frequency A
and Indicator of springvents(the other variables are not selected or are eliminated by the algoritifig)he
modeQd O2STFAOARSMEES I NBE f AaGSR Ay

Table E.15: Coefficients of Multiple Model for Eastern Interconnection

Frequency Response

Parameter| Standard VELTEIEE
Variable DF : t-value | p-value | Inflation
Estimate | Error
Value
Intercept 1 2,058741| 189304| 10.88 | <.0001 | 0.00
Spring 1 -291.2 79.5(-3.67 0.0003 | 1.00006
Predisturbancdvequency A (Hz) | 1 -34,271 3,155( -10.86 | <.0001 | 1.00006

The adjusted coefficient of the multiple determination adjdR the model is 33.7 percent; the model is highly
statistically significant (prk®@nnnamo® ¢KS NIyYyR2Y SNNBN KF-a F TSN YSIy
Variance inflation factors for the regressors are very close to 1, which confirms an acceptable level of multicollinearity
that does not affect a general applicability the model. The parameter estimates, or the coefficients for the
regressors, indicate how change in a regressor value imfrjeency responseNote that the regressors in the

final model are not correlated:test confirms that the spring events andmsepring events have statistically similar

the expected Predisturbance frequency A and the variance of A.

A summary of the Fit Diagnostics, including quastblguantile and Influence diagnostics as well as residual analyses,
is provided irFigureE15.

170Regressors in the final model haveglues not exceeding 0.1
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Figure E.15: Fit Diagnostics for Multiple Model of the Eastern Interconnection Frequency
Response 2012 12017

Texas. Correlation Analysis and Multivariate Mode/

Descriptive statistics for the 11 explanatory variables andifrequency responsare listed infableE 16 (humerical
variables) and’ableE 17 (categorical variables). A statistical significance of a differeniteqnency responsa the
last column ofTfableE17 (e.g, betweenfrequency responsef winter events and nomvinter events) is drawn from
the t-test!’®

Table E.16: Numerical Explanatory Variables for Texas Interconnection

Variable N Mean Staqdqrd Median | Minimum | Maximum
Deviation

Time 252 N/A N/A N/A 12/1/2012 | 11/30/2017

zj‘;;j'swrba”caeq”e”cy A 252 | 60.00 0.02| 60.00 59.94 60.03

Margin =GUFLS (Hz) 250 0.55 0.05 0.56 0.41 0.63

1"1Pooled or Satterthwaite-test at the significance level 0.1
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Table E.16: Numerical Explanatory Variables for Texas Interconnection

Variable N Mean Stangrd Median | Minimum | Maximum
Deviation

Interconnection Load (MW) 252 | 42,661 10509| 40430 23,905 67,209

Load Change by Hour (MW) | 252 89 1,731 13 -4,937 4,601

Wind Resources 252 4,354 3,062 3,491 81 15,080

Frequency Response 252 742 259 701 337 2,304

Table E.17: Categorical Explanatory Variables for Texas Interconnection Frequency
Response
Total Mean Mean Is Difference in
Number | Number of | Percent of | Frequency | Frequency | Frequency
Variable of Events Events Response | Response | Response
Frequency| with with for Events | for Bvents | Between 1 and O
Response | Indicator 1 | Indicator 1 | with with Statistically
BEvents Indicator 1 | Indicator O | Sgnificant?'’2
Winter 252 45 18% 690 753 No
Spring 252 70 28% 702 757 No
Summer 252 77 31% 781 724 No
Fall 252 60 24% 776 731 No
On-Peak 252 164|  65% 738 748 No
Hours

172 At the significance level 0.1

For all variables except Margin (loss of load events are excluded), theadatavailable for the 25&equency
responsesvents that occurred from 2052017 operating years.

The correlation and a singlegression analysis result in the hierarchy of the explanatory variables forlthe T
frequency responsare shown inTableE18. The table lists walues of the test on the significance of correlation
between each explanatory variable aricequency responself pvalue is smaller than 0.1, the correlation is
statisticallysignificant at the 0.1 significance level. For such a variable, the value of a coefficient of determifation R
in the last column indicates the percentage in variability of fiteguency responseélata that can be explained by
variability of this explanaty variable. Note that for categorical variablesygdue of the correlation between their
indicator function andrequency responsis the same as-palue of the pooled test used to populate the last column

of TableE17.
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Table E.18: Correlation and Regression Analysis for Texas

Interconnection  Frequency Response

Correlation
Explanatory Variable \II:V:;hquency P-Value gizg(rllgfit;\rtli)slically
Response
(P;i;jlsturbanceﬁequency A 037 <0001 13.6%
Time 0.33| <.0001 10.7%
Wind Resources 0.24| 0.0001 5.8%
Margin =QUFLS (Hz) 0.20| 0.002 3.9%
Interconnection Load (MW) 0.12 0.05 1.5%
Summer 0.10 0.107 N/A
Spring -0.10 0.13 N/A
Winter -0.09 0.14 N/A
Fall 0.07 0.24 N/A
Load Change by Hour (MW) -0.03 0.63 N/A
OnPeak Hours -0.02 0.76 N/A

Out of the 11 variables, five are statistically significantly correlated wihii€quency responsePredisturbance
Frequency A has the strongest correlation with and the greatest explanatory power (13.6 percent)ffeqtrency
response A andfrequency responsere negatively correlated (the higher A the smaller expediredjuency
respons@. On average, the frequency response decreases by 49.6 MW/0.1 Hz as A increases by 10 mHz. Similarl
events with larger Margin (and therefore higher nadir C) tend to have statistically significantly sineajlesncy
responseon averagefrequency responseéecreases by 10.7 MW/0.1 Hz as Margin increases by 10 mHz. Note that

A and Margin are not independent variabléisere is a statistically significant positive correlation of 0.34 between
them (pvalue of the test of the significance of therrelation <0.0001).

Time andfrequency responsare positively correlated; on average, frequency response improves in time. The
average rate of thérequency responseicrease over the 202017 operating years is 3.7 MW/0.1 Hz per month.

Next, wind esources andnterconnection load both are positively correlated wittequency responseit is
noteworthy that the correlation ofrequency responsgith Wind generation is stronger than with the overall load

(5.8 percent in the variability ofl frequeng/ responsein 2012;2017 can be explained by variability in its wind
generation resources compared with 1.5 percent for Interconnection load). On average, a wind resources increase of
1,000 MW corresponds to a frequency response increase of 20.4 MW/0.hilézan Interconnection load increase

of 1,000 MW corresponds to a frequency response increase of 3.0 MW/0.1 Hz. Note that both wind generation
resources andnterconnection load significantly grew over the 2Q2017 operating years.

Seasonal changes aglvas Orpeak hours and Load change by hour are not associated with significant changes in
frequency response

173 At the significance level 0.1
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The stepwise selection, the forward selection and the backward elimination algorithms result in a multiple regression
model that connects th&lfrequency responswith Time, Summer, Predisturbance Frequency A, Maagid Wind
resources (the other six variables are not selected or were eliminated as regre$sdisg. coefficients of the
multiple model are listed iffableE19.

Table E.19: Coefficients of Multiple Model for Texas Interconnection Frequency
Response
Variance
Variable DF Par_ameter SIEEEle T-Value | p-Value | Inflation
Estimate Error
Value
Intercept 1 266,282 42,467 6.27 <.0001 0.00
Time 1 | 0.00000191 0.00 7.49 <.0001 1.38
Summer 1 75.0 28.4 2.64 0.0087 1.07
Predisturbancdvequency A (Hz| 1 -4,468 709 -6.30 <.0001 1.15
Margin =GUFLS (Hz) 1 -1,595 320 -4.99 <.0001 1.39
Wind Resources 1 0.010 0.005 2.12 0.035 1.18

¢tKS Y2RStQa IR2dzaGSR 02 ST T AsBXSpgrienttiat isvrazinddal AdtoBntsRoSriofe NIy A
than 37 percent of th&@ Ifrequency responseariability); the model is highly statistically significant (p < 0.0001). The

NI YR2Y SNNBN KIFa | TSNR YSIyYy |yR K $e iglatiohLi3ctbrs fR$h@A | §
regressors do not exceed four, and this confirms an acceptable level of multicollinearity that does not affect a general
applicability of the model. The parameter estimates, or the coefficients for the regressors inthioatehange in a
regressor value impacfsequency response

A summary of the Fit Diagnostics, including quasiblguantile and Influence diagnostics as well as residual analyses,
is provided irFigureE 16.

174 Regressors in the final model havergues not exceeding 0.1.
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Figure E.16: Fit Diagnostics for Multiple Model of the Texas Interconnection Frequency
Response 20121 2017

Québec: Correlation Analysis and Multivariate Mode/

Descriptive statistics for the 11 explanatory variables and @idrequency responseare listed inTable E20
(numerical variables) and@lable E21 (categorical variables). A statistical significarof a difference irfrequency
responsdn the last column of ableE21 (e.g, betweenfrequency responsef winter events and nowwinter events)
is drawn from the test.”

Variable N Mean Stangrd Median | Minimum | Maximum
Deviation

Time 242 N/A N/A N/A 1/13/2012 | 11/8/2017

mgﬂswrbamﬂeq”e”cy Al 242| 60.00 0.02| 60.00 59.93 60.06

175Pooled or Satterthwaite-test at the significance level 0.1
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Table E.20: Numerical Explanatory Variables for Québec Interconnection

Frequency Response

Variable N Mean Staqda}rd Median | Minimum | Maximum
Deviation

Margin =GQUFLS (Hz) 161 0.98 0.19 1.03 0.29 1.25

Interconnection Load (MW)| 242 | 20,484 4,259 | 19,055 13,520 35,000

LoadChange by Hour (MW) 242 -27 708 -40 -2010 2,450

Wind Resources 215 962 708 857 8 3,013

Frequency Response 242 653 423 562 221 4,355

Table E.21: Categorical Explanatory Variables for Québec Interconnection

Frequency Response

Total Mean
Number | Number Percent of Frequenc Mean Is Difference in
of of BEvents | Bvents Res? onsey Frequency Frequency Response
Variable Frequen | with with for EF\)/ents Responsdor | Between 1 and O
cy Indicator | Indicator with Eventswith Statistically
Respons | 1 1 : Indicator 0 | Sgnificant?7®
e Bvents Indicator 1
Winter 242 30 12% 880 620 Yes
Spring 242 57 24% 771 616 Yes
Summer 242 95 39% 568 707 Yes
Fall 242 60 25% 560 683 Yes
(nglﬁgak 242 165 68% 640 681 No

176 At the significance level 0.1

The Wind generation hourly data are available for the 215 frequency response events that occurred frq@02013
Margin data are available for 161 events (loss of load events are excluded). Other data are available for all 242 events

The correlation and a singtegression analysis result in the hierarchy of the explanatory variables foQthe
frequency responsare shown inTableE22. The table lists fwalues of the test on the significance of correlation
between each explanatory variable aricequency responself pvalue is smaller than 0.1, the correlation is
statistially significant at the 0.1 significance level. For such a variable, the value of a coefficient of determihation R
in the last column indicates the percentage in variability of fiteguency responseéata that can be explained by
variability of this explaatory variable. Note that for categorical variablesyglue of the correlation between their
indicator function andrequency responses the same as-palue of the pooled test used to populate the last column

of TableE21.
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Table E.22: Correlation and Regression Analysis for Québec

Interconnection

Correlation
Explanatory Variable \II:V:;hquency P-Value gizg(r?;fi:lr:istically

Response
Margin =GUFLS (Hz) 0.32 <.0001 10.2%
Interconnection Load (MW) 0.26 <.0001 6.6%
Winter 0.20 0.002 4.1%
Summer -0.16 0.01 2.6%
Spring 0.16 0.02 2.4%
Fall -0.13 0.05 1.6%
Wind Resources 0.10 0.16 N/A
On-Peak Hours -0.05 0.48 N/A
Time 0.04 0.49 N/A
Predisturbancdvequency A (Hz) -0.04 0.51 N/A
Load Change by Hour (MW) 0.02 0.81 N/A

Six explanatory variables are statistically significantly correlatedfratiuency responseMargin has the strongest
correlation and the greatest explanatory power (10.2 percent) forftequency responseThe margin is positively
correlated withfrequency responseon average, a margin increase of 10 mHz corresponddramaency response
increase of 4.5 MW/0.1 Hz. Interconnection load level fiaduency responsare also positively correlated (i.e., the
higherInterconnection load is during a frequency response event, the higher expected frequency response value of
this event). On average,load increase of 1,000 MW corresponds to a frequency response increase of 25.5 MW/0.1
Hz.

All four seasons are statistically significantly correlated fughuency responseA comparison dfequency response

by season is summarizedTableE21. It is roteworthy that the QI winter events have the best expecfesjuency
responsemainly due to the fact that winter is the peak usage season inGhé/lore generator units are aline;
therefore, there is more inertia in the system, so it is more robust in responding to frequency changes in the winter
(the highly significant positive correlation between variables winter baterconnection load also edirms this).
Another observation is that only 12 percent of t@¢events have occurred in winter.

The remaining four variables do not have a statistically signifidimear relationship witifrequency response

The backward elimination algorithm nggs in a multiple regression model that connects Hrequency response
with Winter, Spring, PredisturbancErequency, and Margin (the other variables are not selected or were
eliminated)!’® The coefficients of the multiple model are listedTiable E23. Note that the model is based on 161
observations with defined Margin. Because of the highly significant correlation betfvegnency respnseand
Margin, exclusion of Margin from the list of candidate regressors does not lead to a better multiple model.

177 At the significance levél.1
178 Regressors in the final model havergues not exceeding 0.1.
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Table E.23: Coefficients of Multiple Model for Québec Interconnection Frequency
Response
Variance
Variable ois || PRIEMEET SERRENE | oy | 1P Inflation
Estimate | Error Value
Value
Intercept 1 234,613 64,215 3.65| 0.000 0
Winter 1 107 64 1.69| 0.094 1.059
Spring 1 99 58 1.71| 0.090 1.055
Predisturbancérequency A (Hz) 1 -3,908 1,070 -3.65| 0.000 1.003
Margin =GQUFLS (Hz) 1 444 115 3.85| 0.000 1.054
¢tKS Y2RSft Q& | R2adzaAGSR 02 ST T XR©O19%5 parcer (X9.50exterit Af L@ fequBnSyl S NJIY

responsevariability can be explained by the combined variability of these four parameters); the model is highly
aldldAradAoOrtte AAIAYATAOLIY(HD oLk ndnnnamud ¢KS NIFYYR2Y SN
Variance inflation factors for the geessors do not exceed 1.06, which confirms an acceptable level of
multicollinearity that does not affect a general applicability of the model. The parameter estimates, or the coefficients
for the regressors indicatdhow change in a regressor value impdcesjuency responseNote that Interconnection

load would not bring new information aboutequency responsealue to a high correlation Load with Winter;
therefore, this variable becomes redundant and eliminated fribra model. On the other hand, Predisturbance
Frequency and Margin (and, thus, A and nadir C) are not significantly correlated and both stay in the final model.

A summary of the Fit Diagnostics, including quastblguantile and Influence diagnostics as well as residual analyses,
is provided irFigureE17.
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Figure E.17: Fit Diagnostics for Multiple Model of the Québec Interconnection Frequency
Response 2012 i 2017

Western Interconnection. Correlation Analysis an d Multivariate Model

Descriptive statistics for the 13 explanatory variables and \iefrequency responseare listed inTable E24
(numerical variables) and@lable E25 (categorical variables). A statistical significarof a difference irfrequency
responseshown in the last column dfableE25 (e.g, betweenfrequency responsef winter events and nomvinter
eventss) is drawn from the-test.1”®

Table E.24: Numerical Explanatory Variables for Western Interconnection

Frequency Response

Variable N Mean Star?da_lrd Median | Minimum | Maximum
Deviation

Time 144 | N/A N/A N/A 12/1/2012 | 11/30/2017

Predisturbancdvequency A (Hz) | 144 | 60.00 0.02 60.00 59.96 60.05

179Pooled or Satterthwaite-test at the significance level 0.1
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Table E.24: Numerical Explanatory Variables for Western Interconnection

Frequency Response

Variable N Mean Star?da_lrd Median | Minimum | Maximum
Deviation

Margin =GUFLS (Hz) 141 0.40 0.05 041 0.17 0.46
Interconnection Load (MW) 103 | 95,983 18184 | 91,931 65,733 151,920
Load Change by Hour (MW) 103 620 3,650 827 -10,081 6,404
Wind Resources 98| 5,213 2,700 4,548 918 11,700
Hydro Resources 98 | 27,164 6,357 | 26,612 15,068 43,105
Solar Resources 98 | 18,440 32,746 2,001 0 106,616
Frequency Response 144 1551 687 1,390 822 6,645

Total Mean Mean Is Difference in
Number | Number of | Percent of | Frequency | Frequency | Frequency
Variable of Events Events Response | Response | Response
Frequency| with with for Events | for BEvents | Between 1 and O
Response | Indicator 1 | Indicator 1 | with with Statistically
Bvents Indicator 1 | Indicator O | Sgnificant?
Winter 144 24 17% 1,560 1,549 No
Spring 144 44 31% 1,516 1,566 No
Summer 144 42 29% 1,520 1,563 No
Fall 144 34 24% 1,627 1,527 No
OnPeak 144 88 61% 1,632 1,423 Yes
Hours

Interconnection load andhterconnection load change by hour data are available for the 103 frequency response
events that occurred during the 2042016 years. Renewable generation (Wind, Hydro, and Solar Load) is available
by source for the 2012018 events. Margin data are avdila for 141 events (loss of load events are excluded).

Other dataare available for all 144 events.

The correlation and a singlegression analysis result in the hierarchy of the explanatory variables fovhe
frequency responsshown inTableE26. The table listsalues of the test on the significance of correlation between
each explanatory variable arftequency responself the pvalue is smadé¢r than 0.1, the correlation is statistically
significant at the 0.1 significance level. For such a variable, the value of a coefficient of determifatitmeRast
column indicates the percentage in variability of frequency responsedata that carbe explained by variability of
this explanatory variable. Note that for categorical variablesajpe of the correlation between their indicator
function andfrequency responses the same as-palue of the pooled test used to populate the last columfi alble

E25.
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Table E.26: Correlation and Regression Analysis for Western

Interconnection for Frequency Response

Correlation
Explanatory Variable \II:V:tehquency P-Value zizg(r:];fi?r:;sut;ioca"y
Response
Predisturbancdvequency A (Hz) -0.37| <.0001 13.8%
Time 0.24 0.004 5.8%
On-Peak Hours 0.15 0.07 2.2%
Margin =QUFLS (Hz) -0.11 0.19 N/A
Interconnection Load (MW) 0.11 0.28 N/A
Solar Resources 0.10 0.32 N/A
Wind Resources -0.07 0.50 N/A
Fall 0.06 0.46 N/A
Load Change by Hour (MW) 0.06 0.54 N/A
Hydro Resources 0.05 0.60 N/A
Spring -0.03 0.69 N/A
Summer -0.03 0.73 N/A
Winter 0.01 0.94 N/A

Only three explanatory variables are statistically significantly correlated frd@tjuency responsePredisturbance
Frequency A has the strongest correlation with and the greatest explanatory power (13.8 percent)ffeqthency
response PredisturbanceFrequency A andrequency responseare statistically significantly and negatively
correlated; on average, frequenggsponse decreases by 14.8 MW/0.1 Hz as A increases by 10 mHz. Time and
frequency responsare positively correlated; on average, frequency response improves in time. The average rate of
the frequency responséncrease over the 20X2017 operating years 8.4 MW/0.1 Hz per month. GReak hour
events have a statistically bettérequency responsas shown irmableE25. The remainind.0variables do nohave

a statistically significatt! linear relationship witHrequency response

Even thoughsix explanatory variables have smaller data size than the others, their exclusion from a multiple
regression model do not improve the model (neither by increassgxplanatory power nor by reducing the error).
Using all 13 variables as input regressors, the-stise selection algorithm and the forward selection algorithm result

in a multiple regression model that connects W& frequency responswith Interconnection load and Time, Spring,
Predisturbance frequency, Margin, and Hydro resources (the other variables are not selected or were elirfihated).
The coefficients of the multiple model are listedliableE27. Note that the model is based only on 98 observations
with Hydro resources available.

180 At the significance level 0.1
181 At the significance level 0.1
182Regressors in the final model havergues not exceeding 0.1.
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Table E.27: Coefficients of Multiple Model for Western Interconnection Frequency
Response

Variance

Variable DF Par_ameter SIEMEEE T-Value | P-Value | Inflation
Estimate Error

Value
Intercept 1 1,028986 195,694 5.26| <.0001 0.00
Time 1 0.0000051| 0.0000016 3.22 0.002 1.62
Spring 1 198 101 1.97 0.052 1.06
Predisturbance 1 117,302 3275| 5.28| <.0001 1.42
Frequency A (Hz)
Margin =GUFLS (Hz) 1 3,111 1,485 2.09 0.039 1.52
Hydro Resources 1 0.0157 0.0085 1.85 0.067 1.45

The adjusted coefficient of the determinatiauj R of the model is 24.5 percent; the model is highly statistically
OL¥F ndnnnamiu® ¢KS NIYR2Y SNNRNI KI &
inflation factors for the regressors do not exce®eb, which confirms a acceptable level of multicollinearity that

does not greatly affect a general applicability of the model even though Hydro resources and Spring are significantly
(positively) correlated and so are A and Margin. The parameter estimates, or the coeffioietite regressors,

AAIYATAON Y

indicate how change in a regressor value impdcegjuency response

A summary of the Fit Diagnostics, including quastblguantile and Influence diagnostics as well as residual analyses,

is provided irFigureE18.
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Figure E.18: Fit Diagnostics for Multiple Model of the Western Interconnection Frequency

Response 2012 12017

Essential Reliability Services

Summary

Frequency support is the response of generators and loads to maintain the system frequency in the event of a system
disturbance. Frequency support is provided throdlgé combined interactions of synchronous inertia (traditionally

from generatorssuch as natural gas, coal, hydro, and nuclear plants as well as frohn@yogs motors at customer
locations)frequency response provided by inverters from wind farswarfields and other vareties of generators

and loads. Working in a coordinated way, these facilities arrest and eventually stabilize frequency. A critical issue is
to stabilize the frequency before it falls below the UFLS settings or rises above the guerity relay trip settings

on generators.

Inertia and frequency response are properties of tiéerconnection and eachinterconnection has different
characteristics. For example, if changes to the resource mix alter the relative amounts of synchreraak
response or frequency response, various mitigation actions are possible. Obtaining faster primary frequency response
from other generators or loads, or maintaining and improving overall frequency support can mitigate these changes.

The NERC RS nitors and identifies trends in frequency response performance as the generation mix continues to
change. Measure 4 is the comprehensive frequency measure that complements metrirdiously discussedt
evaluates primary frequency control performanafter actual disturbance events in ealitterconnection tracking

the initial frequency rate of changthe arresting periogand the rebound and stabilizing periods. Measures 1 and 2
evaluate components of this coordinated frequency response with Meastna&cking the amount of synchronous
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inertial response, abbreviated as SIR, and Measure 2 tracking the initial rate of change in frequency, abbreviated as
RoCoF.

Measure 1: Synchronous Inertial Response

For the historical trending of the SIR, a process established for conducting synchronous inertia calculations for
each Interconnection. Calculated system inertia at any point in time depends on cleastics of online and
synchronized generatothatA y Of dzRSa (G KS dzy A (& Q AiggSThdicaldulationpebeeduielisyold |
determine’© z 0 w 6for each online generatar

Kinetic Energy or Synchronous Inertial Response (BR)z0 ® 0

Figure E19 through Figure E22 show the monthly maximum and minimum values of SIR for e@aspective

Interconnection.
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Figure E.19: Eastern Interconnection Max and Min SIR in MVA*sec vs. Month
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Figure E.20: Western Interconnection Max and Min SIR in MVA*sec vs. Month
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Figure E.21: Texas Interconnection Max and Min SIR in MVA*sec vs. Month
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Figure E.22: Québec Interconnection Max and Min SIR in MVA*sec vs. Month

Measure 2: Initial Rate of Change of Frequency after the Largest Contingency

The initial Rte of Change of Frequency (RoCoF) after a large generator trip event is measured in Hz/s. This is ar
indirect measure ointerconnection inertia at the time of the event. In Measure 2 RoCoF is calculated for each
Interconnection from the lowest SIR valineeach year and the megawatt (MW) size of the largest contingency event

for the Interconnection. RoCoF is only the initial rate of change; the rate of change over the entire frequency event
(and also over other portions of the frequency event) diffaidely compared to the itial RoCoF. The Resource
Contingency Criteria (RCC) as defined in the@RLStandard is used as the largest contingency event.

For systems where load damping constant D is not available RoCoF is calculated in mHz/sec:

@ 1Ep T TEND

£ 00 ¢z uvo v O

Where ¥0 is the largest contingency as defined by the Resource Contingency Criteria (RCGDGS, Bahid

O O s the minimum kinetic energy or synchronous inertial response for each histori(alyéa'l O isthe
Kinetic Energy of the Resource Contingency Criteria

For systems where load damping constant D is available, the following is used to calculate frequency deviation in mHz
at 0.5 seconds:

.. @ 1% p TTTEND 8z *
= 0z 0
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Where Rvadis system load durinty’0'y conditions. The corresonding 0.5 sec RoCoF is calculated in mHz/sec
as

Yéb¢ DL
The calculations are shown for OY2017 for datérconnectionin TableE28.

Table E.28: 0Y2017 RoCoF Statistics

Interconnection Min H Pload | fdev 0.5 sec (Hz)| 0.5 sec RoCoF fq 0.5 sec RoCoF fg RCC
(MVA*sec) | (MW) D=1.5 D=0 (mHz/s) D=1.5 (mHz/s) | (MW)

El 1,038,756| 215,222 0.0625 130 125 4,500

Wi 472,507| 87,712 0.0805 167 161 2,626

TI 130,014| 28,444 0.3046 632 609 2,750

Ql 58,760 14,260 0.4148 868 830 1,700

Measure 4 Frequency Performance after Large Contingency

Measure 4 is a comprehensive measure that tracks system frequency performance in the arresting, rabdund
stabilization periods following large contingency events that have occurred inle@echonnection. On a quarterly

basis, the NERC RS selects the events and calculates a number of submeasures that comprise Measure 4. Multip
years of these values emonitored to identify trends that could be due to changes in the generation mix or other
factors. The submeasures for all fomterconnections are presented on the same plots for convenignog for
comparison. When sufficient years of data become latte for eachnterconnection, eaclinterconnection will be

trended only against its own historic performance.

A to C Frequency Response

A to C frequency responseaptures the impacts of inertial response, load response (load damping), and initial
governor response (governor response is triggered immediately after frequency exceedsset pieadbanil
However, depending on the generator technology full governgpomse may require up to 30 seconds to be fully
deployed. This Measure is calculated as the ratio of the net megawatts lost to the difference between Point A and
Point C frequency values.

Below is the equation for calculating IFRM
"O“O'Y i-‘) _
zy

Where:
MW Loss = Resource or Load Output immediately prior to the start of the event

fa.c= Change in frequency from Valéeto ValueC

Figure E23 provides boxplots of IFRMcfor operating years 2016 and 2017.
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Figure E.23:IFRM A -Cfor OY 2016 and 2017

Cn Frequency
G is defined as the lowest frequencytime first 180 seconds following the beginning of the event. In the event that

the low frequency nadir occurs within the Point C time intervalodb .12, as is often the case the Tl, Ql, andWI,
Point C will equal C

¢CKAA YSI adz2NBE LINB JA 2 dmhicteonlyexiSsHf a tréquincy Iéwenfhian Poift C @dcurred®eyond
52 seconds. Cn was adopted to insure that the low frequency nadir is captured even if & pdouto 52 seconds.

Time Cn to TO
Time Cn to TO is the time in seconds that it takes to reach the lowest frequency in the first 180 sEapnd& 24

provides scatter plots of these values for edaterconnection.
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Appendix F : Reliability Indicator Trends

This appendix contains detailed supporting analysis for most of the reliability indicators (metrics) listed and assigned
trending valuesas showrin Table3.1. Any metric that particularly speaks to BPS reliability trend changes in 2016 is
explained to some degree iDhapte 3. Those metrics might be completely covered in that chapter or might have
more detailed analyses in this appendix. For those metrics that generally speak to reliability in attydat na

identify trend changes in 2016, their analyses are completely contained in this appendix.

An exception is Mt Interconnection Frequency Respon8as metric is particularly important given current changes
to the BPS resource mix and the fact that BAB-1.1 is currently open for revision and will affecteMChapter 2
and Appendix Eprovide expansive coverage of this metric.

M-1 Planning Reserve Margin

Background

This metric demonstrates the amount of generation capacity available to meet expected demand. It is a-forward
looking or leathg metric. PAS andASare collaboratively working to determine if there is a better metric for this
report.

The2018 SummemReliabilityAssessmeft® indicates, as shown iRigureF.1, that all Regionsvith the exception of

Texas REroject sufficient reserve margins in the near term (fixar window)#* Generation unit retirements that
occurred in early 2018, along witeported delays in Tier 1 resource capacity by generation project developers, are
expected to result in tight reserve margins for the upcoming summer. ERCOT has a variety of operational tools to
help manage tight reserves and maintain system reliabilityekample, control room operators can release Ancillary
Services (including Load Resources that can provide various types of operating reserves depending on meeting certai
gualification criteria), deploy contracted Emergency Response Service resoustestiimvestorowned utilities to

call on their load management and distribution voltage reduction programs, request emergency power acdiss the
ties, and request support from available switchable generators currently servingRQOT grids. A full degption

of the tools and procedures available to ERCOT, and the system conditions under which they are triggered, is providec
Ay GKS 9w/ h¢ b2RIf tNRG202tad {SS / KPLISNI cx {SO0GAz2)

In the event that markebased solutios or other actions are not expected to be sufficient to avoid an Emergency
Condition in the current or following season, the Nodal Protocols allow ERCOT to issue a procurement for generation
and/or load capacity resources (An Emergency Conditionis ddfited a ! y 2 LISNI GAy 3 O2y RAGA
NBfAloAfAGE 2F GKS 9w/ he¢ {2adSY Aa O2 Theidass far&singaNd
OF LI OAGE& LINPOAINBYSY( A& RSAONAGSR Ay bgRl{ESONRAR O2dp

I & SR 2 yPrelimmaryBgn@drSeasonal Assessment of Resource Adegapoyt,'*released March 12018,
ERCOT expects that these operational tools could be needed to help maintain sufficient operating reserves given the
range of resource adequacy scenarios evaluated. Note that subsequent to the release of the preliminary summer
assessmenteport, AnticipatedResources has increased by 581 MW. This is attributable to a previously mothballed
unit that is now expected to return to service in May 2018 (B. M. Davis Unit 1,300 MW), including a 226 MW planned

183The2018 Summer Reliability Assessmeam be found at the followinpcation
https://www.nerc.com/pa/RAPA/ra/Reliability%20Assessments%20DL/NERC SRA_05252018_Final.pdf

184The reserve margins FigureF.1 reflect the most critical pak season for each reporting entity when reserves are lowest. This includes
consideration of whether each entity is summer or winter peaking.

185The ERCOT Nodal Protocols can be found at the following locatipr/www.ercot.com/content/wcm/current_guides/53528/06

030118 Nodal.doc

1869 w/ hRrefndinary Summer Seasonal Assessment of Resource Adesp@tygan be found at the following location:
http://www.ercot.com/content/wcm/lists/143976/SARAreliminarySummer2018.pdf
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naturatgasfired resource with an expected -Bervice dé of July 1, 2018 but which is not included in the
preliminary summer assessmeneport due to a June 1 cudff date used for summeassessmentvailability
reporting and a previously unavailable 55 MW switchable generation unit that will now serv&@@Egrid through
2019 (Antelope Unit 3).

In addition to ERC@Jactions to maintain sufficient operating reserves, higher wholesale market prices during peak
demand periods are anticipated to incentivize power customers to voluntarily reduce load @asecenergy output

from loadserving generation facilitiesuch as industrial cogeneration and commersiadtordistributed generation

that can inject power into the ERCOT System. Based on recent ERCOT analysis, the potential amount of this demar
and generation response for the upcoming summer is significant but speculative because the ERCOT market has no
experienced summer high prices subsequent to the market design changes implemented iQ22D12
Consequently, this resource capacity is not refledtethe summer reliability assessmeht 9 w/ h¢ Qa -y I f &
driven participation from demand response adibtributed generations available in the2017 Annual Report of
Demand Response in the ERG8Jion'®’
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Figure F.1: M-1 Planning Reserve Margin

M-3 System Voltage Performance

Background
This metric was retired from the monitored set of metrics in 2014.

187The2017 Annual Report of Demand Response in the ERCOT é&agmnfound at the fadwing location:
http://www.ercot.com/content/wcm/lists/94805/2017 Annual_Report_of Demand Response_in_the ERCOT_Region.docx
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Future Development

Maintaining systenvoltage and adequate reactive control remains an important reliability performance objective
that must be incorporated into the planning, design, and operation of the BES. The ERSWG developed a Novembe
2015 framework repofféthat recommended a set of valge measures with PAS assigned to develop data collection

to support Measure 7: Reactive Capability on the System.

During 2016, PAS developed and conducted a voluntary data collection and released the data for analysis to the SAM
for analysis of Measure as a potential voltage and reactive metfiring 2017, SAMS recommended to the PC that
Measure 7 was not feasihland the PC accepted the recommendation.

M-6 Disturbance Control Standard Failures

Background

This metric measures the ability of a BA@serve sharing group (RSG) to balance resources and demand following a
reportable disturbance, thereby returning theterconnection frequency to within defined limits; this could include

the deployment of contingency reserves. The relative percent@&@8dNE 2 F | .1 Qa 2NJ w{ DQa |
an indication of performance for disturbances that are equal to or less than the most severe single contingency
(MSSC). NERC Reliability Standard@2&11'%° requires that a BA or RSG evaluate performance for all reportable
disturbances and report findings to NERC on a quarterly basis.

M-7 Disturbance Control Events Greater than MSSC

Background

This metric measures the ability of a BA or RSG to batasoairces and demand following reportable disturbances

that are greater than their MSSC. The results will help measure how much risk the system is exposed to during
extreme contingencies and how often they occur. NERC Reliability StandafiDBAlequires that a BA or RSG
report all disturbance control standard (DCS) events and instances aenowery to NERC, including events greater
than MSSC.

Assessment forM -6 and M -7

FigureF.2 shows that the trend of M6 DCSeportable events ismprovedwith less than half as many reportable
events (M6) in 2017 when compared to the 2016 dataableF.1 shows that in 207, there wasonly oneM-6 DCS
event for which there was less than 100 percent recovery within the determined period.

Figure F2 also shows that the number of ™M events wereslightly lowerin 2017 than in 205, although still
considerably lower than in 2012, 2013, or 2014. There was offeevent in 2016 for which 108ercent recovery
was not achieved within the required timeframe.

Based on the similar annual results over the last four yeas8,idfstable.

Based orboth the improvement in 20%¢2017 and relative to 20122014, M7 is stable for the short term in the
approved state achieved in 2015.

188 The 205 ERSWG Framework report can be found at the following location:
http://www.nerc.com/comm/Other/essntlrlbltysrvestskfrcDL/ERSTF%20Framed@diReport%20620Final.pdf

189 Reliability Standard BAM02-1 can be found at the following locationttp://www.nerc.com/files/BAL-002-1.pdf.
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Table F.1: M-6 and M-7 Event Recovery

YEAR M-6 M-6 M-7 M-7
100% Recovery < 100% Recovery | 100% Recovery < 100% Recovery
2012 346 0 26 2
2013 390 3 28 2
2014 392 0 25 0
2015 370 1 12 0
2016 388 0 15 1
2017 165 1 12 1
450
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M-6 (<= MSSC)
Figure F.2: M-6 and M-7 DCS Events B M-7 (> MSSC)
M-8: Interconnection Reliability Operating Limit Exceedances
Background

This metric measures the number of times and the duration that an IROL is exceeded. An IROL is a SOL that, if violate
could lead to instability, uncontrolled separation, or cascading out&j&ach RC is required to operate within the

IROL limits and minimize the duration of such exceedances. IROL exceedarare dgiarted per quarteand ues

four duration intervals as shown FigureF.3 throughFigureF.5.

190T, isthe maximum time that afnterconnectionreliability operatinglimit can be violated before the risk to theterconnection or otheRC
area(s) becomes greater than acceptable. Batérconnectionreliability operatinglA Y A {iskibdl be ¢ess than or equal to 30 minutes.
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Assessment

FigureF.3 demonstrates the performance for the El from 2@2017. In 2017, the two ranges that were impacted
were the 10 second to 10 minute range and tt@minute to the 20 minute range. For the 10 sad to 10 minute

NI y3Ss O2YLI NBR (2 GKS LINA2NI 2SI NR& LISNF2NXIYyOS ooe
quarter; however, it declined for the remaining quarters. For the 10 minute to 20 minute range, compared to the
LINA 2 NJ moBriandd&) By qualder), the number of exceedances increased for the first quarter and second guarter
however, it declined for the third and fourth quarters.
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Figure F.3: Eastern Interconnection & IROL Exceedances

FigureF.4 demonstrates the performance of tHERCOT Interconnectiéiom 20112017. The trend has beestable
at no exceedances since the second quarter of 2013.
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Figure F.4: ERCOT Interconnection o IROL Exceedances

FigureF.5 demonstrates performance for the/l from 2011;2017. TheState of Reliability 202% noted changes in
data reporting for thewlI that led to the reporting of IROLs. Prior to 2014, only SOLs were reported. Since 2014, the
trend has been stable with no IROL exceedances reported.
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Figure F.5: Western Interconnection 8 SOL/IROL Exceedances

191 TheState of Reliability 201&an be found at the following location:
https://www.nerc.com/pa/RAPA/PA/Performance%20Analysis%20DL/2015%20State%200f%20Reliability. pdf
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M-9 Correct Protection System Operations

Background

Protection system misoperations were identified as an area that required further analysis iBtpssof Reliability
reports. The improvements to the data collection process, that #RCS proposed, were implemented and have
improved the accuracy of misoperation reporting. At the recommendation of the SPCS, the respective protection
system subcommittees (within each RiEgan misoperation analysis in early 2014 and have continued to conduct
such analysis on an annual basis. In 2017, NIERIGyed a portal application that allows entities to securely upload
and view their reported data.

Assessment
Figure3.4 shows the correct operations rate for NERC during the reporting period. Total protection system operations

were first requested with fourth quarter 2012 misopéitn data. This is to reflect the updated metricMCorrect
Protection System Operations. The rate provides a consistent way to trend misoperations and to normalize for
weather and other factors that can influence the count. Incremental improvementsramtpd be seen.

FigureF.6 shows the count of misoperations by month through the third quarter of200he counts can show
variability or similaritypy year for each month and seasonal trends. For example, the chart shows higher numbers of
misoperations in summer than the rest of the year.
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Figure F.6: Protection System Misoperations by Month (4Q 2012 through 3Q 2017)

FigureF.7 illustrates misoperations by cause code where the top three causes continudrnodreectSetting, Logic,
or Design Eror; Relay FailuresMalfunctions; andCommunication Failure. These cause codes have consistently
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accounted formore than 60percent of @ misoperations since data collection started in 20Recent reporting
dzLJRI 6 S&a KFa ONR1SY R24y GKS aAy3atsS aLYO2NNBOG {Sdida,
2F GLYO2NNBOG {SGdAy3aszé apmmdrQuredrNINER sehaFation allgWR analysiSat A 3y
a higher granularity to address issues that may exist in one of the cause code subgroups.

Other/Explainable

AC system
9%

As-left personnel error
9%

Unknown/unexplainable

Figure F.7: NERC Misoperations by Cause Code (4Q 2012 through 3Q 2017)

Linkage between Misoperations and Transmission -Related Qualified Events

An analysis fomisoperation data and events in the EA Process found that in 2015 there were 50 transiretsiec

system disturbancethat resulted in a qualified event. Of those 50 everdptal 0f34 events, or 68 percent, had
associated misoperations. Of the 8¢ents,a total of 33 of them, or 97 percent, experienced misoperations that
significantly increased the severity of the event. There were four events where one or more misoperations and a
substation equipment failure occurred in the same event. The glaynd function accounted for 11 misoperations

in 2014 causing events that were analyzed in the EA Process. This was reduced to six events in 2015. It was furthe
reduced to only one event in 2016. The focus on the relay ground function has been attendectduction in its
involvement in qualified events. It is not clear if any statistical basis will be able to confirm that its role in relay
misoperations has been similarly decreasing.
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Actions to Address Misoperations

To increase awareness and transgracy, NER@nd the REswill continue to conduct industry webindf$ on
protection systems and document success stories on how GOs and TOs are achieVawglsigifprotection system
performance. The quarterly protection system misoperation trend ca@teS 6 SR 2y b®w/ Qa4 6506 &/

NERC introduced MIDAS in 2016, a data collection sitaeifmperationsin 2017, NERC replaced the data collection

site with an application that allows the users to review, create, or update existing records with improved data
GrftARIFIGAZ2Y FTYR NBLR2NIAY3I GKNRdAZAK | &aSOdz2NB LR2ZNEREf A
collaborates closely with the Regionsimapart best practices and improve data collection.

Summaries of Individual Regional Entity Initiatives

FRCC

The FRCSEPC8ontinues toconduct peer reviews of protection system misoperations prior to the protection system
owner submitting the data to NERC MIDAS. The FRCC SRefiseaServicessubcommitteebut includes FRORE

staff as part of the reviewin 2017 theFRCC SPCS establishadnaporary Misoperations dskForce made up of
subject matter expertérom the FRCC SPCS and ARESGff to developa misoperationsassessment. The purpose

of the assessment was tdentify key focus areas and lay a path forward with recommendations and conclusions that
will aid in reducing the risk to reliability related to the annual rate roisoperations. There were five
recommendations that were included in the reppitte firstthree focused on improving th@isoperations reporting

by completing the optional fields in the MIDAS fofmore thorough reportsincluding oneline diagrams and/or
pictures) provided when warrant¢dand conducting monthly reviews when reports are avddaio help keep all
engaged. The last two recommendations were focused on correcting a data error that was found and reviewing the
report for metrics to track going forward.

The 2017 Assessment sheevthat FRCC entities made steady progress in reduciegnitsoperation rate.
Implementing the recommendations will ensure that focus remains on continuirrgdoce the risk to reliability
related to the annual rate ahisoperations

MRO

In 2017, he MRO Protective Relay Subcommittee prepared and publishetand white paper to discudsgh

impact misoperationsand identify ways to increase the reliability (both security and dependability) of these
misoperation types to minimize their occurrencd@dis second white paper addresd two types of misoperations

which are observed to have the most egregious impact on reliability: misoperations associated with bus differential
and breaker failure relay'$?

The MRO haalsobeen focusing on accurate and consistent reporting of misoperations in order to acquirelg@pd
which will allowfor better attention to causes and (ultimately) solutions to misoperatiditss is accomplished by
reviewing submittals into MIDAS and working directly with entities to assure operations and misoperations are
accurately recordedViRO has also embraced the misoperation webinars that WECC will be hosting throughout 2018
by encouraging all of our MRO MIDAS data submitters to register and participate on these webinars.

192|nformation on misoperations industry webinars can be found at the following location:
http://www.nerc.com/files/misoperations_webinar_master _deck_final.pdf

193 Quarterlyprotection system misoperation trend can be found at the following location:
http://www.nerc.com/pa/RAPA/ri/Pages/ProtectionSystemMisoperations.aspx

9 20K 27T ita papefsiaddeedsing protection systemisoperations can be found at the following locatidtiRO PRS Committee
Technical Papers
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NPCC

The NPCC has instituted a procedure for peer review and analysis of all NPCC protection system misoperations. Tt
NPCC review process is intended as a feedback mechanism that promotes continuous improvements based or
lessons learned from reported protecticystem misoperations. The NPCC task force on system protection reviewed
NERC lessons learned and Nip€pOrted protection system misoperations while providing regional perspectives for
SYGAdASaQ dzaS (G2 FdzZNIHKSNI AYLINRBGBS LISNF2NXI YOS FyR NBI

NPCC collected additional data on microprocessmed relay misoperations to develop potential measures that
address misoperations caused by Incorrect Setting/Logic/Design Errors and to share knowledge of identified relay
vendor specific product conoes along with the vendor recommended mitigations.

NPCC and SERC shared experiences identifying leading causes of protection system faihiseparadionsas well

as metrics used to measure performance. The two Regions shared best practices, prarasseaeriahat support
reducing protection system mogerations. NPCC also shared best practices and experience identifying leading causes
of protection system failures and miperations with MRO and RNPCC also completed comparative analyses of its
protection system operatiomhisoperationsdata with SERCMRQ and RFusing data submitted via MIDAS. The
results were shared with SERC, MB@l RF

NPCC conducted a session on MIDAS Portal and ardreesRybtection System Misoperation Review Work@igup
at the NPCC Fall Compliance/Standard Workshop in November 2017.

RF

RFcontinues toaddress the NERC misoperation reduction goal by providing training opportunities on protection
G2LA OCa (2 wcCQand tirGughoothallst&nadtivitéskth8RF Protection Subcommittee has annual
training sessiorprovided by SEL faariousaspectsof microprocessor relaygopics have included design concepts
for protection communication systems and polarization techniques associated with protection system settings.
Starting in2015, RAbegan hosting an annualorkshopfor field protection engineers and techniciarnibese arethe
personneldirectly responsible for the installation and (commissioning) testing of protection system equipment, and
they ensure that these protection systems are installed and function as desifopids for these annual workshops
have included poweline carrier equipmentprotection system commissioning and testirgpnsideation of HPin
protection system design, and protection system drawings in 20h@& 2017 spring Reliability Workshop also
dedicated a full day of activities to the topic of njerpations.RF will continue to offer these opportunities and has
invited the other Regions to participate.

Beginningin 2016, RF implemented misoperationspeer review processitilizing members of the RF Protection
Subcommittee to analyze the reported soperations and to offer feedback on analysis and mitigation techniques.
This process leverages the expertise and experiences of the Protection Subcommittee to help entities in the Region
reduce their misoperations.

In 2015, RF staff conducted swernal controls evaluatiomn a large entityelated to misoperations and continue to

0N O1 GKIFIG SydArAdeqQa LINRPINBaa 2y | NB3IdzZ F NI olFaraoe Ly
values on tie lines betweehOs This effort was condied to enhance coordination betweenOsfor their internal

short circuit models. RF will continue to conduct this exercise every other year.

In 2018, RF will visit with three entities to discuss their misoperation performance and related activitigsreduse
misoperations. RF conducted six similar visits in 2012. RF has also authored many lessedsdsanmted with
misoperations:®®

195The RF lessons learned regagdmisoperations are posted on the RF public weh site
https://www.rfirst.org/KnowledgeCenter/Risk%20Analysis/Misops/Pages/Misops.aspx
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SERC

The SERC Protection and Controls Subcommittee (RE€8&)very robust program to review quarterly misoperations

and provide feedback to the entities. In 2016 SERQ@RE®Rd aSER®Regional Best Practices for Protection System
Misoperations Reductidf? paper for entities to referencdn order to evaluatette risk to the reliability of BES due

to protection system misoperationSER®C3leveloped a metric to measure risk based on cause, category, vpltage
misoperation rate andcorrective action planGAR response timeThe paper describing the methodoloigyposted

on the SERC websiteERC trends the risk and shares its semiannually with SERC Engineering Committee to provide
visibility of progress. In 2018, SERC plans to use the SERC data analytics program to develop insights to th
misoperations irthe SER@Region. The snapshot of the dashboard developed by SERC PCS in conjunction with SERC
analytics team will be posted on SERC website. SERC closely monitors the CAP completion duration and routine|
contacts the entity for the CAP open for more thauo years. SERC PCS will continue to build on the solid foundation
and develop new tools to improve the risk to reliability of BES caused by misoperations.

SPP RE

The SPP System Protecti@mnd Control Working Group (SPCWG) has prepared a white paper digcussin
misoperations caused by communication failut¥sy leading cause of misoperations in the SPP RegiorSyldtem
Protectionand Control Working Groufs currently working on a white paper that discusses misoperations caused by
Incorrect Settings/Logic/Design Errors, the second leading cause of misoperations in the SPP Region. These whit
papers then identify effective approaches to reduce misoperabiocurrences.

Texas RE ) o L
Texas REontinuestog 2 NJ] A UK 9w/ h¢e¢Qa {{eausSY tNRUSOUAZ2ZY 2 2NJAY:

1 Monitoring of multiple metrics and historical trends for misoperations by voltage class, cause, corrective
action plan completion rat etc.

1 Monitoring HPissues as it relates to the cause of misoperations
Sharing NERC lessons learned and event cause codes from protection system misoperation events

Preseningthe analysis of quarterly protection system misoperation data and histdriexadls at each SPWG
meeting

1 Conducing the 2018workshopthat is planned in conjunction with a quarterly SPWG meeting to focus and
brainstorm on high level best practices and mitigation strategies for misoperation reduction

Texas RE also tracks and tlermisoperation performance in its annual Assessment of Reliability Performance for
the Interconnection and is conducting andepth analysis to identify the key focus areas to reduce misoperations.
In both 2016 and 2017, Asft Personnel Errors replacéebmmunication Failures as the third highest cause for
misoperations. This has led to a renewed focus onHiRrausal factors for misoperations as well as operational
processes and procedures for the commissioning and maintenance of protection systems.

WECC

In 2017, WECC word with a team of stakeholders to develop a strategy to reduce misoperations ilVih&his
STFT2NIL ¢+a ARSR o0& lylfeara LISNF2NX¥SR o0& 29// Qa wS
29/ / Q& t SNF 2 NpartyigdtSThis tgdmfidendifiedisevBrél areas where improvements could help reduce
misoperations, and actions were assigned to WECC, the RWG, and registered entities. This effort was shared witt

1% TheRegional Bed®ractices for Protection System Misoperations Reductiarbe found at the following location:
http://www.sercl.org/docs/defaultsource/committee/eeprotection-and-control-subcommittee/sereregionatbestpracticesfor-protection
systemmisoperationsreduction-8-19-2016.pdf

197The SPCWG white paper can be found atftilowing location:
https://view.officeapps.live.com/op/view.aspx?src=https%3A%2F%2Fwww.spp.Eai¥d@ments%2F23167%2Fspcwg _commmisops_white
paper_final mopc.doc
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participants was incorporated and the strategy was finalized. The timeline for this effort extends across multiple years
as some of the tasks require time to implement and for improvement to be realized. In 132 RECC will publish

this reduction strategy in an interactive online format that will be updated as progress is made on each of the tasks.
WECC encourages entities to evaluate their individusiesys and apply the recommendations that will be the most
impactful to their operation.

During the Misoperation Workshop of 2017, WECC identified an inconsistency in the way operations and
misoperations are being reported into the MIDAS Portal. To help bring consistency to thisN&sD@ayill host six
webinars through 2018 that will help bring consistency to this reporting. The scenarios shared on the webinar are
vetted through the ERO Enterprise and the RWG to ensure a consistent stance on each scenario. WECC feels th
effort is important because theeduction of misoperations is based on a calculated misoperation rate. If this rate is
inaccurate due to inconsistent reporting, the success of the strategy cannot be accurately measured.

WECC will host another Misoperations Workshop in June 2018. Titentof this workshop is based on the topics
identified in the reduction strategy.

Misoperations Analysis

Misoperation Rate by Region and for NERC

TableF.2 lists the NERC operation and misoperation counts and the corresponding misoperation rates by Region and
for NERC with the 16 availableayters (Q4 2012 througp3 2070 ® b 9w/ Q& §sddYon theNdambinddB® o
data for the Regions available for the respective time periods.

Table F.2: Operations and Misoperations by Region from Q4

201 2 Through Q3 2017

Region Operations | Misoperations | Misoperation Rate

FRCC 3,831 328 8.6%
MRO 7,339 763 10.4%
NPC{Q1 2013 to Q3 2017) 12,568 916 7.3%
RF 13,186 1,741 13.2%
SERC 20,861 1,703 8.2%
SPP 10,193 1,109 10.9%
TexasRE 11,307 809 7.2%
WEC{Q2 2016 to Q3 2017) 9,280 469 5.1%
NERC 88,565 7,838 8.8%

Comparison of Regional Misoperation Rates

Regional misoperatioand operatiordata were analyzed to find statistically significant different®s misoperation
rates between Regions based on tlnefyear data (except for Q1 201Brough Q3 20T for NPCC and Q2 and Q3
2017 for WECC).

FigureF8lists the average five S NJ YAA2LISNI A2y NI 0SS o0& wS3IApeyentdRSNE
GKS t26SaiG o2 erlén@al MR(G8dzZF Y N®MSE NB dastt*fod thenifsopbratighO | Y Q
rates. Each bar connects Regions with similar (not statistically significantly different) expected misoperation rates.

198 arge sample test on population proportions at the 0.05 significance level
199 At significance level of 0.05.
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For example, differences in misoperation rate between SPP and MRO, connected by a red bar, are nottsignifican
meaning that the percentage of operations resulting in misoperations in thes&#gions are expected to be close.

Misoperation Duncan Grouping for Means of
Region (Alpha = 0.05)

Means covered by the same bar are not significantly different.

Region Estimate

RF 0.1323 l
SFPP 0.1093
MRO 0.10&2
FRZC 0.02240
SERC 0.08200
NPCC 0.ovzes
TRE 007234
WECC 0.05128 I

Figure F.8: Misoperation Rate by Re gion (2Q 2012 through 3Q 2017) and Regional Grouping
by Expected Misoperation Rate

M-10 Transmission Constraint Mitigation
This metric was approved for retroactive retirement by the PC in June of 2017. The metric measured the number of
mitigation plans that included SPSs, RASs, and/or operating procedures developed to meet reliability criteria.

M-11 Energy Emergency Alerts

Background

To ensure that aRC<learly understand potential and actual energy emergencies innteeconnection, NERC has
established three levels @hergyemergencyalerts (EEA)This metric measurgthe duration and number of times
EEA®S all leves are issuecandwhen firm load is interrupted due tan EEALevel 3 eventEEA tendsmay provide
an indication ofBPS capacityl his metricmay also provide benefgto the industrywhen considering correlatios
between EEA events and planning reservegines

When an EEA3 alert is issued, filwad interruptions are imminent or in progresghe issuance of d8EA3 may be
due to a lack of available generatioapacityor when resources cannot be scheduled due to transmission constraints.

Assessment

TableF.3 shows the number of EEA3 events declared from 20067. Six9 9 ! oefedeclared in 207, four more

than the previous year. The increaseB&EA3s can mainly be attributed to the new EQR1 that consolidated
requirements from three standards: EQB1-2.1b, EOR®02-3.1, and EOR03-2. EOF011-1 became effectivépril

1,2017 The load loss is reduced from all years since 2013.
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Table F.3: 2017 Energy Emergency Alert 3

Region Number of Events

2006 | 2007 | 2008 | 2009 | 2010 | 2011 | 2012 | 2013 | 2014 | 2015 | 2016 | 2017
NERC 5 26 13 38 7 23 14 6 4 1 2 6
FRCC 0 0 0 0 0 0 0 1 2 0 0 0
MRO 0 0 0 0 0 0 0 0 0 0 0 0
NPCC 0 0 0 1 0 0 0 0 1 0 0 0
RF 0 0 0 0 0 0 0 0 0 0 0 0
SERC 2 14 2 0 3 2 7 0 1 0 0 0
SPP 1 9 8 37 4 15 6 2 0 0 0 0
TexasRE 0 0 0 0 0 1 0 0 0 0 0 0
WECC 2 3 3 0 0 5 1 3 0 1 2 6

TableF.4 shows the number of all EEAs declared inZ2@itoken out by Region as well as event level

Table F.4:2017 EEA Level by Region

Region EEAl EEA2 EEA3 Total

FRCC 1 1 0 2
MRO 7 3 0 10
NPCC 2 0 0 2
RF 0 0 0 0
SERC 5 2 0 7
SPP 0 0 0 0
WECC 6 5 6 17
TexasRE 0 0 0 0
Grand Total 21 11 6 38

In FigureF.9, a graph is provided for 20823017, showing the duration and amount of load shed during an EEA, if
any.ThesixEEA® & RS Of I138FBHeurst and @I\§ Bf load was shed during treix EEA events that were
declared
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This appendix highlights some event analysis activity not included in Chapter 6. Then it describa®tbeess,

speaks to types and causes of events, and details the impacts of system protection misoperations on 2017 events.
Finally, it augments informimn regarding Hurricanes Harvey and Irma presentediiapter 5and provides a
summary of the work of th&EASNERC EA group, and larger ERO EwgergA groups.

Energy Management System Working Group

Fifth Annual Monitoring and Situational Awareness Conference

The EM®/G analyzes the events and data that are being collected about EMS outages and challenges. From the E:
reports and the work of the EAS, NERC published multiple lessons learned specifically about EMS outages and worke
to build and support an industided BUSWG to support the EAS. The hard work and active sharing of this group has
reduced some of the residual risk associated with this potential loss of situation awareness and monitoring capability
that comes withan EMS outageand they will continue to pragle valuable information to the industry.

Risks and Mitigations for Losing EMS Functions Reference Document

¢ KS Ay Rdza (i NBE PAPod@ provids infdhati®nvoithe ERO and industrthe categories and causes

of qualifying events. Review amahalysis of both EMS and n&MS events can identifyotential reliability risks or
vulnerabilitiesto the BPShat need to be mitigatedSecondly, there are several major initiatives underwalgAto
improve reliability:HPimprovement, analysis of th2016cH nmT GAY G SNJ aSI a2y Qa SadfFSOi
the publishing of lessons learned throughout 2017.

NERC hosted its fifth annual Monitoring and Situational Awareness Conference on Octi#913 at the Georgia

Power Company Corporate afgguarters in Atlanta, GA. The conference brought together more thamg@€tions

and EMS experts from registered entities, government regulators, and a variety of vendors and consultants from all
Regions and Canada. The focus was on energy managemseisy quality, including modeling and reahe
assessments. William Ball, chief transmission officer and executive vice president of Southern Company, deliverec
the keynote presentation and spoke on the importance of continued development of elegantdélMand systems

with built-in security and resiliency to face the challenges of the future. Conference highlights include a presentation
on the Modeling and Redlime Assessment Tool, a presentation of lessons learned from recent EMS outages, and
severalpanel discussions led by industry experts and EMS vendors. The conference presentations are available or
the NERC websifé&°

Reference Document on EMSWG Risks and Mitigations for Losing EMS Functions

The EMSWG released a reference docurfféabout risks and mitigations for losing EMS functions. The reference
document briefly describes what an EMS is, the various partsafdtthe dependency between the parthen the
reference document analyzes 318 EMS events reported by 130 NERC eegistities between October 2013 and
April 2017 through the ERO Pfocess Based on the analysis, the reference document identifies and discusses the
risk of losing EMS functions, analyzes the causes of reported EMS events, and shares mitigatiorsdtratsgjiee
these risks.

200 Conference presentations can be found at the following locatiip://www.nerc.com/pa/rrm/Resources/Pages/Confereneand
Workshops.aspx

201The reference document can be found at the following location:
http://www.nerc.com/comm/OC/ReferenceDocumentsDL/Risks_and_Mitigations_for_Losing_ EMS_Functions Reference Document_201712

12.pdf
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The following are concluded in the reference document:

9 According to the available data, although the number of events seems significant, it was observed that the
actual EMS availability was 99.99 percent during the term (betv@etober 2013 and April 2017).

Software and telecommunications failure are major contributors to the loss of EMS functions.

The loss of EMS functions has not directly led to the loss of generation, transmission lines, or customer load.
However, it is impdant to note that the loss of EMS functionality has contributed to events because it limited
a2aidSY 2LISNIG2NEQ OFLIoAfAGE G2 YFAYOGlrAYy aiaddz GA

1 Mitigating actions have been effective during EMS events to manage risks within acceptable levels.

Event Analysis Process
Since its initial implementation in October of 2010, & Proceskas collectedL,080 qualified events andgielded
134 lessonséarned, includingnine published in 207.2%2

The first step in the ERO Pfocessis BPSawarenessand the monitoring ofthe BPS for reliability incident8PS
conditions provide recognizable signatures through automated tools, mandatory reports, voluntary information
sharing, and thirepbarty publicly available sources. The majority of these signatureseseps conditions and
occurrences that have little or no reliability impadthe ERO Enterprigaonitors these signatures faignificant
occurrences and emerging risks and threats across North America.

Registered entities continue to share informatiand collaborate with the ERO well beyaarty mandatory reporting

in orderto maintain and improve the overall reliability of the grid. Only a small subset akti@ted occurrences
rise to the level of a reportable eventable G.1 provides details on the 2017 mandatory reports and other
information that is translated into products that addregportable events.

Table G.1: Situational Awareness Inputs for 2017 Products

Information Received Products

Mandatory Reports 228 daily reports

153 DOE O&17 Reports 14 special reports for significant occurrences

334 EORO04-3 Reports

0 EOR002-3 Reports Retired in 2017) 2 reliabilityrelated NERC Advisory (Level 1) Alert
683 NeWwEASY UNASA 61 1y26Yy | a abj

Other Information?°3 with the 181 qualified events and the 310 nonqualifi
occurrences)

3,136 Intelligent Alarms Notifications 2 reliabilityrelated NERC Recommendation (Level 2) élert

4,238 FNet/Genscape Notifications and 2
Daily Summaries

357 Peak Reliability Messages (PRM)
1,506 RCIS Messages

2,360 Space Weather Predictive Center Ale
1,075 Assorted US Governmédtribducts
5,689 Assorted Confidential, Proprietary,
Nonpublic Products

2,205 Reliability Coordinator(RC) and
ISO/RTO Notifications

202The link to the NER@4dsons Learned pagettp://www.nerc.com/pa/rrm/ea/Pages/Lessonkearned.aspx
203 |Information sourcesre listed in no particular order or prioritgnd not limited to these resources
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Reported Events

Using automated tools, mandatory reports, voluntary information shadng third-party publicly &ailable sources,
disturbances on the grid are categorized by the severity of their impact on theTBBISG.2 containsthe count of
reportable events.Additional information on the EA Process can be found on the NERC w@BgiteofJanuaryl,

2017 a newEA Procesgersionbecame effective?®

Table G.2: Events Analysis Event Summary 8 2017

Event Category| Count- Total Count Comments

58t 3 or more BPS facilities lost (1a)

7t BPS SPS/RAS Misoperation (1c)

1t Voltage reduction > 3% (1d)

CAT 1 890 176 | 1t Unintended Islanding (1e)

3t Unintended loss 1,000,999MW generation in
ERCOT (39

106t EMS (1h)

2t Unintended loss of load (2f)

CAT 2 165 3 1t IROL Violation

CAT 3 18 0

CAT 4 3 0

CAT 5 4 5 Hurr!cane Harvey
Hurricane Irma

Total CAT 45 1,080 181

Events

Nonqualified

Occurrences 2,844 310

Reported

Energy Management System Events
EMSs a system of computaided tools used by System Operators to mongndcontrolthe BESTheEMSorovides
situational awareness and allows System Operators to make efficient and effective decisions.

The EA process is an effective tool for analyzeygprted events and identifying risks; however, the distinct
differences in EMS (1h events) and ABMS events required the ERO Enterprise to evaluate the event separately.

The EMSWG analyzes the events and data collected about EMS outages and chi&llengédse EA reports and the

work of the EAS, supported by the EMSWG, NERC published multiple lessons learned specifically about EMS outage
The hard work and the active sharing from the EMSWG is attempting to reduce some of the residual risk associated
with the potential loss of situational awareness and monitoring capability that comes with this type of event, and

204 EA process in effect through the end of 20t#ép://www.nerc.com/pa/rrm/ea/EAProgramDocumentLibrary/ERO_EAP_V3_final.pdf
205EA Process in effect as of dary 1, 2017http://www.nerc.com/pa/rrm/ea/ERO_EAP_Document/ERO_EAP_v3.1.pdf
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they will continue to provide valuable information to the industry. The EMSWG published a reference dacument
Risks and Mitigations for LosiiMS Functions Reference Docuntto identify and discuss the risk(s) of losing
EMS functions, analyze the causes of EMS events, and share mitigation strategies to reduce the risks.

Statistical Process Control

For trending othe number ofevents, NERGsesa standard Statistical Process Contrathodthat resultsin control
charts The control chart providesontrol limitsthat arecalculatedoy using an Individuaidoving Range calculation.
In this way, there is no unnecessary reaction to what would be considered normal vametemnumbers of events

reported. ¢ KA & Ff a2 KSfLA RSGISN¥YAYS

6 KI G yéngnialdhave éccufretl2 | &

FigureG.1is the control chart fothe 1080Qualified Events througR017. In October 2013, when Version 2 of the
EA Processintroduced a new category of events, collectively known as Category 1h: Partial Libes E¥S,

occurrenceghat were not previously reported became visible and a shift in the control limits occurred. The control

chart of events irR017 shows the number®sf events were stable and predictablmtil a rash of EMS events in

October (as shown iRigureG.2 and FigureG.3). These multiple events were the result of the inability to resolve

problems quickly with a newly installed (system change out) EMS syster{foamde entity)simply not identifying

the cause of a problem until it had occurred multiple times.
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G.1: Control Chart for the Number Events (Per Month) Over Time

206Risks and Mitigations for Losing EMS Functions Reference Doaandig found at the follving location:

http://www.nerc.com/comm/OC/ReferenceDocumentsDL/Risks _and_Mitigations for_Losing EMS_Funefersné& Document 201712

12.pdf
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http://www.nerc.com/comm/OC/ReferenceDocumentsDL/Risks_and_Mitigations_for_Losing_EMS_Functions_Reference_Document_20171212.pdf
http://www.nerc.com/comm/OC/ReferenceDocumentsDL/Risks_and_Mitigations_for_Losing_EMS_Functions_Reference_Document_20171212.pdf

Appendix G Event Analysis
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Figure G.2: Control Chart forthe  non -EMS Events (Per Month) Over Time

Figure G.3: Control Chart for the EMS Events (Per Month) Over Time

Reviewing the events for which firm load loss was reported, from @2Q27 (excluding 2011, the first full year of
reporting for a new process), the years appeaibt similar (not statistically different, when analyzea§ shown in
FigureG.4. If a load loss event occurs, looking at the full set of load loss events (151 events, out of 931 reported
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